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Statement 

 
This Test procedure is only used to describe possible security issues. Without the 

permission of H3C Security, the content of this test procedure may not be modified or 

added or deleted, and it may not be used for commercial purposes in any way. Any direct 

or indirect consequences and losses caused by the dissemination and use of the information 

provided in this security bulletin shall be the responsibility of the user himself. The New 

H3C Security and the author of the security bulletin shall not bear any responsibility for 

this. The New H3C Security has the right to modify and interpret this test procedure. If you 

want to reprint or disseminate this test procedure, you must ensure the integrity of this test 

procedure, including all content such as the copyright statement. 
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1 Performance test 

1.1 Layer 2 forwarding performance 

Test Item Name: Layer 2 forwarding performance  

Work Hour: 120 min 

Test Topology: 

 

Test Process: 

1. Use the Tester to send IPv4 Layer 2 unicast traffic at wire speed to the DUT.  

2. The packet destination is the other port on the tester.  

3. Use packets of 64 bytes, 128 bytes, 256 bytes, 512 bytes, 1024 bytes, 1280 bytes, 

and 1518 bytes for the tests. 

4. Each test is no shorter than 120 seconds. 

5. Record the packet loss, throughput, and latency statistics. Result 1 is expected. 

Expect Results: 

1. The switch achieves 100% throughput and no packet loss. 

Actual Result： 

1. Disable stp globally. 

 

2. Enter tclsh view to configure vlan and all ports by using scripts. 
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3.  Check vlan on each ports by inputting command display interface brief. 
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4. Connect TC and occupy the tester port. 
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5. Add Devices under Port 1/8, Port 1/9, Port 4/5, Port 4/6, respectively 

 
 

 

6. Add bound stream between Port 1/8 and Port 1/9, between Port 1/8, Port 1/9, 

respectively. 
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7. Add the configured data flow to the throughput RFC2544 test set. 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 11 of 244 

 

 

 
 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 12 of 244 

 

 

 
 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 13 of 244 

 

 

 
 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 14 of 244 

 

 

 

8.  Then wait until this test report jump out. 

 

9.  Check the report, result1 is expected. 

 
 

 
 

NOTE: scripts  

for {set i 2} {$i<=24} {incr i} { 

     interface  GigabitEthernet1/0/[expr $i*2-1] 

      port access vlan  [expr $i] 
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    interface  GigabitEthernet1/0/[expr $i*2] 

      port access vlan [expr $i] 

} 

 

for {set i 25} {$i<=26} {incr i} { 

     interface  Ten-GigabitEthernet  1/0/[expr $i*2-1] 

      port access vlan  [expr $i] 

     interface  Ten-GigabitEthernet  1/0/[expr $i*2] 

      port access vlan [expr $i] 

} 

☐ Passed ☐ Failed 

 

1.2 MAC address table capacity 

Test Item Name: MAC address table capacity 

Work Hour: 30 min 

Test Topology: 

 

Test Process: 

1. On the tester, send broadcast packets through Port A. The source MAC addresses 

of the packets are 16K consecutive MAC addresses. 

2. On the tester, send unicast packets through Port B. The destination MAC 

addresses are the MAC addresses that the DUT has learned. Result 1 is expected. 

Expect Results: 

1. On the tester, Port B receives all the packets sent by Port B. If traffic loss 

occurs, the MAC address table capacity does not meet the 16K specification. 

Actual Result： 

1. Select the “Traffic Generator” under PORT A, and click “Add Raw Stream 

Block...” in the context menu of the interface 
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2. First configure the packet size in the General tab, set to 64Bytes 
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3. Right-click on the “Source MAC “field in the Frame tab and select “Insert MAC 

Modifier...” from the menu 

 

4. Construct 16K packets with different MAC addresses on the PORT A of the tester 

to fill the DUT's MAC address table 
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5. Click OK to return to the main interface of the software. At this time, you need 

to configure the traffic mode (Duration mode) to Bursts, send a total of 16,000 

packets, and set the packet rate to line rate [100%] 
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6. Before sending traffic, clear the MAC address on the DUT and verify that the 

number of MAC addresses on the DUT is 0 

 

7. Send packet.You can see that in the resulting view, PORT A sent 40,000 packets. 
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8. At this time, check the number of MAC addresses on the DUT. 

 

9. The traffic is sent from PORT B. The destination MAC address is the source 

MAC address configured on PORT A in the above step, to verify that the learned 

MAC address can work normally, because all the destination mac address belong 

to Port A , Port C can’t receive the traffic and result 1 is expected 
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☐ Passed ☐ Failed 
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1.3 Multicast Group Capacity  

Test Item Name: Multicast Group Capacity 

Work Hour: 20 min 

Test Topology: 

 

Test Process: 

1. Create VLAN 100, assign Port A/B of DUT to join VLAN 100. 

2. Enable igmp-snooping globally, enable igmp-snooping enable within VLAN 100. 

3. The DUT Port B is configured with igmp-snooping static-group 225.0.0.1 vlan 

100, and the IP address is increased by 0.0.0.1 to a total of 1000 multicast groups. 

4. DUT display igmp-snooping static-group, result 1 is expected. 

5. Send the destination IP 225.0.0.1 into port A of tester, change the multicast traffic 

of 1000 groups in total, check the packet of Port B of tester, result 2 is expected. 

Expect Results: 

1. DUT display igmp-snooping static-group has 1000 correct static groups. 

2. The Tester Port B can receive the traffic of 1000 multicast groups starting from 

225.0.0.1. 

Actual Result： 

1. Create VLAN 100, assign Port A/B of DUT to join VLAN 100 

 

2. Enable igmp-snooping globally, enable igmp-snooping enable within VLAN 100 

 

3. The DUT Port B is configured with igmp-snooping static-group 225.0.0.1 vlan 

100, and the IP address is increased by 0.0.0.1 to a total of 1000 multicast groups 
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4. DUT display igmp-snooping static-group, result 1 is expected 
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5. 5. Send the destination IP 225.0.0.1 into port A of tester, change the multicast 

traffic of 1000 groups in total, check the packet of Port B of tester, result 2 is 

expected 
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☐ Passed ☐ Failed 
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2 Layer 2 protocol 

2.1 STP 

Test Item Name: STP 

Work Hour: 30 min 

Test Topology: 

 

Test Process: 

1. On the DUTs, set the spanning tree mode to STP and execute the STP global 

mcheck command. 

2. Configure DUT 1 as the root bridge. 

3. View the STP status on the DUTs. On the tester, send broadcast traffic 

through Port A for 1 minute. Result 1 is expected. 

4. On the tester, construct Layer 2 unicast packets and the reversed packets 

(source and destination MAC addresses are swapped). Send all the packets 

continuously through Port A and Port B. Result 2 is expected. 

5. Remove the link between DUT 1 and DUT 2. Result 3 is expected. 

6. Reconnect DUT 1 to DUT 2. Result 3 is expected. 

Expect Results: 

1. DUTs can calculate spanning trees correctly. 

2. DUTs can recalculate spanning trees correctly in 30 seconds. 

Actual Result： 

1. Enable STP globally 

[DUT] stp global enable 

[DUT] stp mode stp 

DUT2

DUT3

P
or

t 1

Port 2

DUT1 P
ort 4

Tester

Port 2

P
or

t 1

P
or

t 5

P
ort 3

P
ort 3

A B
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2. Configure DUT1 as the root bridge  

[DUT1] stp root primary 

3. Check the STP status on DUT 

Display stp brief 

 
 

 
 

 
 

4. Send broadcast traffic on Port A 
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5. No broadcast storm occurs. 
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6. Send bi-direction unicast traffic 

 

 

7. Traffic is forwarding normally, and no traffic loss occurs 

 
 

8. Remove the link between DUT 1 and DUT 2 and traffic can recover within 

30s 

 
 

 

9. Reconnect DUT 1 to DUT 2 and traffic can recover within 30s 
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☐ Passed ☐ Failed 
 

2.2 RSTP 

Test Item Name: RSTP 

Work Hour: 40 min 

Test Topology: 

 

Test Process: 

1. On the DUTs, set the spanning tree mode to RSTP 

2. Configure DUT 1 as the root bridge. 

3. View the RSTP status on the DUTs. On the tester, send broadcast traffic 

through Port A for 1 minute. Result 1 is expected. 

4. On the tester, construct Layer 2 unicast packets and the reversed packets 

(source and destination MAC addresses are swapped). Send all the packets 

continuously through Port A and Port B. Result 2 is expected. 

5. Configure Port 4 of DUT 1 and Port 5 of DUT 2 as edge ports. 

DUT2
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6. Remove the link between DUT 1 and DUT 2. Result 3 is expected. 

7. Reconnect DUT 1 to DUT 2. Result 3 is expected. 

8. Modify the spanning tree parameters of the DUTs and verify whether the 

DUTs can recalculate spanning trees based on the modifications. Result 3 is 

expected. 

Expect Results: 

1. DUTs can calculate spanning trees correctly. 

2. DUTs can recalculate spanning trees correctly within 2s. 

Actual Results: 

1. Set STP mode to RSTP on DUT 

[DUT] stp global enable 

[DUT] stp mode rstp 

2. Configure DUT1 as root bridge  

[DUT1] stp root primary 

3. Check the STP status on DUT 

Display stp brief 

 

 

 

4. Send broadcast traffic and no broadcast storm occurs. 
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Display counter rate inbound interface 
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5. Send bi-direction unicast traffic and no traffic loss occurs. 
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6. Remove the link between DUT1 and DUT2 

 

7. Traffic is interrupted within 2 seconds, and the DUTs can recalculate 

spanning trees. 

 

135506/844594=0.158 s 

☐ Passed ☐ Failed 
 

2.3 MSTP 

Test Item Name: MSTP 

Work Hour: 50 min 

Test Topology: 
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Test Process: 

1. On the DUTs, create VLAN 2, configure the ports that interconnect the DUTs 

as trunk ports, and configure the ports to permit packets of all VLANs. 

2. On the DUTs, configure an MSTP region, and map VLAN 1 and VLAN 2 to 

MSTI 1 and MSTI 2, respectively. 

3. Configure Port 4 of DUT 1 and Port 5 of DUT 2 as edge ports. 

4. Configure DUT 1 as the root bridge of MSTI 0 and MSTI 1, and configure 

DUT 3 as the root bridge of MSTI 2. 

5. On the tester, send broadcast traffic of VLAN 1 continuously through Port A, 

and send broadcast traffic of VLAN 2 continuously through Port B. Result 1 

is expected. 

6. Remove the link between DUT 1 and DUT 2. Result 2 is expected. 

7. Reconnect DUT 1 to DUT 2. Result 2 is expected. 

8. Remove the link between DUT 1 and DUT 3. Result 3 is expected. 

9. Reconnect DUT 1 to DUT 3. Result 3 is expected. 

Expect Results: 

1. Port A and Port B of the tester send and receive traffic correctly. 

2. On Port B, incoming traffic is interrupted for fewer than 2 seconds. No traffic 

interruption occurs on Port A. 

3. On Port A, incoming traffic is interrupted for fewer than 2 seconds. No traffic 

interruption occurs on Port B. 
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Actual Result: 

1. On the DUTs, create VLAN 2, configure the ports that interconnect the DUTs 

as trunk ports, and configure the ports to permit packets of all VLANs. 

# 

vlan 2 

# 

interface Ten-GigabitEthernet1/0/xx 

 port link-mode bridge 

 port link-type trunk 

 port trunk permit vlan all 

# 

2. On the DUTs, configure an MSTP region, and map VLAN 1 and VLAN 2 to 

MSTI 1 and MSTI 2, respectively. 

[DUT] stp region-configuration 

[DUT-mst-region] instance 1 vlan 1  

[DUT-mst-region] instance 2 vlan 2 

[DUT-mst-region] region-name H3C 

[DUT-mst-region] active region-configuration 

3. Configure Port 4 of DUT 1 and Port 5 of DUT 2 as edge ports. 

# 

interface Ten-GigabitEthernet1/0/27 

 port link-mode bridge 

 port link-type trunk 

 port trunk permit vlan all 

 stp edged-port 

# 

4. Configure DUT 1 as the root bridge of MSTI 0 and MSTI 1, and configure 

DUT 3 as the root bridge of MSTI 2. 

[DUT1]stp instance 0 root primary 

[DUT1]stp instance 1 root primary 

[DUT3]stp instance 2 root primary 
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5. Send broadcast traffic of VLAN 1 continuously through Port A, and send 

broadcast traffic of VLAN 2 continuously through Port B 
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6. Port A and Port B of the tester send and receive traffic correctly. 

 

7. Remove and reconnect the link between DUT1 and DUT2 

8. On Port B, incoming traffic is interrupted within 2 seconds. No traffic 

interruption occurs on Port A. 

 

6151/844594=0.00728 s 

9. Remove and reconnect the link between DUT1 and DUT3 

10. On Port A, incoming traffic is interrupted within 2 seconds. No traffic 

interruption occurs on Port B. 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 42 of 244 

 

 

 

8940/844595=0.01058 s 

 

☐ Passed ☐ Failed 
 

2.4 VLAN specification 

Test Item Name: VLAN Specification 

Work Hour: 30 min 

Test Topology: 

 

Test Process: 

1. Create 4094 VLANs on DUT 

2. Configure Port 1 and Port 2 as trunk Ports and configure them to permit all 

VLANs 

3. The Tester Port A sends 4094 L2 broadcast packets in burst mode. The VLAN 

tag of the sent message range from 1 to 4094. The packet is received and 

captured on Port B. The expected result is 1. 

Expect Results: 
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1. Tester Port B can receive 4,094 L2 broadcast messages from Port A  

Actual Result： 

1. Create 4094 VLANs on DUT 

 
 

2. Configure ports as trunk mode and permit all VLANs to pass 

# 

interface GigabitEthernet1/0/1 

 port link-mode bridge 

 port link-type trunk 

 port trunk permit vlan all 

# 

interface GigabitEthernet1/0/2 

 port link-mode bridge 

 port link-type trunk 

 port trunk permit vlan all 

# 

4. Create raw stream on TC1: 
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5. Add vlan tags to the traffic 

 

6. Change the vlan modifier: 
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7. Change the duration mode to burst: 

 

8. Change the burst size to 4094 
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9. Start the traffic 

 

10. Check the result, there are 4094 packets sent and received 
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11. Capture the packets on TC2 

 

12. Send the traffic again and stop the capture  
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13. Check the results 
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14. The packets have 4094 different vlan tags 

 
 

☐ Passed ☐ Failed 
 

 

2.5 Isolate group 

Test Item Name:  Isolate group 

Work Hour：20 min 

Test Purpose: 

Test Topology: 
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Test Process: 

1. Assign Port1 through Port 4 to VLAN 2. Create isolation group 1, and assign 

Port 1 through Port3 to isolation group 1. Do not assign Port4 to the isolation 

group.   

2. Send broadcast packets out of Port A of Tester. Result 1 is expected. 

3. Send broadcast packets out of Port B of Tester. Result 1 is expected. 

4. Send broadcast packets out of Port C of Tester. Result 1 is expected. 

5. Send broadcast packets out of Port D of Tester. Result 2 is expected. 

Expect Results: 

1. Only Port D of Tester receives packets. 

2. Ports A, B, and C of Tester receive packets. 

Actual Result： 

1. Assign Port1 through Port 4 to VLAN 2. Create isolation group 1, and assign Port 

1 through Port3 to isolation group 1. Do not assign Port4 to the isolation group.   

 

2. Send broadcast packets out of Port A of Tester. Result 1 is expected. 

 

Add raw stream. 
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Delete the IPv4 header. 

 

Change the destination MAC to send the broadcast traffic. 
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Strat to send the traffic. 
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3. Send broadcast packets out of Port B of Tester. Result 1 is expected. 

The process of creating a data stream is similar to Port A 
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4. Send broadcast packets out of Port C of Tester. Result 1 is expected. 

The process of creating a data stream is similar to Port A. 

 

5. Send broadcast packets out of Port D of Tester. Result 2 is expected. 

The process of creating a data stream is similar to Port A. 

 

☐ Passed ☐ Failed 

 

2.6 SPAN 

Test Item Name: SPAN 
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Work Hour: 30 min 

Test Topology: 

 

Test Process: 

1. Configure the following static MAC address entries (0-0-1111) on DUT1. 

2. Send packets with destination MAC address 0-0-1111 out of Port B of Tester. 

Result 1 is expected. 

3. Configure Port 3 to monitor bidirectional packets of Port 1 on DUT1. 

4. Send packets with destination MAC address 0-0-1111 out of Port B of Tester. 

Result 2 is expected. 

Expect Results: 

1. Packets sent out Port B of Tester can’t be received on Port C of Tester. 

2. Packets sent out Port B of Tester can be received on Port C of Tester. 

Actual Result： 

1. Configure static mac-address on Port 1 and configure Port 1/2 to vlan 100 

# 

interface GigabitEthernet1/0/1 

 port link-mode bridge 

 port access vlan 100 

 mac-address static 0000-0000-1111 vlan 100 

# 

interface GigabitEthernet1/0/2 

 port link-mode bridge 

 port access vlan 100 

# 

2. Create raw stream  
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3. Add vlan tag for the stream  

 
 

4. Change the destination mac and click on OK 
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5. Start the traffic and check the result  
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All the traffic is received on Port A and isn’t received on Port C 
 

6. Configure Port 3 to monitor bidirectional packets of Port 1 on DUT1. 

# 

interface GigabitEthernet1/0/1 

 port link-mode bridge 

 port access vlan 100 

 mac-address static 0000-0000-1111 vlan 100 

 mirroring-group 1 mirroring-port both 

# 

interface GigabitEthernet1/0/3 

 port link-mode bridge 

 mirroring-group 1 monitor-port 

# 

7. Start the traffic and check the result  

 

The traffic is received on Port A and Port C 
 

 

☐ Passed ☐ Failed 
 

2.7 RSPAN 

Test Item Name: RSPAN 

Work Hour：30 min 
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Test Topology: 

 

Test Process: 

1. Configure a remote source group to mirror the inbound packets of the specified 

source Port and configure a remote probe VLAN for the remote source group on 

DUT1.  

2. Configure DUT2. 

3. Configure the following static MAC address entries (0-0-1111/0-0-2222) on 

DUT1. 

4. Send packets with destination MAC address 0-0-2222 out of Port A of Tester.  

5. Send packets with destination MAC address 0-0-1111 out of Port B of Tester.  

6. Result 1 is expected. 

7. Configure mirroring group 1 to monitor bidirectional packets of Port 1. Send 

packets with destination MAC address 0-0-2222 out of Port A of Tester. Send 

packets with destination MAC address 0-0-1111 out of Port B of Tester. Result 

2 is expected. 

8. Configure mirroring group 1 to monitor outbound packets of Port 1. Send 

packets with destination MAC address 0-0-2222 out of Port A of Tester. Send 

packets with destination MAC address 0-0-1111 out of Port B of Tester. Result 

3 is expected. 

Expect Results: 

1. Packets sent out Port A of Tester are received on Port C of Tester. 

2. Packets sent out Port A and Port B of Tester are received on Port C of Tester.  
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3. Packets sent out Port B of Tester are received on Port C of Tester.  

Actual Result： 

1. Configure a remote source group to mirror the inbound packets of the specified 

source Port and configure a remote probe VLAN for the remote source group on 

DUT1.  

 

 

 

2. Configure DUT2. 

 

 

 

 

3. Configure the following static MAC address entries (0-0-1111/0-0-2222) on 

DUT1. 

Send packets with destination MAC address 0-0-2222 out of Port A of Tester.  

Send packets with destination MAC address 0-0-1111 out of Port B of Tester.  

Result 1 is expected. 

 

 

Create the traffic on Port A. 

Add raw stream. 
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Delete the IPv4 header. 

 

Change the destination MAC. 
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Send packets with destination MAC address 0-0-2222 out of Port A of Tester.  

 

Packets sent out Port A of Tester are received on Port C of Tester. 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 64 of 244 

 

 

 

Create the traffic on Port B. 

Add raw stream. 

 

Delete the IPv4 header. 
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Change the destination MAC. 

 

Send packets with destination MAC address 0-0-1111 out of Port B of Tester.  
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Port C cannot receive the packets. 
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4. Configure mirroring group 1 to monitor bidirectional packets of Port 1. Send 

packets with destination MAC address 0-0-2222 out of Port A of Tester. Send 

packets with destination MAC address 0-0-1111 out of Port B of Tester. Result 

2 is expected. 

 

Send packets with destination MAC address 0-0-2222 out of Port A of Tester. 

Packets sent out Port A of Tester are received on Port C of Tester. 
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Send packets with destination MAC address 0-0-1111 out of Port B of Tester. 

Packets sent out Port B of Tester are received on Port C of Tester. 
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5. Configure mirroring group 1 to monitor outbound packets of Port 1. Send 

packets with destination MAC address 0-0-2222 out of Port A of Tester. Send 

packets with destination MAC address 0-0-1111 out of Port B of Tester. Result 

3 is expected. 

 

Send packets with destination MAC address 0-0-2222 out of Port A of Tester. Port C 

cannot receive the packets. 
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Send packets with destination MAC address 0-0-1111 out of Port B of Tester. 

Packets sent out Port B of Tester are received on Port C of Tester. 
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☐ Passed ☐ Failed 
 

 

2.8 LLDP 

Test Item Name: LLDP 

Work Hour: 20 min 

Test Topology: 

 

Test Process: 

1. Enable LLDP globally on DUT 1 and DUT 2. 

2. Display the global local LLDP information on DUT 1. Result 1 is expected. 

3. Display the local LLDP information about Port 1 on DUT 1. Result 2 is 

expected. 

DUT1 DUT2

Port 1 Port 2
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4. Display the LLDP information that Port 1 of DUT 1 has received from Port 2 

of DUT 2. Result 3 is expected. 

Expect Results: 

1. The system displays the global local LLDP information on DUT 1, including 

the MAC address, device name, description, supported and enabled features 

of the system, hardware version, and firmware version. 

2. The system displays the local LLDP information about Port 1 on DUT 1, 

including the port ID, management address, and port auto-negotiation 

configuration. 

3. The system displays the LLDP information about Port 2 on DUT 2, including 

the port ID, management address, and port auto-negotiation configuration. 

Actual Result： 

1. Enable LLDP globally 

lldp global enable 

 

2. Display the LLDP neighbor information  

 
 

3. Display the  LLDP local information  
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4. Display the LLDP neighbor information on interface  

 
 

☐ Passed ☐ Failed 
 

2.9 LACP (Link backup) 

Test Item Name: LACP (Link backup) 

Work Hour: 30 min 

Test Topology: 

 

Test Process: 

1. On DUT 1 and DUT 2, create Layer 2 dynamic aggregate interface Bridge-

Aggregation 1 and assign Layer 2 interfaces Port 1/2/3/4 to aggregation group 1. 

2. On the tester, send a broadcast traffic flow out of Port A. Result 1 is expected. 

3. Shut down a Selected port on a DUT. 

4. On the tester, view traffic statistics about Port B. Result 2 is expected. 

5. Bring up the down port. 

6. On the tester, view traffic statistics about Port B. Result 2 is expected. 

Expect Results: 
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1. Port B receives the broadcast traffic sent by Port A. 

2. Transient traffic loss occurs, and then Port B receives the broadcast traffic sent 

by Port A. 

Actual Result： 

1. Create aggregation group 1 with dynamic mode and add 4 ports 

# 

interface Bridge-Aggregation1 

 link-aggregation mode dynamic 

# 

# 

interface Ten-GigabitEthernet1/0/49 

 port link-mode bridge 

 port link-aggregation group 1 

# 

interface Ten-GigabitEthernet1/0/50 

 port link-mode bridge 

 port link-aggregation group 1 

# 

interface Ten-GigabitEthernet1/0/51 

 port link-mode bridge 

 port link-aggregation group 1 

# 

interface Ten-GigabitEthernet1/0/52 

 port link-mode bridge 

 port link-aggregation group 1 

# 

2. Send traffic on Port A 
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3. Shutdown 1 member port and check the traffic loss 
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4. Bring up the port and see the traffic can recover  

 

☐ Passed ☐ Failed 
 

2.10 LACP (Load sharing) 

Test Item Name: LACP (Load sharing) 

Work Hour: 30 min 

Test Topology: 
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Test Process: 

1. Clear interface packet statistics on DUT 1. 

2. On the tester, send Layer 2 broadcast packets sourced from 200 consecutive 

MAC addresses out of Port A. Result 1 is expected. 

3. On DUT 1 and DUT 2, create VLAN-interface 1 and assign the VLAN 

interfaces IP addresses that belong to the same subnet. 

4. On DUT 1, create VLAN 2 and assign Port 5 to VLAN 2. Create VLAN-

interface 2 and assign it an IP address. 

5. On the tester, send Layer 3 packets out of Port A. The packets are destined for 

VLAN-interface 1 on DUT 2 and sourced from 200 consecutive IP addresses in 

the same subnet as the IP address of VLAN-interface 2 on DUT 1. Result 1 is 

expected. 

Expect Results: 

1. On DUT 1, the traffic is distributed to Port 1/2/3/4 almost evenly. 

Actual Result： 

1. Create aggregation group 1 with dynamic mode and add 4 ports 

# 

interface Bridge-Aggregation1 

 link-aggregation mode dynamic 

# 

# 

interface Ten-GigabitEthernet1/0/49 
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 port link-mode bridge 

 port link-aggregation group 1 

# 

interface Ten-GigabitEthernet1/0/50 

 port link-mode bridge 

 port link-aggregation group 1 

# 

interface Ten-GigabitEthernet1/0/51 

 port link-mode bridge 

 port link-aggregation group 1 

# 

interface Ten-GigabitEthernet1/0/52 

 port link-mode bridge 

 port link-aggregation group 1 

# 

2. Send traffic with changing source mac 

 
 

3. On DUT 1, the traffic is distributed to Port 1/2/3/4 almost evenly. 
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4. Configure VLAN-int on DUT 

DUT1 

# 

interface Vlan-interface1 

 ip address 10.1.1.1 255.255.255.0 

# 

DUT2 

# 

interface Vlan-interface1 

 ip address 10.1.1.2 255.255.255.0 

# 

5. Configure VLAN-int 2 on DUT1 

# 

interface Vlan-interface2 

 ip address 20.1.1.1 255.255.255.0 

# 

 

6. On the tester, send Layer 3 packets out of Port A. The packets are destined for 

VLAN-interface 1 on DUT 2 and sourced from 200 consecutive IP addresses in 
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the same subnet as the IP address of VLAN-interface 2 on DUT 1. Result 1 is 

expected. 

 

 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 81 of 244 
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☐ Passed ☐ Failed 

 

2.11 Dynamic MAC limit 

Test Item Name: Dynamic MAC limit 

Work Hour：30 min 

Test Topology: 

 

Test Process: 

1. On the DUT, set the MAC learning limit to 100 on Port 1. 

2. On the tester, send untagged broadcast packets through Port A. The source 

MAC addresses of the packets are 1000 consecutive MAC addresses starting at 

0-0-1111. Result 1 is expected. 

3. On the DUT, set the MAC learning limit to 150 on Port 3. 

4. On the tester, send untagged broadcast packets through Port C. The source 

MAC addresses of the packets are 1000 consecutive MAC addresses starting at 

0-0-1111. Result 2 is expected. 

Expect Results: 

1. The DUT has learned 100 MAC addresses on Port 1. 

2. The DUT has learned 150 MAC addresses on Port 3. 

Actual Result： 

1. On the DUT, set the MAC learning limit to 100 on Port 1. 
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2. On the tester, send untagged broadcast packets through Port A. The source 

MAC addresses of the packets are 1000 consecutive MAC addresses starting at 

0-0-1111. Result 1 is expected. 

Add raw traffic. 

 

Delete the IPv4 header. 
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Change the source MAC modifier. 
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Send the traffic. 
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3. On the DUT, set the MAC learning limit to 150 on Port 3. 

 

4. On the tester, send untagged broadcast packets through Port C. The source 

MAC addresses of the packets are 1000 consecutive MAC addresses starting at 

0-0-1111. Result 2 is expected. 

Add raw stream. 
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Delete the IPv4 header. 

 

Change the source MAC modifier. 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 89 of 244 
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Send the traffic. 
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☐ Passed ☐ Failed 

 

2.12 Jumbo frame 

Test Item Name: Jumbo Frame 

Work Hour: 10 min 

Test Topology: 

 

Test Process: 

1. Enable jumbo frame forwarding on Port A, Port B, and Port C of Tester.  

2. Port A of Tester sends broadcast packets with the length as 9000(9216) bytes 

continuously. Result 1 is expected. 

3. Disable jumbo frame forwarding on Port 1 of DUT1. Result 2 is expected. 

4. Enable jumbo frame forwarding on Port 1 of DUT1. Result 1 is expected. 

Expect Results: 

1. Packets sent out Port A of Tester are received on Port B and Port C of Tester.  

2. Packets sent out Port A of Tester are not received on Port B and Port C of 

Tester. 

Actual Result： 

1. Enable jumbo frame forwarding on Port A, Port B, and Port C of Tester 

 

2. Port A of Tester sends broadcast packets with the length as 9000(9216) bytes 

continuously. Result 1 is expected 
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3. Disable jumbo frame forwarding on Port 1 of DUT1. Result 2 is expected 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 95 of 244 

 

 

 
 

 

4. Enable jumbo frame forwarding on Port 1 of DUT1. Result 1 is expected 

 

 

☐ Passed ☐ Failed 
 

2.13 Ethernet auto negotiation 

Test Item Name: Ethernet Auto negotiation 

Work Hour: 15 min 

Test Topology: 

 

Test Process: 
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1. Connect DUT1 with DUT2 on 10GE port, using SFP transceivers. Create 

VLAN-int on both devices and configure IP addresses. Perform ping between 

two VLAN-int. Result 1 is expected. 

2. Check the status of interface on DUT. Result 2 is expected. 

Expect Results: 

1. DUT 1/2 can successfully ping each other. 

2. The status of interface is 10GE speed 

Actual Result： 

Configuration on DUT1: 

1. Add Port1 to VLAN 10 and assign IP address to VLAN interface 10. 

 

 

Configuration on DUT2: 

2. Add Port2 to VLAN 10 and assign IP address to VLAN interface 10. 

 

 

3. Perform ping between two VLAN-int. Result 1 is expected. 
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4. Check the status of interface on DUT. Result 2 is expected. 

 

 

 

☐ Passed ☐ Failed 
 

2.14 QinQ 

Test Item Name: QinQ 

Work Hour: 30 min 

Test Topology: 

 

Test Process: 
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1. On the DUT, create VLAN 2, and assign Port 1 to VLAN 2 as an access port. 

Configure Port 2 as a hybrid port, and assign Port 2 to VLAN 2 as a tagged 

member. 

2. Enable QinQ on Port 1 of the DUT. 

3. Send a broadcast packet tagged with VLAN 100 from Port A of the tester to the 

DUT. Result 1 is expected. 

4. Configure Port 1 of the DUT as a trunk port, and assign it to VLAN 2 and other 

VLANs. The PVID of Port 1 is 2. Configure Port 2 of the DUT as a hybrid port, 

and assign it to VLAN 2 as a tagged member.  

5. Enable QinQ on Port 1 of the DUT. 

6. Send a broadcast packet tagged with VLAN 100 from Port A of the tester to the 

DUT. Result 1 is expected. 

Expect Results: 

1. Port B of the tester receives a double-tagged packet from Port 2 of the DUT. 

The SVLAN and CVLAN of packet is 2 and 100, respectively. The TPID value 

is 8100 in both the SVLAN tag and the CVLAN tag.  

Actual Result： 

1. On the DUT, create VLAN 2, and assign Port 1 to VLAN 2 as an access port. 

Configure Port 2 as a hybrid port, and assign Port 2 to VLAN 2 as a tagged 

member. 

[5560x-ei-1-Ten-GigabitEthernet1/0/25]port access vlan 2 

[5560x-ei-1-Ten-GigabitEthernet1/0/26]port link-type hybrid 

[5560x-ei-1-Ten-GigabitEthernet1/0/26]port hybrid vlan 2 tagged 

2. Enable QinQ on Port 1 of the DUT. 

[5560x-ei-1-Ten-GigabitEthernet1/0/25]qinq enable 

3. Send a broadcast packet tagged with VLAN 100 from Port A of the tester to the 

DUT. Result 1 is expected. 
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4. Port B of the tester receives a double-tagged packet from Port 2 of the DUT. 

The SVLAN and CVLAN of packet is 2 and 100, respectively. The TPID value 

is 8100 in both the SVLAN tag and the CVLAN tag. 
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Click Start, Stop, View successively to capture packets  on Port B of Tester. 

 

 
 

5. Configure Port 1 of the DUT as a trunk port, and assign it to VLAN 2 and other 

VLANs. The PVID of Port 1 is 2. Configure Port 2 of the DUT as a hybrid port, 

and assign it to VLAN 2 as a tagged member.  

 

# 
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interface Ten-GigabitEthernet1/0/26 

 port link-mode bridge 

 port link-type hybrid 

 port hybrid vlan 2 tagged 

 port hybrid vlan 1 untagged 

# 

interface Ten-GigabitEthernet1/0/25 

 port link-mode bridge 

 port link-type trunk 

 port trunk permit vlan all 

 port trunk pvid vlan 2 

 qinq enable 

# 

6. Enable QinQ on Port 1 of the DUT. 

qinq enable 

7. Capture on Port B of tester 
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☐ Passed ☐ Failed 

 

3 Layer 3 protocol 

3.1 DHCP 

Test Item Name: DHCP 

Work Hour：30 min 

Test Topology: 

 

Test Process: 

1. Configure the DHCP server and relay on DUT 

2. Configure the DHCP relay agent to support Option 82. 

3. Configure the strategy for handling DHCP requests containing Option 82. 

4. Configure the padding mode for the Circuit ID sub-option and the Remote ID 

sub-option of Option 82. 

5. Configure Port 4 to request an IP address from the DHCP server. Result 1 is 

expected. 

6. Use the Wireshark to capture packets on the server. Configure DUT 2 to 

request an IP address from the DHCP server again. Result 2 is expected. 

Expect Results: 

1. Port 4 can get IP address from DHCP server. 

2. The captured DHCP discover packet contains the Circuit ID sub-option and 

the Remote ID sub-option of Option 82  

Actual Result： 

Configuration on DHCP Server： 

1. Add Port4 to VLAN and assign IP address to VLAN interface. 
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2. Enable DHCP 

 

3. Exclude the IP addresses of the gateway from dynamic assignment. 

 

4. Configure parameters in DHCP address pool 0, including the subnet for 

address assignment and gateway address. 

 

5. Apply DHCP address pool 1 to VLAN-interface 20 on the DUT.  

 

Configuration on DHCP Relay： 

6. Enable DHCP on DUT. 

 

7. Create a VLAN interface that is connected to the DHCP server. 

 

8. Create VLAN 100 and enable the DHCP relay agent on VLAN-interface 100 

 

9. Specify the DHCP server address on VLAN-interface 100. 

 

10. Configure the DHCP relay agent to support Option 82. 
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11. Configure the strategy for handling DHCP requests containing Option 82. 

 

12. Configure the padding mode and padding format of Option 82. 

 

13. Configure the DHCP client to request an IP address from the DHCP server. 

Result 1 is expected. 

Select computer network card 
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Set the network card to obtain IP address automatically 
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The client can get IP address from DHCP server. 

 

14. Use the Wireshark to capture packets on the server. Configure client to 

request an IP address from the DHCP server again. Result 2 is expected. 

 

Select the corresponding network card on Wireshark. 
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The captured DHCP discover packet contains the Circuit ID sub-option and the 

Remote ID sub-option of Option 82. 

 

☐ Passed ☐ Failed 
 

3.2 OSPF 

Test Item Name: OSPF 
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Work Hour：20 min 

Test Topology: 

 
 

Test Process: 

1. Configure IP addresses for Port1 and Port2 

2. Configure IP addresses for Loopback interfaces on DUT1 and DUT2 

3. Configure OSPF on DUT1 and DUT2 with expect Result 1 

4. Check the routing-table on DUT1 and DUT2 with expect Result 2 

5. Perform ping between the two loopback interfaces. 

Expect Results: 

1. DUT1 and DUT2 can build OSPF neighbors  

2. The loopback routing can be seen in the routing-table, and its type is OSPF 

3. DUT1 and DUT2 can successfully ping each other. 

Actual Result： 

1. Configure IP addresses for Port1 and Port2 

DUT1： 

int Ten-GigabitEthernet 1/0/25-----port 1 

ip address 10.2.1.1 24 

DUT2： 

int Ten-GigabitEthernet 1/0/2-----port 2 

ip address 10.2.1.2 24 

 

2. Configure IP addresses for Loopback interfaces on DUT1 and DUT2 

DUT1： 

int loopback 0 

ip address 1.1.1.1 32 

DUT2： 

int loopback 0 

ip address 2.2.2.2 32 
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3. Configure OSPF on DUT1 and DUT2  

 

4. Check the routing-table on DUT1 and DUT2. 

 
 

ping each other 

 

 

 

5. Perform ping between the two loopback interfaces. 

 

 

☐ Passed ☐ Failed 

 

3.3 OSPFv3 authentication 

Test Item Name: OSPFv3 authentication 
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Work Hour：20 min 

Test Topology: 

 
 

Test Process: 

1. Enable OSPFv3 routing protocols on devices DUT1, DUT2, and DUT3 

respectively; OSPFv3 configuration on device DUT1 is as follows, and OSPFv3 

configuration on devices DUT2 and DUT3 is similar： 

2. Configure the encryption rule set, configure the authentication algorithm as 

HMAC-SHA-256, and configure the verification password and effective time 

3. Enable keychain authentication on the Layer 3 interface 

4. Check the status of ospfv3 neighbors on display DUT1 / DUT2 / DUT3 via 

display ospfv3 peer, the result 1 is expected. 

5. The device DUT1 pings the IPv6 address of the VLAN101 virtual interface of 

device DUT3, or the device DUT3 pings the IPv6 address of the VLAN100 

virtual interface of device DUT1, the result 2 is expected.  

 

Expect Results: 

1. OSPFv3 neighbor established correctly 

2. Able to ping. 

Actual Result： 

1. Configurations on DUTs, 

DUT1/2/3: 

 

# 

ospfv3 1     

 router-id 1.1.1.1/2.2.2.2/3.3.3.3 

# 

 

Enable OSPFv3 on each VLAN-interface respectively 

 

# 

interface Vlan-interface100 

 ospfv3 1 area 0.0.0.0 

# 

DUT3DUT2DUT1

Vlan-int100

2001:100::1/64

Vlan-int100

2001:100::2/64

Vlan-int101

2001:101::2/64

Vlan-int101

2001:101::3/64
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# 

keychain test mode absolute 

 key 1 

  key-string plain 123456 

  authentication-algorithm hmac-sha-256 

  send-lifetime utc 11:11:11 2021/01/01 to 11:11:11 2022/01/01 

  accept-lifetime utc 11:11:11 2021/01/01 to 11:11:11 2022/01/01 

# 

Note: The system time should be among 11:11:11 2021/01/01 to 11:11:11 

2022/01/01, then the keychain will take effect. 

2. Enable keychain authentication on the Layer 3 interface 

Enter the Layer 3 interface 

Ospfv3 authentication-mode keychain test 

3. Check the status of ospfv3 neighbors on display Dos1 / DUT2 / DUT3 via 

display ospfv3 peer, the result 1 is expected. 

Put command dis ospf peer on all devices to check the result. 

4. OSPFv3 neighbor established correctly 

 

5. Able to ping. 

 
 

☐ Passed ☐ Failed 

 

 

3.4 BFD for VRRP 

Test Item Name: BFD for VRRP 

Work Hour：45 min 
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Test Topology: 

 

Test Process: 

1. Use DUT 2 as the backup in the VRRP group and use DUT 1 as the master by 

configuring different priorities for them. 

2. Specify the source IP address of BFD echo packets. As a best practice, specify 

the IP address of the loopback interface as the source IP address. 

3. Create a track entry associated with the echo-mode BFD session. The remote IP 

address is the IP address of interface Port2 on DUT 2, and the local IP address is 

the IP address of interface Port1 on DUT 1. 

4. Display BFD session information on DUT 1. Result 1 is expected. 

5. Associate VRRP group 1 with a track entry. 

6. Display VRRP group state information on DUT 1. Result 2 is expected. 

7. Power down DUT 1. Result 3 is expected on DUT 1. 

Expect Results: 

1. An echo-mode BFD session is established and is in up state. 

2. The output shows DUT 2 as the backup in the VRRP group, the track entry 

associated with the VRRP group, and the Switchover mode. 

3. The log message about BFD session down is printed. DUT 2 changes from the 

backup to the master immediately, without waiting for three VRRP 

advertisement intervals. 
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19413/844594=0.02298 s=22.99 us 

Actual Result： 

1. Configuration on DUTs 

DUT1 

# 

vlan 10 

# 

interface Vlan-interface10 

 ip address 10.1.1.1 255.255.255.0 

 vrrp vrid 1 virtual-ip 10.1.1.10 

 vrrp vrid 1 priority 120 

 vrrp vrid 1 track 1 priority reduced 50 

 bfd min-echo-receive-interval 100 

 bfd detect-multiplier 3 

 bfd echo enable 

# 

 bfd echo-source-ip 10.10.10.10 

# 

track 2 bfd echo interface Vlan-interface10 remote ip 10.1.1.2 local ip 10.1.1.1 

# 

 

DUT2 

# 

 bfd echo-source-ip 20.20.20.20 

# 

track 1 bfd echo interface Vlan-interface10 remote ip 10.1.1.1 local ip 10.1.1.2 

# 

 

2. Display BFD session information on DUT 1.  
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3. Associate VRRP group 1 with a track entry. 

track 1 bfd echo int vlan 10 remote ip 10.1.1.1 local ip 10.1.1.2 

 

4. Display VRRP group state information on DUT 1. Result 2 is expected. 

 

5. Power down DUT 1. Result 3 is expected on DUT 1. 

 

4. An echo-mode BFD session is established and is in up state. 

 
 

5. The output shows DUT 2 as the backup in the VRRP group, the track entry 

associated with the VRRP group, and the Switchover mode. 
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6. The log message about BFD session down is printed. DUT 2 changes from the 

backup to the master immediately, without waiting for three VRRP 

advertisement intervals. 
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add devices on both two tester ports  

 

 
add layer 3 streams  
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19413/844594=0.02298 s=22.99 us 

7. Details for DUTs configurations 

DUT1 

 
DUT2 

 

☐ Passed ☐ Failed 

3.5 Broadcast Suppression 

Test Item Name: Broadcast Suppression 

Work Hour：10 min 

Test Topology: 

 

Test Process: 

1. Create Stream1: broadcast, 1G 

2. Send the Stream1 from the Port A, with expected Result 1 

3. Configure the broadcast suppression 1024pps on the Port 1 

4. Send the Stream1 from the Port A, with expected Result 2 

Expect Results: 

1. Tester Port B receive the 1G traffic 
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2. Tester Port B receive the 1024pps traffic, average error is less than 1%. 

 
 

Actual Result： 

1. Create Stream1: broadcast, 1G 
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2. Send the Stream1 from the Port A, with expected Result 1 

 

3. Configure the broadcast suppression 1024pps on the Port 1 

 

4. Send the Stream1 from the Port A. 

 
 

 

 

☐ Passed ☐ Failed 
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3.6 Multicast Suppression 

Test Item Name: Multicast Suppression 

Work Hour: 20 min 

Test Topology: 

 

Test Process: 

1. Create Stream1: multicast, 1G. 

2. Send the Stream1 from the Port A, with expected Result 1. 

3. Configure the multicast suppression 1024pps on the Port 1. 

4. Send the Stream1 from the Port A, with expected Result 2. 

Expect Results: 

1. Tester Port B receive the 1G traffic. 

2. Tester Port B receive the 1024pps traffic, average error is less than 1%. 

Actual Result： 

1. Enable igmp-snooping globally and on vlan 100 

 

 

 

2. Create VLAN 100, assign Port A/B of DUT to join VLAN 100 

 

3. The DUT Port B is configured with igmp-snooping static-group 225.0.0.1 vlan 

100 
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4. DUT display igmp-snooping static-group 

 

5. Send the destination IP 225.0.0.1 into port A of tester, load is 1G 
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6. Start traffic, result 1 is expected 

 
 

 

7. Configure the multicast suppression 1000pps on the Port 1, result 2 is expected. 
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☐ Passed ☐ Failed 

3.7 Unicast Suppression 

Test Item Name: unicast Suppression 

Work Hour: 20 min 

Test Topology: 

 

Test Process: 

1. Create Stream1: unicast, 1G. 

2. Send the Stream1 from the Port A, with expected Result 1. 

3. Configure the unicast suppression 1024pps on the Port 1. 

4. Send the Stream1 from the Port A, with expected Result 2. 

Expect Results: 

1. Tester Port B receive the 1G traffic. 

2. Tester Port B receive the 1024pps traffic, average error is less than 1%. 

Actual Result： 

1.  Create unicast stream, the load is 1G 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 127 of 244 
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2. Start traffic, result 1 is expected 

 
 

 

3. Configure the unicast suppression 1000pps on the Port 1, result 2 is expected 
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☐ Passed ☐ Failed 

 

3.8 IGMP V1/V2/V3 

Test Item Name: IGMP V1/V2/V3 

Work Hour:30 min 

Test Topology:  

 

Test Process: 

1. Create VLAN 2, assign Port 1 to the VLAN. Create VLAN 3, assign Port 2 to 

the VLAN. 

2. Configure IP address for layer 3 virtual interface of VLAN 2 and VLAN 3, Port 

A of Tester and layer 3 virtual interface in the same segment. 

3. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 1, enable 

PIM DM in all ports:  

4. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address 

is the port A address of Tester. Result 1 is expected. 

5. Send an IGMP message from Port B of Tester to simulate joining multicast 

group 225.0.0.1. Result 2 is expected. 

6. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 2, enable 

pim dm in all ports: 

7. Send multicast data of 225.0.0.1 from Port A of Tester to DUT. Result 1 is 

expected. 

8. Send an IGMP message from Port B of Tester to simulate joining multicast 

group 225.0.0.1. Result 2 is expected. 
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9. Send an IGMP message from Port B of Tester to simulate leaving multicast 

group 225.0.0.1. Result 1 is expected. 

10. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 3, enable 

PIM DM in all layer 3 ports:： 

11. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address 

is the port A address of Tester. Result 1 is expected. 

12. Send an IGMPv3 message from Port B of Tester to simulate joining multicast 

group IS_IN (A) of 225.0.0.1, A indicates the port A address of Tester. Result 3 

is expected. 

13. Tester port B leaves multicast group IS_IN（A）of 225.0.0.1. Result A is 

expected. 

14. Send an IGMPv3 message from Port B of Tester to simulate joining multicast 

group IS_IN (not A) of 225.0.0.1. Result 4 is expected. 

Expect Results: 

1. Tester Port B doesn’t receive multicast traffic； 

2. Multicast group 225.0.0.1 joined, Tester Port B receives multicast data. 

3. Multicast group 225.0.0.1 joined, Tester Port B receives multicast data. 

4. Multicast group 225.0.0.1 joined, Tester Port B doesn’t receive multicast data. 

Actual Result： 

1. Create VLAN 2, assign Port 1 to the VLAN. Create VLAN 3, assign Port 2 to the 

VLAN. 

 

 

2. Configure IP address for layer 3 virtual interface of VLAN 2 and VLAN 3, Port A 

of Tester and layer 3 virtual interface in the same segment. 

 

 

Create a device on each ports on the tester. 
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On Port 4/5: 

Add a new device. 

 

Set the ipv4 address and the gateway. 

 

On Port 4/6: 

Add a new device: 
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Set the IPv4 address and the gateway. 

 

Select devices configured on the port and use ARP to resolve the gateway Mac 

address; 

 

3. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 1, enable 

PIM DM in all ports:  

 

 

 

4. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address is 

the port A address of Tester. Result 1 is expected. 

Select to use the IGMP protocol 
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Select the multicast receiver Port 4/6, select it in the "Active" box, and the default 

version of IGMP is v1 

 

Add multicast group members. 
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Configure multicast traffic on the multicast sending port; 

Add bound stream block 

 

Select active port 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 137 of 244 
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Send the packets on Port A. 
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Port B doesn’t receive multicast traffic. 

5. Send an IGMP message from Port B of Tester to simulate joining multicast group 

225.0.0.1. Result 2 is expected. 

 

Start the device created on Port B to send the IGMP message to simulate joining 

multicast group 225.0.0.1 
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Multicast group 225.0.0.1 joined, Tester Port B receives multicast data. 

 

6. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 2, enable 

pim dm in all ports: 

 

Change the IGMP version. The default version is IGMP version 2. 

 

Stop the device on Port 4/6. Change the IGMP protocol, change the multicast 

version to IGMPv2. 

 

 

7. Send multicast data of 225.0.0.1 from Port A of Tester to DUT. Result 1 is 

expected. 

Configure multicast traffic on the multicast sending port; 
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Send the packets on Port A. 

 

Port B doesn’t receive multicast traffic. 
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8. Send an IGMP message from Port B of Tester to simulate joining multicast group 

225.0.0.1. Result 2 is expected. 

 

Start the device created on Port B to send the IGMP message to simulate joining 

multicast group 225.0.0.1 

 

Multicast group 225.0.0.1 joined, Tester Port B receives multicast data. 
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9. Send an IGMP message from Port B of Tester to simulate leaving multicast group 

225.0.0.1. Result 1 is expected. 

 

Stop the device on Port 4/6 to simulate leaving multicast group 225.0.0.1. 
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Multicast group 225.0.0.1 leaved, Tester Port B doesn’t receive multicast data. 
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10. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 3, enable 

PIM DM in all layer 3 ports: 

 

Change the IGMP version. The default version is IGMP version 3. 

 

Stop the device on Port 4/6. Change the IGMP protocol, change the multicast 

version to IGMPv3. 
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11. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address is 

the port A address of Tester. Result 1 is expected. 

Edit multicast group members. Change the sourec filter mode to INCLUDE. 

 

Use Port 4/5 to send multicast packets. 
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                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 150 of 244 

 

 

12. Send an IGMPv3 message from Port B of Tester to simulate joining multicast 

group IS_IN (A) of 225.0.0.1, A indicates the port A address of Tester. Result 3 

is expected. 

 

Start the device created on Port B to send the IGMP message to simulate joining 

multicast group IS_IN (A) of 225.0.0.1 

 

Multicast group 225.0.0.1 joined, Tester Port B receives multicast data. 
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13. Tester port B leaves multicast group IS_IN（A）of 225.0.0.1. Result A is 

expected. 

Stop the device on Port 4/6 to simulate leaving multicast group IS_IN（A）of 

225.0.0.1. 
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14. Send an IGMPv3 message from Port B of Tester to simulate joining multicast 

group IS_IN (not A) of 225.0.0.1. Result 4 is expected. 

 

Edit the multicast group memberships. 
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Delete the existing member, add a new member with the address which it not 

225.0.0.1. 

 

 

Use Port A send the multicast packets and start the device created on Port B to send 

the IGMP message to simulate joining multicast group IS_IN (not A). 
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Multicast group 225.0.0.1 joined, Tester Port B doesn’t receive multicast data. 

 

☐ Passed ☐ Failed 
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4 Network management 

4.1 Authentication to CLI 

Test Item Name: Authentication to CLI 

Work Hour: 25 min 

Test Topology: 

 

Test Process: 

1. Log in to the device through the console Port. 

2. Configure to enable Telnet and SSH server authentication 

3. Use Telnet/SSH to connect the device with Result 1 

4. Configure to enable the aux authentication 

5. Use console Port to access the device with Result 1 

6. Configure ACL to deny IP 192.168.207.3 and permit others 

7. Configure to enable restricting access by telnet based on ACL 

8. Configure the IP address 192.168.207.3 for PC 

9. Use PC to access the device by telnet with Result 2 

10. Configure the IP address 192.168.207.28 for PC 

11. Use PC to access the device by telnet with Result 1 

Expect Results: 

1. You can login the device by console/Telnet/SSH with the configured account 

successfully and DUT allows 8 concurrent sessions by Telnet/SSH 

2. Fail to connect to the device 

Actual Result： 

1. Log in to the device through the console Port. 
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2. Configure to enable Telnet and SSH server authentication 

 

 

 

 

3. Use Telnet/SSH to connect the device with Result 1 

Use Telnet 
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Use SSH: 
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4. Configure to enable the aux authentication 

 

5. Use console Port to access the device with Result 1 

 

6. Configure ACL to deny IP 192.168.207.3 and permit others 

 

7. Configure to enable restricting access by telnet based on ACL 

 

8. Configure the IP address 192.168.207.3 for PC 
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9. Use PC to access the device by telnet with Result 2 

 

10. Configure the IP address 192.168.207.28 for PC 
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11. Use PC to access the device by telnet with Result 1 

 

 

☐ Passed ☐ Failed 
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4.2 RADIUS authentication 

Test Item Name: RADIUS authentication 

Work Hour: 30 min 

Test Topology: 

 
 

Test Process: 

Configure the RADIUS server correctly, add two accounts for the telnet users and 

specify the passwords for the accounts. 

1. Telnet to the switch from Host A Enable the telnet server. 

2. Enable scheme authentication for VTY line 0 to 63. 

3. Enable the default user role feature. 

4. Create a RADIUS scheme named test. 

5. Specify the primary authentication and accounting servers. 

6. Set the shared keys to expert in plaintext form for secure RADIUS 

communication. 

7. Exclude domain names from the usernames sent to the RADIUS server. 

8. Create an ISP domain named test. 

9. Specify the ISP domain as the default ISP domain. 

10. Configure the ISP domain to use RADIUS scheme test as the default 

authentication, authorization, and accounting methods. 

11. Configure the RADIUS server correctly, add two accounts for the telnet users, 

and specify the passwords for the accounts. 

12. Telnet to the switch from Host A and Host B, and enter the correct usernames 

and passwords. Result 1 is expected. 

13. Telnet to the switch from Host A and Host B, and enter incorrect usernames and 

passwords. Result 2 is expected. 
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Expect Results: 

1. The users can telnet to the switch from Host A and Host B. 

2. The users cannot telnet to the switch from Host A or Host B. 

Actual Result： 

1. Configuration on DUT: 

# 

 telnet server enable 

# 

line vty 0 63 

 authentication-mode scheme 

 user-role network-admin 

 user-role network-operator 

# 

 role default-role enable 

# 

radius scheme test 

 primary authentication 192.168.207.57 

 primary accounting 192.168.207.57 

 key authentication simple expert 

 key accounting simple expert 

 user-name-format without-domain 

 nas-ip 192.168.206.108 

# 

primary authentication 192.168.207.57 

primary accounting 192.168.207.57 

key authentication simple expert 

key accounting simple expert 

# 

user-name-format without-domain 

# 

domain test 

 authentication login radius-scheme test 

 authorization login radius-scheme test 

 accounting login radius-scheme test 

# 
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2. Configuring the RADIUS server: 

(1) Add the router to the IMC platform as an access device: 

Log in to IMC, click the User tab, and select User Access Policy > Access Device 

Management > Access Device from the navigation tree. Then, click Add to 

configure an access device as follows: 

 

 
 

 
 

a. Set the shared key for secure RADIUS communication to expert. 

b. Set the ports for authentication and accounting to 1812 and 1813, respectively. 

c. Select STANDARD (Standard) from the Access Device Type list. 
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e. Select an access device from the device list or manually add an access device. In 

this example, the device IP address is 192.168.207.108. (equals to  nas-ip address 

192.168.206.108) 

 
 

 
 

f. Use the default values for other parameters and click OK. 

The IP address of the access device specified here must be the same as the source IP 

address of the RADIUS packets sent from the router. The source IP address is 

chosen in the following order on the router: 

IP address specified by using the nas-ip command. 

IP address specified by using the radius nas-ip command. 

IP address of the outbound interface (the default). 
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(2) Add an access policy: 

Click the User tab, and select User Access Policy > Access Policy from the 

navigation tree. Then, click Add to configure an access policy as follows: 

 
 

 
a. Enter Access Policy Name dot1x. 

b. Use the default values for other parameters and click OK. 
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(3) Add an access service: 

Click the User tab, and select User Access Policy > Access Service from the 

navigation tree. Then, click Add to configure an access service as follows: 

 
 

 
a. Enter Service Name dot1x. 

b. Use the default values for other parameters and click OK. 
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(4) Add an access user for device management: 

Select Access User View > All Access Users from the navigation tree. Then, click 

Add to configure a device management account as follows: 

 
 

 
a. Enter account name user and specify the password as 1111 form the Access 

Information. 

b. Specify 10 from the Max Concurrent Logins list. 

c. Select the dot1x in Access Service.· 

d. Click OK. 
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3. Telnet to the switch from PC 4, and enter the correct usernames and passwords. 

Result 1 is expected. 

 
4. Telnet to the switch from PC 4, and enter incorrect usernames and passwords. 

Result 2 is expected. 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 169 of 244 

 

 

 
 

☐ Passed ☐ Failed 

 

4.3 TACACS + 

Test Item Name: TACACS + 

Work Hour：30 min 

Test Topology: 

 

Test Process: 

1. Add the DUT to the server as an AAA client. (Details not shown) 

2. Add a Telnet user on the server. (Details not shown.) 

3. Create and configure HWTACACS scheme hwtac on the DUT.  

4. Create ISP domain hwtacacs and apply HWTACACS scheme hwtac to the ISP 

domain for authentication, authorization, and accounting of users. 

5. Specify ISP domain hwtacacs as the default ISP domain. 

6. Enable the Telnet server on the DUT and enable scheme authentication for 

Telnet users on VTY user lines 0 to 63. 

7. Enable the default user role feature. 

8. On the PC, use the correct username and password to log in to the DUT. Result 

1 is expected. 

9. On the PC, use the incorrect username or password to log in to the DUT. Result 

2 is expected. 
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10. On the PC, use a username and password that do not exist on the server to log in 

to the DUT. Result 2 is expected. 

Expect Results: 

1. The PC successfully logs in to the DUT. 

2. The PC cannot log in to the DUT. 

Actual Result： 

1. Enable Telnet server. 

 

2. Enable scheme authentication for Telnet users on VTY user interfaces 1 through 

15.  

 

3. Enable the default user role feature. 

 

4. Configure the HWTACACS scheme. 

 

5. Specify AAA schemes for the ISP domain. 

 

6. Specify the ISP domain example as the default domain. 

 

7. Configure the HWTACACS server: 

The HWTACACS server runs IMC PLAT. 

# Add a shell profile. 
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a. Log into IMC. 

b. Click the User tab. 

c. From the navigation tree, select Device User Policy > Authorization 

Command > Shell Profiles. 

d. Click Add. 

e. On the Add Shell Profile page, configure the shell profile name and the 

privilege level, and click OK. 
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# Add an authorization policy. 

a.  From the navigation tree, select Device User Policy > Authorization Policies. 

b. Click Add. 

c. On the Add Authorization Policy page, configure the policy name and add the 

configured shell profile to the Access Authorization Info area. 

d. Click OK. 
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# Add the DUT as an access device. 

a. From the navigation tree, select Device User Policy > Device Management. 

b. Click Add. 

c. On the Add Device page, configure the shared key as expert and set the 

authentication port to 49. In the Device Management area, click Select or Add 

Manually to add the DUT to IMC as an access device. 

d. Click OK. 
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# Add an access user. 

a. From the navigation tree, select Device User > All Device Users. 

b. Click Add. 

c. On the Add Device User page, add the user test and configure a password for 

the user. 

d. Select the configured authorization policy from the User Authorization Policy 

list. 

e. Click OK. 
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8. Host A uses the correct username and password to log into the DUT. Result 1 is 

expected. 
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9. Host A uses incorrect usernames and passwords to log into the DUT. Result 2 is 

expected. 

 

☐ Passed ☐ Failed 

 

4.4 802.1X authentication 

 

Test Item Name:802.1X authentication 

Work Hour: 60 min 

Test Topology: 
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Test Process: 

1. Enable 802.1X globally on the DUT. 

2. Enable 802.1X on the Port 1 (interface connected to the Client). 

3. Create and configure RADIUS scheme test. 

4. Create ISP domain test.com and apply RADIUS scheme test to the ISP domain 

for authentication, authorization, and accounting of LAN users. 

5. On the DUT, assign Port 2 (interface connected to the RADIUS server) to 

VLAN 2 and assign IP address 192.168.207.53 to VLAN-interface 2. 

6. On the RADIUS server at 192.168.207.53, add user user with password 1111, 

configure the authentication key as expert, and add IP address 13.1.1.3 of the 

DUT to the NAS IP list. 

7. Use username user@h3c.com and password 1111 to initiate authentication from 

PC A. 

8. Display user connection information. Result 1 is expected. 

9. Ping the gateway address of PC A to verify the network accessibility of PC A. 

For example, the gateway of PC A is the VLAN interface of the VLAN to 

which Port 1 belongs. Ping the IP address of that VLAN interface. Result 2 is 

expected. 

10. On the 802.1X client of PC A, disconnect the network. 

11. Verify the network accessibility of PC A. Result 3 is expected 

Expect Results: 

1. The output shows that the user has passed 802.1X authentication, and it also 

shows the MAC address of PC A. 

2. PC A can access the network. 

3. PC A cannot access the network. 

Actual Result： 

1. Configuration on DUT 

[DUT]dot1x 

[DUT-GigabitEthernet1/0/1]dot1x 

[DUT]radius scheme test 

[DUT-radius-test]primary authentication 192.168.207.53 //the ip for 802.1X 

authentication server  

[DUT-radius-test]primary accounting 192.168.207.53     
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[DUT-radius-test]key authentication simple expert        

[DUT-radius-test]key accounting simple expert          

[DUT-radius-test]user-name-format without-domain   

[DUT] domain test.com 

[DUT-isp-test.com] authentication lan-access radius-scheme test 

[DUT-isp-test.com] accounting lan-access radius-scheme test 

[DUT-isp-test.com] authorization lan-access radius-scheme test 

 

2. Configuration on iMC 
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Configuring Access Policy 
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3. Use username user@h3c.com and password 1111 to initiate authentication from 

PC A. 

 

4. Display user connection information.  

 
5. Ping the gateway address of PC A to verify the network accessibility of PC A. 

For example, the gateway of PC A is the VLAN interface of the VLAN to 
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which Port 1 belongs. Ping the IP address of that VLAN interface. 

 

6. On the 802.1X client of PC A, disconnect the network. 

 
 

7. Verify the network accessibility of PC A. Result 3 is expected. 

 

 
 

 

 

☐ Passed ☐ Failed 
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4.5 Syslog Server 

Test Item Name: syslog server 

Work Hour：20 min 

Test Topology: 

 
 

Test Process: 

1. Configure the NMS VRF interface on DUT, and specify the source interface of 

syslog as VRF interface  

2. Configure syslog server on DUT 

3. Shutdown other Port on DUT and check whether the server can receive the log 

 

Expect Results: 

1. Interface up/down log is shown on the server 

Actual Result： 

1. Open the 3CD on computer and choose syslog Server  

 
 

2. Configure syslog server on DUT 

<Device>system-view 
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[Device]info-center enable 

[Device]info-center loghost 192.168.207.46-------this is the computer’s ip (this 

computer serves as syslog server) 

3. Shutdown other Port on DUT and check whether the server can receive the log 

 
 

 

☐ Passed ☐ Failed 

 

4.6 FTP backup 

Test Item Name: FTP backup of software and configuration file 

Work Hour：20 min 

Test Topology: 

 
 

Test Process: 

1. Save the current configuration file named test.cfg.  

2. Start the FTP service software on the PC, create a user, set the user name to "user" 

and the password to "test", and make sure that there are switch application files 
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in the directory where the service is set 

3. Enter the command in the user view for FTP connection, and enter the correct 

user name and password to log in, you can get the result 1. 

4. Ensure that there is a configuration file in Flash, execute the put command to 

upload the configuration file to the PC, and the expected result is 2. 

5. Use the "display boot-loader" command to view the currently used software. 

6. According to the startup software queried in the previous step (there may be 

multiple bin files), use the put command multiple times to upload the software 

file, and the expected result is 2. (Note to use binary transmission method to 

download) 

7. Enter the quit command or the bye command to log out, Expected result 3. 

 

Expect Results: 

1. Login successful. 

2. File upload completed. 

3. Log out and disconnect. 

Actual Result： 

1. Save the test.cfg.  

 

2. Start the FTP service software on the PC. 
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Open the FTP server softer ware on computer, create a user, set the user name to "user" 

and the password to "test" 

 

 
 

3. Enter the command in the user view for FTP connection, and enter the correct 

user name and password to log in. 

 

4. Execute the put command to upload the configuration file to the PC. 
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5. Use the "display boot-loader" command to view the currently used software. 

 

6. Use the put command multiple times to upload the software file. 

 
 

7. Enter the quit command or the bye command to log out. 

 
syslog appears in the FTP server. 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 188 of 244 

 

 

 
 

☐ Passed ☐ Failed 

 

4.7 TFTP backup 

Test Item Name: TFTP backup of software and configuration file 

Work Hour：20 min 

Test Topology: 

 
 

Test Process: 

1. Save the current configuration file, named test.cfg.  

2. Open the TFTP server program on the PC and set the file transfer path. 

3. Ensure that there is a configuration file in Flash, execute the put command to 

upload the configuration file to the PC, and the expected result is 1. 

4. Use the "display boot-loader" command to view the currently used software. 

5. According to the startup software queried in the previous step (there may be 

multiple bin files), use the put command multiple times to upload the software 

file, and the expected result is 1. (Note to use binary transmission method to 

download) 

Expect Results: 

1. File upload completed. 

2. File upload completed. 

Actual Result： 

1. Save the test.cfg.  
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2. Open the TFTP server program on the PC and set the file transfer path. 

 

3. Enxecute the put command to upload the configuration file to the PC. 

 

4. Use the "display boot-loader" command to view the currently used software. 

 

5. Use the put command multiple times to upload the software file. 

 
 

☐ Passed ☐ Failed 
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4.8 SNMPv2c 

Test Item Name: SNMPv2c 

Work Hour: 10 min 

Test Topology: 

 

Test Process: 

1. Enable the SNMP agent. 

2. Enable all SNMP versions. 

3. Create an SNMP read-only community named public and read-write community 

named private. 

4. On the MIB browser of the PC, use SNMPv2c to access the DUT and request the 

value of MIB object sysObjectID. Result 1 is expected. 

Expect Results: 

1. The MIB browser can obtain the value of sysObjectID through SNMPv2c 

successfully. 

Actual Result： 

1. Enable the SNMP agent 

 

2. Enable all SNMP versions 

 

3. Create an SNMP read-only community named public and read-write community 

named private 

 

 

4. On the MIB browser of the PC, use SNMPv2c to access the DUT and request 

the value of MIB object sysObjectID. Result 1 is expected 

 

DUT

6.1.1.2

6.1.1.1

PC

Port 1
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☐ Passed ☐ Failed 

 

4.9 SNMP Traps 

Test Item Name: SNMP Traps 

Work Hour: 10 min 

Test Topology: 

 

Test Process: 

1. Enable SNMP Trap. 

2. Configure DUT to support SNMPv1 access. 

DUT

6.1.1.2

6.1.1.1

PC

Port 1
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3. Create an SNMP read-only community named public and read-write community 

named private. 

4. Configure the SNMP 2 Trap receiver. 

5. Simulate to generate Trap event, result 1 is expected. 

Expect Results: 

1. The trap information could be seen on MIB Brower. 

Actual Result： 

1. Enable SNMP Trap. 

 

 

2. Configure DUT to support SNMPv1 access. 

 

3. Create an SNMP read-only community named public and read-write community 

named private. 

 

4. Configure the SNMP Trap receiver. 

 

5. Simulate to generate Trap event, result 1 is expected. 
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6. Shutdown a port , result 1 is expected. 
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☐ Passed ☐ Failed 

 

5 QACL 

5.1 L2 ACL 

Test Item Name: Layer 2 ACL  

Work Hour：20 min 

Test Topology: 

 

Test Process: 

1. Configure MAC ACL. 
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2. Send packets with source mac-address 0001-0001-0001 to Port 1 of DUT 1. 

Result 1 is expected. 

3. Apply inbound packet-filter to Port 1. Result 2 is expected. 

4. Clear the configuration on the Port 1. 

5. Apply outbreak packet-filter to Port 2. Result 2 is expected. 

Expect Results: 

1. Port 2 can receive the traffic 

2. Port 2 can’t receive the traffic 

Actual Result： 

Configuration on DUT: 

1. Configure MAC ACL. Deny the packets with the source MAC address 0001-

0001-0001 

 

2. Send packets with source mac-address 0001-0001-0001 to Port 1 of DUT. Result 

1 is expected. 

 

Add raw stream 

 

Delete the IPv4 header. 
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Change the source MAC to 0001-0001-0001 

 

Start the traffic 
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Port 2 can receive the traffic 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 200 of 244 

 

 

 

3. Apply inbound packet-filter to Port 1. Result 2 is expected. 

 

Port 2 can’t receive the traffic 
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4. Clear the configuration on the Port 1 .Apply outbreak packet-filter to Port 2. 

Result 2 is expected. 

 

Port 2 can’t receive the traffic 

 

☐ Passed ☐ Failed 

 

5.2 L3 ACL 

Test Item Name: Layer 3 ACL 

Work Hour：20 min 

Test Topology: 
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Test Process: 

1. Configure IPv4 ACL. 

2. Send packets with source IP address 10.10.10.20 to Port 1 of DUT 1. Result 1 is 

expected. 

3. Apply inbound packet-filter to Port 1. Result 2 is expected. 

4. Clear the configuration on the Port 1. 

5. Apply outbreak packet-filter to Port 2. Result 2 is expected. 

Expect Results: 

1. Port 2 can receive the traffic 

2. Port 2 can’t receive the traffic 

Actual Result： 

Configuration on DUT: 

1. Configure IPv4 ACL. 

 

2. Send packets with source IP address 10.10.10.20 to Port 1 of DUT 1. Result 1 is 

expected. 

 

Add raw stream. 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 203 of 244 

 

 

 

Change the source IP address to 10.10.10.20 
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Start the traffic 
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Port 2 can receive the traffic 
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3. Apply inbound packet-filter to Port 1. Result 2 is expected. 

 

Port 2 can’t receive the traffic 

 

4. Clear the configuration on the Port 1. Apply outbreak packet-filter to Port 2. 

Result 2 is expected. 
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Port 2 can’t receive the traffic 

 

☐ Passed ☐ Failed 

 

5.3 Traffic Classification 

Test Item Name: Traffic Classification 

Work Hour: 50 min 

Test Topology: 

 

Test Process: 
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1. Configure traffic classifier to match the traffic with VLAN ID 100, configure 

traffic behavior to remark it to 200, and configure the corresponding QoS policy. 

2. Configure Port 1/2 as trunk mode and permit VLAN 100 and 200 to pass. 

3. Send packets with VLAN 100. Result 1 is expected. 

4. Apply QoS policy to Port 1. Result 2 is expected. 

5. Configure traffic classifier to match the traffic with COS 3, configure traffic 

behavior to remark it to 6, and configure the corresponding QoS policy. 

6. Send packets with COS 3. Result 3 is expected. 

7. Apply QoS policy to Port 1. Result 4 is expected. 

8. Configure traffic classifier to match the traffic with DSCP 3, configure traffic 

behavior to remark it to 6, and configure the corresponding QoS policy. 

9. Send packets with DSCP 3. Result 3 is expected. 

10. Apply QoS policy to Port 1. Result 4 is expected. 

Expect Results: 

1. Port 2 can receive the traffic with VLAN tag 100. 

2. Port 2 can receive the traffic with VLAN tag 200. 

3. Port 2 can receive the traffic with COS 3. 

4. Port 2 can receive the traffic with COS 6. 

5. Port 2 can receive the traffic with DSCP 3. 

6. Port 2 can receive the traffic with DSCP 6. 

Actual Result： 

1. Configure traffic classifier to match the traffic with VLAN ID 100, configure 

traffic behavior to remark it to 200, and configure the corresponding QoS policy. 

 

 

2. Configure Port 1/2 as trunk mode and permit VLAN 100 and 200 to pass. 
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3. Send packets with VLAN 100. Result 1 is expected. 
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                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 212 of 244 

 

 

 



                        H3C S5560X-EI Product Test Procedures  

                       
All rights reserved                                                                                                                               Page 213 of 244 

 

 

 
 

 

Note: when capturing, click start and after several seconds click stop, then choose 

view. 
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4. Apply QoS policy to Port 1. Result 2 is expected. 
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5. Configure traffic classifier to match the traffic with COS 3, configure traffic 

behavior to remark it to 6, and configure the corresponding QoS policy. 
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6. Send packets with COS 3. Result 3 is expected. 
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7. Apply QoS policy to Port 1. Result 4 is expected. 
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8. Clear the configuration and configure traffic classifier to match the traffic with 

DSCP 3, configure traffic behavior to remark it to 6, and configure the 

corresponding QoS policy. 

 

9. Send packets with DSCP 3. Result 3 is expected 
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10. Apply QoS policy to Port 1. Result 4 is expected 
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☐ Passed ☐ Failed 

 

5.4 QoS 

Test Item Name: QoS 

Work Hour: 40 min 

Test Topology: 

 

Test Process: 

1. Configure IPv4 ACLs, traffic classes, traffic behaviors, and QoS policies. 

2. Send packets with source IPv4 addresses 10.10.10.20 and 10.10.10.21 to Port 1 

of DUT 1 at a rate of 500 Mbps. Result 1 is expected. 

3. Apply QoS policy p1 to Port 1. Result 2 is expected. 

4. Send packets with source IPv4 address other than 10.10.10.20 and 10.10.10.21 

to Port 1 of DUT 1. Result 3 is expected. 

5. Configure IPv6 ACLs, traffic classes, traffic behaviors, and QoS policies. 

6. Send packets with source IPv6 addresses 2001:1::1 and 2001:1::2 to Port 1 of 

DUT 1 at a rate of 500 Mbps. Result 4 is expected. 

7. Apply QoS policy p1 to Port 1. Result 5 is expected. 

8. Send packets with source IPv4 address other than 2001:1::1 and 2001:1::2 to 

Port 1 of DUT 1. Result 3 is expected. 

Expect Results: 
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1. Port 2 receives all packets with source IPv4 addresses 10.10.10.20 and 

10.10.10.21. 

2. Port 2 receives packets with source IPv4 addresses 10.10.20 and 10.10.10.21 at 

a total rate of 3072 kbps. 

3. Port 2 receives packets at wire speed. 

4. Port 2 receives all packets with source IPv6 addresses 2001:1::1 and 2001:1::2. 

5. Port 2 receives packets with source IPv6 addresses 2001:1::1 and 2001:1::2 at a 

total rate of 3072 kbps. 

Actual Result： 

1. Configure acl  

# 

acl advanced 3001 

 rule 0 permit ip source 10.10.10.20 0 

# 

acl advanced 3002 

 rule 0 permit ip source 10.10.10.21 0 

# 

2. Configure traffic classifier and traffic behavior 

# 

traffic classifier 1 operator and 

 if-match acl 3001 

# 

traffic classifier 2 operator and 

 if-match acl 3002 

# 

traffic behavior 1 

 car cir 1024 cbs 64000 ebs 0 green pass red discard yellow pass 

# 

traffic behavior 2 
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 car cir 2048 cbs 128000 ebs 0 green pass red discard yellow pass 

# 

3. Configure QOS policy to bound them 

# 

qos policy 1 

 classifier 1 behavior 1 

 classifier 2 behavior 2 

# 

 

4. Change the scheduling mode to load per stream block  

 

 
 

5. Create traffic with source IP 10.10.10.20 and 10.10.10.21 
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6. Start the traffic  

 
 

7. All the traffic is received on Port B 

 
 

8. Apply the qos policy on Port 1 

# 

interface GigabitEthernet1/0/1 
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 port link-mode bridge 

 qos apply policy 1 inbound 

# 

 

9. The traffic speed is limited to around 3072kbps 

 
 

10. Change the source IP for the traffic  
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11. The traffic is no longer limited  

 
 

12. Then check IPv6 qos function  

 

Configuration  for IPv6： 

# 

acl ipv6 advanced 3003 

 rule 0 permit ipv6 source 2001:1::1/128 

# 

acl ipv6 advanced 3004 

 rule 0 permit ipv6 source 2001:1::2/128 

# 

traffic classifier 3 operator and 

 if-match acl ipv6 3003 

# 

traffic classifier 4 operator and 
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 if-match acl ipv6 3004 

# 

traffic behavior 3 

 car cir 2048 cbs 128000 ebs 0 green pass red discard yellow pass 

# 

traffic behavior 4 

 car cir 1024 cbs 64000 ebs 0 green pass red discard yellow pass 

# 

qos policy 2 

 classifier 3 behavior 3  

 classifier 4 behavior 4 

# 

 

13. Create traffic with IPv6 source 2001:1::1 and 2001:1::2 
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14. Start all the traffic  
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15. All the traffic is received  

 

16. Apply the qos policy on Port 1 

# 

interface GigabitEthernet1/0/1 

 port link-mode bridge 

 qos apply policy 2 inbound 

# 

 

17. Traffic is limited  

 
 

18. Change the source IP 
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19. Traffic is no more limited  
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☐ Passed ☐ Failed 

 

5.5 SP+WRR queuing 

Test Item Name: SP+WRR queuing 

Work Hour：45 min 

Test Topology: 

 

Test Process: 

1. Configure Port 1, Port 2, and Port 3 as trunk ports, and assign them to vlan 3  

2. Configure the priority trust mode as dot1p on Port 1 and Port 2, and configure 

SP+WRR on Port 3. Queue 6 and queue 7 are SP queues. Queues 0 to 5 are 

WRR queues, with scheduling weights as 1, 2, 3, 4, 5, and 9, respectively. 

3. Make Port 3 learn the MAC address 1-1-1. 

4. Send traffic from Port A and Port B, with dot1p increasing from 0 to 7, with 

expected result 1. 

 

Expect Results: 

1. Port 3 receives all packets of queue 6 and queue 7. Other packets share the 

remaining 40% of bandwidth according to their scheduling weights. No traffic 

loss on SP queue 
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Same weight traffic for WRR queue 

 
 

Actual Result： 

1. Configuration on DUT 

# 

vlan 3 

# 

qos map-table dot1p-lp 

 import 0 export 0 

 import 1 export 1 

 import 2 export 2 

# 

interface Ten-GigabitEthernet1/0/25------port 1 

 port link-type trunk 

 port trunk permit vlan 1 3 

 qos trust dscp 

# 

interface Ten-GigabitEthernet1/0/26-----port 2 

 port link-type trunk 
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 port trunk permit vlan 1 3 

 qos trust dscp 

# 

interface Ten-GigabitEthernet1/0/27-----port 3 

 port link-type trunk 

 port trunk permit vlan 1 3 

 qos trust dscp 

 qos wrr af1 group 1 weight 1 

 qos wrr af2 group 1 weight 1 

 qos wrr af3 group 1 weight 1 

 qos wrr af4 group 1 weight 1 

 qos wrr ef group sp 

 qos wrr cs6 group sp 

 qos wrr cs7 group sp 

# 

2. Make Port 3 learn the MAC address 1-1-1. 

3. Send traffic from Port A and Port B, with dot1p increasing from 0 to 7, with 

expected result 1 

 
Add 9 streams and edit 

 
 

before configuring streams, choose Load per Stream Block 
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edit 9 streams  

 
 

take stream 1-DSCP-CS7 for example, right click and choose edit,  

 
choose Frame and choose ToS/Differv 

 
choose CS7 like the following picture, 
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No traffic loss on SP queue 

 
 

Same weight traffic for WRR queue 
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☐ Passed ☐ Failed 

 

 


