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1 Performance test

1.1 Layer 2 forwarding performance

Test Item Name: Layer 2 forwarding performance
Work Hour: 120 min
Test Topology:

)i 1 57 a0 305 1 5 a3 |45 97
6| 8] 18] 12|19 f6| 18] of | 22| £2 | 28] 28 36| 32| 37| 3&] 36| 4 42| 4| 46 | e | 7| 56] 52
< 7 7
N ’ 7 ’
N\ 7 7/ g
N 7z 7/ 7/
N\ 7z 7/ 7/
N /7 7/ /
N z 7 //
\
N port2 /7 7 ,

Test Process:

1. Use the Tester to send IPv4 Layer 2 unicast traffic at wire speed to the DUT.

2. The packet destination is the other port on the tester.

3. Use packets of 64 bytes, 128 bytes, 256 bytes, 512 bytes, 1024 bytes, 1280 bytes,
and 1518 bytes for the tests.

4. Each test is no shorter than 120 seconds.

5. Record the packet loss, throughput, and latency statistics. Result 1 is expected.

Expect Results:

1. The switch achieves 100% throughput and no packet loss.
Actual Result:

1. Disable stp globally.

[DUT]undo stp global enable

2. Enter tclsh view to configure vlan and all ports by using scripts.
<DUT>tc1lsh
<DUT-tcl>
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[DUT-tcl]vlan 1 to 26
[DUT-tcl]for {set i 2} {$i<=24} {incr i} {
interface GigabitEthernetl/0/[expr $i*2-1]
port access vlan [expr $i]
interface GigabitEthernetl/0/[expr $i*2]
port access vlan [expr $i]

[DUT-tcl]for {set i 25} {$i<=26} {incr i} {
interface Ten-GigabitEthernet 1/0/[expr $i*2-1]
port access vlan [expr $i]
interface Ten-GigabitEthernet 1/0/[expr $i*2]
port access vlan [expr $i]

3.

Brief information on interfaces in bridge mode:
ink: ADM - administratively down; Stby - standby
(a) - auto
(a)/A - auto; H - half; F - full
: A - access; T - trunk; H - hybrid

UP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
upP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
upP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
UP 1G(a) F(a)
)
)
)
)
)
)
)
)
)
)
)

1

upP 1G(a) F(a
UP 1G(a) F(a
UP 1G(a) F(a
UP 1G(a) F(a
UP 1G(a) F(a
upP 1G(a) F(a
UP 1G(a) F(a
UP 1G(a) F(a

LDOUWoOooOO-NNooUUnN,k RRWWNNE

UP 1G(a) F(a
UP 1G(a) F(a
upP 1G(a) F(a

Pl s I3 el s il s s s~ s _ s~ s s -
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Check vlan on each ports by inputting command display interface brief.

Link Speed Duplex Type PVID Description
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XGE1/0/49
XGE1/0/50
XGE1/0/51

Actions | Diagnostics

H3C S5560X-EIl Product Test Procedures

4. Connect TC and occupy the tester port.

Help

bl s B e el i s kg g

’_J Chassis

& Apply

E}  Stat ARP/ND

F9

Earport Reservation. ]

@ Add Offline Ports.

Reserve 192.168.207.244/1/8 1/9 4/5 4/6
Reserve 192.168.207.244/4/7

Reserve 192.168.207.244/4/54/6
Reserve 192.168.207.244/4/54/6 4/7 4/8

. All rights reserved
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Connection Name
B (W] 192.168.207.244
8-9 [¥] slot 1
-{28[7] Port 1
-] Port 2
-{28[7] Port 3
-f=8[7] Port4
-{Z8["] Port 5
-fZ8[7] Port6

= @ Al Ports

(Group 1)
(Group 2)
(Group 3)
(Group 4)
(Group 5)
(Group 6)

| & [H St 4

L1 EEO port 1
L HEO Port2
' MD Port 3

= @ Port //1/8 [AC:74:09:2B:3A:BA/GigabitEthernet1/0/1]

L

rﬂ Traffi & Add Multiple Devices...
G{‘ Captul % Delete

e s (rnavey)

D Empty Filter

£ Al Devices (Hosts, Routers, ...) |

&3, Al Mulbcast Groups:

B Al Traffic Generators

5 Al Stream Blocks

Al Traffic Analyzers

5 @ AlPorts

S @ Port //1/8 [AC:74:09:28: 3A:8A/GgabitEthemet 1/0/1]
= Devices
B Traffic Generator
B Traffic Analyzer
K Captre

5 @ Port //1/3 [AC:74:09:28:3A:8A /GgabitEthernet1/0/48]
= Devices

Emulated Device interface DHCP IGMP MLD 6rd%tod DS-Lite DHCP
vice | Incomin | Outgol
ca nt | g Links nLnks
Clicktoa...|1
Clicktoa...| 1
Clicktoa...|1
Clicktoa...| 1

Device
Name

Port //1/8 [A.. | Device 1
Port //1/9 [A.. Device2
Port //4/5 [A.. | Device 3
Port //4/6 [A.. Device4

Port Name Tags

B Traffic Generator
B Traffic Analyzer
K Capture
= @ Port //4/5 [AC:74:09:28: 3A:8A/Ten-GigabitEthernet 1/0/43]
o Devices
B Traffic Generator
< Traffic Analyzer
 Capure
5 @ Port//4f6 (A(.74.n9.m.n.m1rmtqmsmu/ofsz] v
st Confiouration | Command S

<
Displaying Devices 1-4 | Fitered Devices: 4 | Total Devices: 4 | Selected 10f 4

respectively.

(Group 1)
(Group 2)
(Group 3)
(Group 4)

5. Add Devices under Port 1/8, Port 1/9, Port 4/5, Port 4/6, respectively

’l Uevice

Host

@ Router

an nteriace
o
[
% Lower Layer
Server BFD OSPFv2

Encapsulation Ro IE oFVIAN Fesdery
[[) GRE over IPv4

Ethernetl Ea.a

Ethernetil 0.0, [ eproe

Ethernetll 0.0} [OreroLziv2 P4

Ethemetll 0.9, OfroLzTv  Pvs

oper Layer
@ None

6. Add bound stream between Port 1/8 and Port 1/9, between Port 1/8, Port 1/9,

Active

Oume
Owrs
[JFcoe

OwPve
O 1Pv4 and 1Pv6 (dual stack)

C=0 o
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Test Configuration
B[y Spirent TestCenter
5§ TestInfo
== All Devices (Hosts, Routers, ...)
43 Al Multicast Groups
" All Traffic Generators
% All Stream Blocks
B All Traffic Analyzers
=- @ AlPorts
= @ Port //1/8 [AC:74:09:28:3A:BA/GigabitEthernet1/0/1]
\--c= Devices
i Q Traffic Generator
: f Traffic Analyzer
&« Capture
= @ Port //1/9 [AC:74:09:28:3A:BA /GigabitEthernet1/0/48]
i~ C=a Devices
i " Traffic Generator
i ﬂ Traffic Analyzer
i{ Capture
= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet 1/0/49]
= Devices
B Traffic Generator
ﬂ Traffic Analyzer
(( Capture
E- @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/52]

jwidth Utilization (%):

dp Add Raw Stream Block...
@ PETE

ased Burst Size:
(O Load per Stream Block Inter Frame
Advanced Interleaving
Group ID will be set in the stream block gnd Inter Frame
(O Manual Based Schedue. ..
Status

Active Name Tags

<
v Displaying Stream Blocks 0-0 | Total Stream Blocks: 0

=] Project 1
>@ Port //1/8 [AC:74:09:28:3A:BA/GigabitEthernet1/0/1]
HEAEE Port //1/5 [AC:74:09:28: 34:BA/GigabitEthernet 1/0/46]

IZ)Iisirbution

(O Fully meshed

(O Backbone

(®) Pair

e
S —"
S —

Filter
Protocol:

Device,MPLS-TP Bfd...
Encapsulation:
Ethernetll v

Source and Destination

Source: (0)

o —

&[] Device
+[[] Device 2 (00: 10:94:00:00:02)

Orientation
() Unidirectional

| Select Multiple Ports |~| Destination: (0)

Apply Clear

] Port //1/9 [AC: 74:09: 28: 3A:BA/GigabitEthernetL...

| Select Multiple Ports |

e[| 0 e
=[] Port //1/8 [AC:74:09:28:3A:BA/GigabitEthernet1...
] Device

i 1] Device 1(00:10:94:00:00:01)

Switch Src/Dest
Pairs: (1)

) —

|RanweAI

}evice 1 (00:10:94:00:00:01) <—>Device 2 (00:10:94:00:00:02) l

(O Many-to-many

[] Stream only generation
[] Show All Headers

0 Bypass IP Subnet
Checking

<Previous

. All rights reserved
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Test Configuration
= | Spirent TestCenter

5 TestInfo

= All Devices (Hosts, Routers, ...)

-n_i All Multicast Groups

B AnTraffic Generators

== All Stream Blocks

@ All Traffic Analyzers

= @ Al Ports

= @ Port //1/8 [AC:74:09:2B:3A:BA /GigabitEthernet 1/0/1]
= Devices
i E> Traffic Generator
i i Traffic Analyzer
- & Ccapture

- @ Port /f1/9 [AC:74:09: 28:3A:BA /GigabitEthernet1/0/48]
"= Devices
- B Traffic Generator
<3 Traffic Analyzer
- Capture

=l @ Port [/4/5 [AC:74:09:28:3A:BA/Ten-GigabitEtheret 1/0/49]
= Devices

8 | - "d Traffic Generator i

Select ports:

() Load per Stream Block

Advanced Interleaving

Group I will be set in the stream block grid

() Manual Based

width Utilization (¢
Burst Siz

Inter Frz
Inter Frz

Schedule...

Status Active Name

Tags

Filter: |

||C]ear

=Im]Z3 Project 1
»D[ﬁ Port //1/8 [AC:74:09:28:3A:BA/GigabitEthernet1/0/1]
EE| Port //1/9 [AC: 74:09:28: 3A:BA /GigabitEthernet1/0/48]

IZ Port //4/5 [AC:74:09:28:3A:BA Ten-GigabitEthernet1/0/43]
IZI Port //4/6 [AC:74:09:28:3A:BA /Ten-GigabitEthernet1/0/52]

All rights reserved
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Distribution Source and Destination
OFully meshed Source: (0) Select Multiple Ports | ™| pestination: (0) Select Multiple Ports |

(O Backbone :

o '--D Port //4/5 [AC:74:09: 2B: 3A:BA/Ten-GigabitEther. ..

i “[] Device 3 (00:10:94:00:00:03)

[] Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEther. .
.:l:l Device
Device 4 (00:10:94:00:00:04)

Sr[l Port /f4/6 [AC:74:09:28:3A:BA/Ten-GigabitEther...
&[] Device

Filter

Protocol: v
- L[] Device 4 (00:10:94:00:00:04)

Device, MPLS-TP,Bfd...

Encapsulation:

Ethernetll <

Orientation
O Unidirectional

Switch Sr¢/Dest :
: - Pairs: (1) Remove | Remove All

Endpoints Mapping

@Om-h)-om I
any-to-many

Stream only generation
[[] show All Headers

O Bypass IP Subnet
Checking

v || ve> | R ] conc
7. Add the configured data flow to the throughput RFC2544 test set.

DEH B ¥ G @ cachsss-|| Moy & & E B 0o | G §ii Technologies... | Perspective ~ | [ Sequencer | 5] Reporter Ty Wizards | (3 Summary.
Wizand

Test Configuration

D= eoiant Tociraniar o B oo

All rights reserved Page 10 of 244
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Access

Ié} Application Layer Protocols

é Benchmarking

ijsvrrmehi: Performance Test Wizard
Data Center Bridging

+-RFC 2889
L-RFC 3918

[ Carrier Ethernet

[# Devices

[# Routing and MPLS
[# Sequence Generator
[ Switching

[ Traffic

[ Triple Play

[ TSN

Tests based on RFC 2544, Benchmarking Methodology for Network Interconnect Devices.

established standards.

Reset |~

Steps
Select Wizard
Select Ports
Configure Endpoints

figure Traffic

Reset |~

< Back

Select Test

Select the test(s) to perform

[[] Back-to-back Test

Characterizes the ability of the DUT to process back-to-back frames. This test simulates popular network
activity such as requests for large amounts of data over an Ethernet network. that may use a relatively small
MTU size and that can result in many fragments being transmitted

[[] Frame Loss Test
Determines the percentage of frames that should have been forwarded by a network device under steady

state (constant) load that were not f due to lack of A
[[] Latency Test

D ines the average, transmit delay through the DUT
4] Throughput Test

Determines the maximum rate at which none of the offered frames are dropped by the DUT.
Test Options

[[] Enable RFC-5180 IPv6 Benchmarking Test Options

[[] Enable Traffic Group Test Options

Finish

The RFC 2544 with VLAN Network Device Benchmark Test Package is an essential tool enabling network testers to measure
the performance of Layer 2 and Layer 3 switches and the networks on which they will be deployed. A component of the
Spirent TestCenter, the test package provides a framework to test modern routing features within the guidelines of well-

Cancel

All rights reserved
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Steps
Select Wizard
Select Test

Configure Endpoints

onfigure Test Options

Throughput Parameters

Select Ports
Select which ports to use.
Cmtated Coterprise Cmutated Crterprive
Networn Networs
Selected Port Name Location Media Type Online Select Highlighted
Port //1/8 [AC:7... | //192.168.207.2... | Ethernet Copper Unselect
Port /1/9 [AC:7... | //192.168.207.2... | Ethernet Copper S
Port //4/5 [AC:7... | //192.168.207.2... | Ethernet 10 Gig..
Unselect All

Port //4/6 [AC:7.

//192.168.207.2... | Ethernet 10 Gig

Reset |~

Ports Selected: 4
R TN o mm— T (e
Steps Configure End Points
i ffi
Select Wizard Configure end points for test traffic
Select Test
Select Ports B Add 3¢ Delete [ Edit Interface...
Emulsted Device Interfsce DHCP  IGMP  MLD 6rd/to4 DS-Lite  DHCP Server BFD OSPFv2 BGP
?"":‘9“’9 I’a:ﬁ: [ :::-n\:e Tags gg:incte ]L?:Esming 3uigsning Encapsulation Router ID Router ID €
Configure Test Option
et O Y S S Y S YT
Throughput Parameters
Port /f1/9 [A... Device 2 Clickto ad 1 EthernetIl 19200.2
Port /f4/5 [A... Device 3 Clickto ad... |1 EthernetIl 192.0.0.3 0.0.0.1
Port //4/6 [A... Device 4 Clicktoad... |1 EthernetIl 192.0.04 0.0.0.1
< >
€ New end points are notrequired torun selected tests over existing stream blocks.
Preview Topolog Run Finish Cancel

< Back

All rights reserved
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Steps Configure Traffic
Select Wizard Configure traffic to be transmitted when testis started.
:e‘“ ;‘*‘ Configuration Mode
t Ports
et ) O Generate traffic based on configured end points (®) Use existing stream blocks or create new stream blocks for the test
Configure Endpoints
Bice. X Dsow B
Configure Test Options Stream Block  Layer Fields
Throughput Parameters
Status Active Name Tags Index Controlled By Source
] M StreamBlock 16-1 Clickto... @ generator Device 1 (00:10:9¢
& B | StreamBlock 16-2 Clickto... @ generator Device 2 (00:10:%|
] ) StreamBlock 13-1 Clickto... @ generator Device 3 (00:10:9¢
] ] StreamBlock 13-2 Clickto... @ generator Device 4 (00:10:9¢
< >
Reset |~ < Back P Run Finish Cancel
Steps Test Options
Select Wizard Configure test options.
Select Test
Select Ports Scheduling Latency Type
Configure Endpoints Start traffic delay (second): OuLo
Configure Traffic Stagger start(64 microseconds): |0 E LIFO (Store and forward) I
Delay after transmission (second) O FIFO (Bitforwarding)
Throughput Parameters
[] Enable Learning
Mode:
Delay before leaming (sec): 2 {3  Frequency
Rate (frames/sec): 1000 | ® Leamn once
Repeszt count: 5 |l O Leam every trial
O Learn every frame size
Leaming Frame Size (O Learn every iteration
(®) Same As Test
() Fixed
(] Enable Traffic Verification
Verification Frequency: | Verify every iteration Tx Frome Rate: 1000
Tx Frame Count: | 100
e detziled stream results with every iteration  Display load unitinresults: | Percent (%) v
[] Measure Jitter
Reset |~ < Back . Nedt> || Pr Run Finish Cancel

All rights reserved

Page 13 of 244



H3C S5560X-EIl Product Test Procedures

RFC 2544 - Throughput Parameters

Steps Configure Throughput Test
Select Wizard Configure parameters of Throughput test.
Select Test
Select Ports Test Duration Frame Size (bytes)
Configure Endpoints Number of trials: 1 =
Configure Traffic Tral Duration O Randor Min: 128 Max: 256
Configure Test Options ® Time (sec): 60 =
O e trmest 00—
Improve Time To Test

[ Skip to nextload when iteration fails
[] Enable Turbo Iteration
Turbo Duration (sec): |5

Traffic Load for Throughput Search
Mode Rate lower limit (%): 1 Back-off (%): 50

Acceptable
frame loss ('/.)‘E

Resolution (%): 1 [ Ignore lower/upg
(Note: Non-RFC compliant when Acceptable frame Ig

OK Cancel
Reset |+ <Back Next > [ PreviewTopology | Run | Finish Cancel
8.  Then wait until this test report jump out.
5] Edit Sequence... | [B) DI e e-
Command Name PFF StartTime Elapsed Time
=] «/ RFC 2544: Throughput Test 1 2021/1/22 14:53:16 00:10:23.765
L «/ BenchmarkTestStartCommand 1 2021/1/22 14:53:16 00:00:03.093
«/ BenchmarkTesti earningStartCommand 1 2021/1/22 14:53:20 00:00:14.357
«/ TrialLoop (2) 2021/1/22 14:53:34 00:10:05.852
«/ BenchmarkiterateTrialCommand 1 2021/1/22 15:03:40 00:00:00.111
| & Frame Size Loop (0) 00:00:00.000
i Benchmark Iterate Frame Size 1 00:00:00.000
& Load Loop (©) 00:00:00.000
Benchmarking: Benchmark Throughput 1 00:00:00.000
Set Traffic Duration 1 00:00:00.000
Clear Al Results 1 00:00:00.000

9. Check the report, resultl is expected.

Trial Number |Id |Frame Size Type |Configured Frame Size [Avg Frame Size |iMIX Distribution |Intended Load (%) |0ffered Load (%) |Result

1 0 [Fized 64 64 n/4 100 100 Passed 100

1 1 |[Fized 128 128 /4 100 100 Passed J100

1 2 [Fized 256 256 /4 100 100 Passed 100

1 3 |Fized 12 B¥ /4 100 100 Passed 100

1 4 [Fized 1,024 1,024 /4 100 100 Passed 100

1 5 |Fized 1, 280 1, 280 /4 100 100 Passed 100

1 6 [Fixzed 1,918 1,018 /4 100 99. 882 Passed |99.832

ad () [offersd Load () |Result |Throushput (%) [Was Latency Threshold Excesded [Out Of Seq Thrsshold Excesdsd |Ix Frase Count |Rx Fraze Count [FFRWSTTSET offared Load (fps) [Forvarding Rate (fps)

Passed [100 False False 1,964,285, 716 |1, 964, 285, T16 o
100 Passed [100 False False 1,114, 864, 868 o
100 Passed [100 False False 597, 826, 090 i
100 Pagsed [100 False False 310,150, 378 o
100 Passed [L00 False False 158, 045, 980 o
100 Passed [100 False False 128,923, 078 o
99. 882 Fassed [99. 882 False False "]

NOTE: scripts

for {set i 2} {$i<=24} {incr i} {
interface GigabitEthernet1/0/[expr $i*2-1]
port access vlan [expr $i]
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interface GigabitEthernet1/0/[expr $i*2]
port access vlan [expr $i]
}

for {set i 25} {$i<=26} {incri} {
interface Ten-GigabitEthernet 1/0/[expr $i*2-1]
port access vlan [expr $i]
interface Ten-GigabitEthernet 1/0/[expr $i*2]
port access vlan [expr $i]

ks

[J Passed | O Failed

1.2 MAC address table capacity

Test Item Name: MAC address table capacity
Work Hour: 30 min
Test Topology:

DUT . Tester

Port 3 c

Test Process:

1. On the tester, send broadcast packets through Port A. The source MAC addresses
of the packets are 16K consecutive MAC addresses.

2. On the tester, send unicast packets through Port B. The destination MAC
addresses are the MAC addresses that the DUT has learned. Result 1 is expected.

Expect Results:

1. On the tester, Port B receives all the packets sent by Port B. If traffic loss
occurs, the MAC address table capacity does not meet the 16K specification.

Actual Result:

1. Select the “Traffic Generator” under PORT A, and click “Add Raw Stream

Block...” in the context menu of the interface

. All rights reserved Page 15 of 244
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@ Start Al Devices Reserve 192.168.207.244/4/7
@a Stop Al Devices

E} stat ARP/ND

Actions | Diagnostics Help
I Chassis » | Port Reservation...
€3 Extemal Device Add Offline Ports...
& Apply F9 Reserve 192.168.207.244/1/8 1/9 4/5 4/6

Reserve 192.168.207.244/4/5 4/6
Reserve 192.168.207.244/4/54/6 4/7 4/8

() Manual Based

Schedule...

2. First configure the packet size in the General tab, set to 64Bytes

itz Connect/Create = |[»] Show Port Groups Show Ports:  All Ports -
Connection Name Model Licensed Speeds  Status -~
~fZ8[] Port6  (Group6) Link Down, Spee... Available
D Port7  (Group7) LinkDown, Spee... Available
L8 Ports  (Groups) LinkDown, Spee... Available
=< [¥] Slot 4 HYPERMETRICS ... 106G
EI Port1  (Group1) LinkUp, Speed 10G Available - 84:D9:31:CA:5I
[:I Port2  (Group2) LinkUp, Speed 106G Available - 84:09:31:CA:5I
-8 Port3  (Group3) LinkDown, Spee... Available
[:l Port4  (Group4) Link Down, Spee... Available
=8| v| Port 5 (Group5) Link Up, Speed 10G Reserved by y23198@y
-[58[¥] Port6  (Groupg) Link Up, Speed 10G
N A R/ R Link Up, Speed 10G To Be Reserved
{Z8[] Port8  (Group8) Link Down, Spee... Available
=-< [ slot s HYPERMETRICS ... 10G
WEEJ Port1 (Group1) LinkDown, Spee... Available
. s !
Firmware Version: 4.95 6666
Summary
Available: 45 Unavailable: 3 Reserved by User. 4 Reserved by Other: 7
Ports: 59 Chassis: 1 Test Modules: 8
- Add Offline Ports.. ‘ Add Default Traffic: | No v Cancel
B Add - |- Generate Stream Block ¢ Delete |7 Edt . ({3 Copy Wizard... Auto
B Add Bound Stream Block(s)...
idth Utilization (%): 10
Burst Size: |:| Duration Mode: Continuous v
(O) Load per Stream Block Inter Erame Gap: 12
Advanced Interleaving
sroup 1D will be st in the stream block arid Inter Frame Gap Unit: | bytes Advanced... Port Load. ..

Scheduling mode graphical example

All rights reserved
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General Frame Groups RxPort Preview

Active

Name: |StreamBIock 1

Frame size (Bytes)(With CRC and signature field)

Load mode: Fixed
@ Fixed Size:
() Increment | Step: 1 (power of 2) Percent (%) —
() Decrement Min: 128 = Frames/sec (fps) _
O Random Max: [256 - Inter-Burst Gap (bytes) 1344
O Auto Avg: [10D Inter-Burst Gap (msec) |1344
O iMX Defadt Edit Inter-Burst Gap (nsec) |1344
bps 100000000
Kbps 100000
Mbps 100
L2 Rate (bps) 100000000
Refresh rates

3. Right-click on the “Source MAC “field in the Frame tab and select “Insert MAC
Modifier...” from the menu
General Frame Groups RxPort Preview

Preview:
EthernetIl

Frames

[] showAllFields [] Allow Invalid Packets

|Name Value
= Frame

= Ethernetll
- Destination MAC

Create new Frame >

Save Frame as

Template... 00:00:01:00:00:01

Manage Frame

Templates...

Add Header(s)...
Actions Link Modifiers/VFDs...
Add Header(s).. Insert MAC Modifier...
Link Modifiers/VFDs..

Insert MACModifier...

Others

Expand All
Collapse All

4. Construct 16K packets with different MAC addresses on the PORT A of the tester
to fill the DUT's MAC address table
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General Frameé Groups RxPort Preview
Preview:
[[] showaliFields [] AllowInvalid Packes
‘Name Value
Frames
= Frame
Create new Frame > :
= EthernetIl
Save Frame as ;
Template... - Destination MAC 00:00:01:00:00:01
?eanr:;?:tgime & Source MAC 00:10:94:00:00:01
TG ]
Actions | EtherType (hex) <auto> 8885 |
Add Head -
eader(s) Configure MAC Modifier X
Link Modifiers/VFDs...
Delete MAC Modifier | ~ Offset
Edit MAC Modifier (® Start modifier on first byte () Start modifier at offset 0
Others Type
Expand All @® Increment (O Decrement (D List (O Random (O)Shuffle [] Use Streams
Collapse All
Details
Count: [[16000 Step: 00:00:00:00:00:01 |
Repeat: [0 | Mask: |00:00:FF:FF:FF:FF ]
Seed: |0
Hex Editor 1 Value: |00: 10:94:00:00:01 | >
1000 FB 55 55 58
5. Click OK to return to the main interface of the software. At this time, you need
to configure the traffic mode (Duration mode) to Bursts, send a total of 16,000
packets, and set the packet rate to line rate [100%]
B Add ~ <ff) Generate Stream Block 3¢ Delete [ Edt... [ Copy Wizard.
Scheduling Mode Bandwidth Utilization (%): 100
(@) Port Based Burst Size: Duration Mode: | Bursts v
(O) Load per Stream Block Rate Based Inter Frame Gap: 12 Burst(s): 16000]
Advanced Interleaving
o ¢ in the str Inter Frame Gap Unit:  bytes Advanced. .. Port Load...
(O Manual Based Schedule... Scheduling mode graphical example

All rights reserved
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Inter Frame Gap Unit: | bytes Advanced. .. r PortLoad... |
L
o5 Port Load X
1 Load mode

(®) Fix () Random

Fixed load settings

®) Percent (%) : 100 |

O Framelsec (fps) : 14880952

Obes: (10000000000 |

O Kbps : 10000000 |

(O Mbps : homm ]
|

() Inter burst gap (bytes) : ‘12
O L2 Rate (bps): 7619047424 |

6. Before sending traffic, clear the MAC address on the DUT and verify that the

number of MAC addresses on the DUT is 0

[DUT]Jundo mac-address
his will delete all non-MacAuth entries. Continue? [Y/N]:y

[DUT]display mac-address count
D mac address(es

7. Send packet.You can see that in the resulting view, PORT A sent 40,000 packets.

Status Active Name Tags Index Controlled By
m StreamBlock 1 | Clickto..| 0 | generator

B¢ Add Bound Stream Block(s)...
o Add Raw Stream Block...

x Delete
#  Cut StreamBlock Ciri=X
=3 Copy StreamBlock Cir+C

asiec LAY

E Duplicate... Alt=U
Displaying Stream Blocks 1-1 | Ao Bwwend Fropedies
&  Edit Tags...
User Defaults 3
1of 1 = Edit... rs > Aggregate Pc
efined Advanced Sequencing |llEp  Startt f
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Total Tx Count

Port Name

Total Rx Count

(Frames) (Frames)
Port //4/5... 16,000 0
Port f/4/6... B0 16,000
Port /{47 Y 16,000

8. At this time, check the number of MAC addresses on the DUT.

[DUT]display mac-address

MAC Address

0010-9400-0002
0010-9400-0003
0010-9400-0004
0010-9400-0005
0010-9400-0006
0010-9400-0007
0010-9400-0008
0010-9400-0009
0010-9400-000a
0010-9400-000b
0010-9400-000c
0010-9400-000d
0010-9400-000e
0010-9400-000f
0010-9400-0010
0010-9400-0011
0010-9400-0012
0010-9400-0013
0010-9400-0014
0010-9400-0015
0010-9400-0016
0010-9400-0017

VLAN ID

N N e Y el el el el e el e e e =

State

Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned
Learned

[DUT]display mac-address count
16000 mac address(es) found.

9. The traffic is sent from PORT B. The destination MAC address is the source
MAC address configured on PORT A in the above step, to verify that the learned
MAC address can work normally, because all the destination mac address belong

to Port A , Port C can’t receive the traffic and result 1 is expected

Total Tx Count (bits) | Total Rx Count (bits)

(/)
8,192,000

8,192,000

Port/Nickname
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49
XGE1/0/49

=

w
-
=

[{e]

€€ <€ < << <<€ << << << < <<
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General Frame Groups RxPort Preview

[ Active

Name: |Stream8|ock 2

Frame size (Bytes)(With CRC and signature field)

(®) Fixed | Size: (64

(O Increment
(O Decrement
(O Random
(O Auto

O iMx

Step: 1

(power of 2)

Edit..,

Load mode:

Percent (%)
Frames/sec(fps)
Inter-Burst Gap (bytes)
Inter-Burst Gap (msec)
Inter-Burst Gap (nsec)
bps

Kbps

Mbps

L2 Rate (bps)

100

8445946

12

10000000000
10000000
10000
8648648648

Refresh rates

All rights reserved
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General

Preview:
Ethernetll

Frames

Create new Frame >

Save Frame as
Template...

Manage Frame
Templates...

Actions

Frame erm

Rx Port Preview

= Frame
- EthernetIl

[] showallFields [ ] Allow Invalid Packet

Value

|j1 - Destination MAC

00:10:94:00:00:02

iMAC Modifier

Source MAC
EtherType (hex)

o asninintataininiasainintasninininininistainintatnininistaininiasnininiats inind

Count=16000;:5tep=00:00:00:00:00:01

00:00:01:00:00:01

Add Header(s)..
LinkModifierlej
Delete MAC Modi
Edit MAC Modifier

Others

Expand All
Collapse All

Hex Editor
2000 FB 55 55

Scheduling Mode
(@ Port Based
(0) Load per Stream Block

Sroup IC

(0) Manual Based

Port Name

Configure MAC Modifier
Offset

Type

Details

Etuunt: 16000 I
Repests 0|

Seed: D

<auto> B8B5
bt
(@) Start modifier on first byte () Start modifier at offset 2
® Increment (O Decrement (O List (O Random () Shuffle [ Use Streams
Step: |00:00:00:00:00:01 ]
Mask: |DO:DO:FF:FF:FF:FF ]
Value: |OD:ID:94:OD:OD:02 | >

Bandwidth Utilization (%): 100
Burst Size:

Inter Frame Gap:

Advanced Interleaving
will be set in the stream b

Schedule...

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Def

Total Rx Count
(Frames)

sk orid Inter Frame Gap u'r bytes

] osenmese

Bursts ~
12 Burst(s): 16000
Advanced... Port Load...

Scheduling mode graphical example

otal Tx Count (bits) | Total Rx Count (bits)

Port //4/5.. 16,000 8,192,000
Port /f4/6... 16,192,000 0
Port [/4/7 |0 0 0 0

[ Passed | O Failed

All rights reserved
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1.3 Multicast Group Capacity

Test Item Name: Multicast Group Capacity
Work Hour: 20 min

Test Topology:
Port 1 A
@ T%t%t
DUT Tester
Port 2 B

Test Process:
1. Create VLAN 100, assign Port A/B of DUT to join VLAN 100.
2. Enable igmp-snooping globally, enable igmp-snooping enable within VLAN 100.
3. The DUT Port B is configured with igmp-snooping static-group 225.0.0.1 vlan
100, and the IP address is increased by 0.0.0.1 to a total of 1000 multicast groups.
4. DUT display igmp-snooping static-group, result 1 is expected.
Send the destination IP 225.0.0.1 into port A of tester, change the multicast traffic
of 1000 groups in total, check the packet of Port B of tester, result 2 is expected.

Expect Results:

1. DUT display igmp-snooping static-group has 1000 correct static groups.

2. The Tester Port B can receive the traffic of 1000 multicast groups starting from
225.0.0.1.

Actual Result:
1. Create VLAN 100, assign Port A/B of DUT to join VLAN 100

[DUT-vlan100]port Ten-GigabitEthernet 1/0/49
[DUT-vlanl00]lport Ten-GigabitEthernet 1/0/50

2. Enable igmp-snooping globally, enable igmp-snooping enable within VLAN 100

[DUT]igmp-snooping
[DUT-igmp-snooping]quit

[DUT]vlan 100
[DUT-vlan1l@0]igmp-snooping enable

3. The DUT Port B is configured with igmp-snooping static-group 225.0.0.1 vlan

100, and the IP address is increased by 0.0.0.1 to a total of 1000 multicast groups
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= ' Port /f4f6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]

=1 Devices
- [@p Traff Add
& Traff %  Add Muttiple Devices...
- E{ Capty % Delete

- @ Port jj4/]
= Devid ARP/ND ,
[l Traff #it  Start Al Devices

9 Treff &8 Stop Al Devices

& caph _
5 @ portjjaf ot MAC Leaming
Configuration| Tr Start MAC Leaming on All Ports

[F Perspective ~ Sequencer | =] Reporter | T Wizards

" BaAdd. X Delete Gd d | Tof1 | b b\ Createlinks.. % EditLinks.. [y Edt
Active Filter{ Technology Selector e

¥ Empty Selecttechnologies to usein this application session.

Ted-ndgqy LY E E
Emulated D¢ | =56 .| ber BFD OS
[ ecrPr1

Port Nam psulation
-] NGFI P

Port_.;' i rnetll/IPv4
— | B3 Access E

-{_]802,1x i

ANCP protocol .

-[] IPvé Autoconfiguration
. ~[JLze -
-[_] PPPOX -
< | | ={]] Application Layer Protocols B
» Displaying Dej -] App Perf

N - crrs

-{_] Dynamic Protocol Generator
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Select Devices ~
| IGMP Group MembB

Device-Group
Mapping

Many-to-many

Number of
Groups

Multicast
Group

Device
Name

4 Port Name Active Starting Group IP

500

Ipv4Group 1

] BuAdd. M Delete 04 | Tof1 | Pi % Createlinks.. % Edt Links... [ Edt Interface...
Active Filter: (Unsaved)
7 Empty Filter £4) Clear Actions
[Select property... N Equalto v| | [
Emulated Device Interface DHCP IGMP  MLD 6rd/6to4 DS-Lite DHCP Server BFD OSPFv2 BGP
Device Device ; Multicast Group Source Calculate Pack Force
sl Name T Count e s Version Count Count Latency Reports Initial
Port [/4/6 [A... Devicel Clicktoa.. 1 Non-Member JIGMPv2 500 0 O |
| Edit Group Mey *

Delete .5 Manage Mutticast Groups... (i Apply Staggered Host Membership Generate Join Groups In Batches

| Add IGMP/MLD Group Membership X
| Selectatask... Add New Groups
< .
= (@ Add new groups Creates new multicast group(s) and maps these group(s) to the associated multicast host or router
Displaying Dey
< (O Use existing groups
_ | Selectadevicegroup Startng group adress:
4| 1d1 |9 Group address m:rememz
Defined  Advar a4 Number of groups: 500 %.
| | Total Tx Rat L One Number of group blocks: |1 i
- N (O Round-robin
|Select property... N [Equal to A R
Emulated Device Interface DHCP IGMP MLD 6rd/6to4 DS-Lite DH &,  Add Mutiple Devices...
Device Device . Delet alculate Pack
Port Name  Name VTags Count Active ,HO“ X e Eatency Reporis
Port //4/6 [A... | Device1 | Clicktoa...|1 M Non-{ # Cut Cir+X O O
43 Copy Ctt+C
@ Paste Ciri+V
Duplicate.... At+U
Add to Exposed Properties
& Edit Tags...
User Defaults 3
Links >
¥ Edt Links...
3 1 Active W Edt Interface...
< vl \Viexs Conicol Plage Biodings
Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected| i
Emulated Device Interface DHCP IGMP MLD 6rd/6to4 DS-Lite DHCP Server BFD OSPFv2 BGP
Device Device = Multicast Group Source
POt Maae Name Ngs Count At ’ Version Count Count
Port //4/6 [A... | Devicel |Clicktoa.. 1 glGMPVZ i 500 0
4. DUT display igmp-snooping static-group, result 1 is expected
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fDUT-vlanlOBidIs'iqmp-énoaping group
Total 500 entries.

VLAN 100: Total 500 entries.
(0.0.0.0, 225.0.0.1)
Host ports (1 in total):
XGE1/0/50
(0.0.0.0, 225.0.0.2)
Host ports (1 in total):
XGE1/0/50
(0.0.0.0, 225.0.0.3)
Host ports (1 in total):
XGE1/0/50
(0.0.0.0, 225.0.0.4)
Host ports (1 in total):
XGE1/0/50
(0.0.0.0, 225.0.0.5)
Host ports (1 in total):
XGE1/0/50
(0.0.0.0, 225.0.0.6)
Host ports (1 in total):
XGE1/0/50
(0.0.0.0, 225.0.0.7)
Host ports (1 in total):
---- More ----jj

5. 5. Send the destination IP 225.0.0.1 into port A of tester, change the multicast
traffic of 1000 groups in total, check the packet of Port B of tester, result 2 is

expected
B Add ~|<J Generate Stream Block Delete Edt... [ Cop
H‘é Add Bound Stream Block(s)...
":E' Add Raw Stream Block ... fwidth Utilization (%): 100
(@) Port Based Burst Size:
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General Frame Groups RxPort Preview
Preview:
EthernetIl
'Name
Frames
= Frame

Create new Frame >

% EthernetII
Save Frame as ;
Template... - Destination MAC
Manage Frame
Templates... - Source MAC
i L EtherType (hex)
Acti i
o =} IPv4 Header
Add Header(s)..
i i - ToS/DiffServ
Link Modifiers/VFDS.
Delete IPv4 Modifier - Total length {int)

Edit IPv4Modifier - Time to live (int)

[] showAllFields [ ] Allow Invalid Packets

Value

00:00:01:00:00:01
00:10:94:00:00:02

<auto> Internet IP

tos (0x00)
<auto> calculated

255

0010 9S4 00 00 02 3 )
0020 18 94 CO S5 Details

Count: \
epes:[o |

| Seed: 0

Navigate stream|

- Protocol (int) <auto> Experimental
Others
- Source 192.85.1.2
Expand All
E+ Destination 25001
Collapse All — .
-{1Pv4 Modifier = ep
Configure IPv4 Modifier pas
Offset
(@) Start modifier on first byte () start modifier at offset 0
Type
Hex Editor -
| @ increment () Decrement (O List (O Random () shuffle [ ] Use Streams
0002 FB 55 55 55

Step: |0.0.0.1 ]

Mask: |255.255.255.255 ]

| Value: |225.0.0.1

All rights reserved
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Status

Active MName

Y

Streargoesaas

Index

ik b

Add Bound Stream Blocki(s)...

Add Raw Stream Block...

Controlled By

generator

Delete
#  Cut StreamBlock Ctrl+X
23 Copy StreamBlock Ctr+C
4 Paste Cir+V
Duplicate... Alt+U
(. i Add to Exposed Properties
Jisplaying Stream Blocks 1-1 | Tq /  Edt Tags..
User Defaults »

161 | b bo E Edit ﬁ-s > Aggregate Port L1 Tx Rate | Ch
fined Advanced Seavencing k220 Anmram=ad
Port Name (e (fps) | Generator Rate (fps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps

Port f/45.. 844,595 108,108,135 864,865,080 544,595 0
Port /f4/6... 0 0 0 g g4
[ Passed O Failed

All rights reserved
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2 Layer 2 protocol

21 STP

Test Item Name: STP
Work Hour: 30 min
Test Topology:

Tester

Test Process:

1. Onthe DUTs, set the spanning tree mode to STP and execute the STP global
mcheck command.

2. Configure DUT 1 as the root bridge.

3. View the STP status on the DUTSs. On the tester, send broadcast traffic
through Port A for 1 minute. Result 1 is expected.

4. On the tester, construct Layer 2 unicast packets and the reversed packets
(source and destination MAC addresses are swapped). Send all the packets
continuously through Port A and Port B. Result 2 is expected.

5. Remove the link between DUT 1 and DUT 2. Result 3 is expected.

6. Reconnect DUT 1 to DUT 2. Result 3 is expected.

Expect Results:

1. DUTs can calculate spanning trees correctly.

2. DUTs can recalculate spanning trees correctly in 30 seconds.
Actual Result:

1. Enable STP globally

[DUT] stp global enable

[DUT] stp mode stp
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[DUT1] stp root primary
3. Check the STP status on DUT
Display stp brief

[DUT1]dis stp br

MST ID Port
Ten—-GigabitEthernet1/0/25
Ten—-GigabitEthernet1/0/26
Ten—GigabitEthernet1/0/27

[DuUT1]

[DUT2]dis stp br

MST ID Port
Ten—-GigabitEthernet1/0/49
Ten—-GigabitEthernet1/0/50
Ten—GigabitEthernet1/0/51

[DUT2]

[DUT3]dis stp br

MST ID Port

0 Ten—GigabitEthernet1/0/24
0] Ten—GigabitEthernet1/0/39
[DUT3]

4. Send broadcast traffic on Port A

O Untitled.tce - Spirent TestCenter
Fle Edt \View Tools Acons Dagnosics Help

B Add - | Generste Stream Block

B Add Bound Stream Blockis).

B Al Traffic Analyzers
= @ AlPorts

2. Configure DUT1 as the root bridge

STP State Protection
FORWARD ING
FORWARD ING
FORWARD ING

DEH D & @ i Chassis ~ | &%, Apply =] 00063 | B Technologies.. [ Pery

ive ~ | [E] Sequencer | ) Reporter | Ty Wizards ~ 3}, Summary

3 Delete 57 Edt.. [ Copy Wizard

@ Port /[2/7 [74:85:C4F6:21:08/Ten-GigabitEthernet 1/0/27] ) Manual Based
2D
o

7 V Status | Active | Name

X Capture | = | = [streamdlodi Clickto ad...
@ Port [2/B [AC:74:09:28:3A:8A/Ten GigabitEthernet 1/0/S1]
2] settngs <

Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1

STP State Protection
FORWARD ING

FORWARD | NG

STP State Protection
FORWARD I NG
FORWARD ING

Duration Mode: | Contiuous

ControlledBy | Traffic Pattem Type Tx Port

(oo o 27
:
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General

Preview:

EthernetII

Manage Frame
Templates...
Actions

Add Header(s)..
Link Modifiers/VFDs..

Others
Expand All
Collapse All

Basic Traffic: Results 1

- Source MAC

StreamBlock Editor - Port //2/7 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/27] : StreamBlock 1 X

Frame Groups RxPort Preview

ShowAllFields [] Allow Invalid Packets

Name Value
Frames
Create new Frame > : |
-+ EthernetIl
Save Frame as
Template... Preamble (hex) fb555555555555d5

Destination MAC FF:FF:FF.FF.FF:FF
00:10:94:00:00:02

EtherType (hex) <auto> 88B5

5.  No broadcast storm occurs.

@ Untitled.tee - Spirent TestCenter o x
Fle Edt \View Jools Actions [Diagnostics Help
DEH H ¥ G 5 Chassis ~ Ap B B 00:05:16 | <, B Technologies... | [Py Perspective ~ | [E] Sequencer | 3 Reporter | Ty Wizards + [ Summary. .
Test Configuration x
|y Sprent TestCenter B Add - enerale Stream B elete (S Edt.. [ Copy Wizard
5j Testinfo
r—; All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
&3 All Mutcast Groups
B AlTraffc Generators @® Port Based Burst Size: 1 DuratonMode:  |Contiuous
S Al Stream Blods O Load per stream Block Inter Frame Gap:
B Al Traffic Analyzers erleaving )
= @ AlPorts Inter Frame Gap Unit:  bytes Advanced. .. Port Load...
@ Port /2/7 [74:85:C4:F6:21:08{Ten-GigabitEthernet 1/0/27] ) Manual Based
- — Scheduling mode araphical example
== Devices
B Traffic Generator
@ Traffic Analyzer Status | Active | Name Tags Index ControlledBy | Traffic Pattem | Type TxPort
{ Captre u _ StreamBlock 1 |Clicktoad... | 0 generator Pmﬁ‘z
) @ Port [[2/8 [AC:74:09: 28: 34:BA Ten-GigabitEthernet 1/0/51]
58] settings < >

Displaying Stream Bocks 1-1 | Total Stream Bocks: 1 | Selected 10f 1
2 x

PortName [ps) | Generator Rate (Bps) | Generator Rate (bps)

po | st s
e [

Port /218

Port Traffic and Counters > Basic Traffic Results ~ Changs Resul View = 25 [ By 1o 1

Basic Counters  Errors  Triggers  Protocols  Undersize/Oversize/Jumbo  PFC Counters  User Defined Advan < >
Generator Sig Rate (fps) | Rx Sig Rate (fps)

344,595
]

Streams > Detailed Stream Results | Change Resull View = 25 [ [}

Select Tx Ports: Al Fods ~ | Select Rx Ports: Al Ports ~  Change Counter Mode:

Basic Mode - esample
Basic Counters | Emors Basic Sequencing Advanced Sequencing _Histograms

Neme/D | TxPortName |RxPOt | Aggregated Rx| Tx Count ix Comt, Tx Rate (bps)

Names | PortCount | (Frames) {Frames)
s dad Streambioc_ | Port [f2{7 [7 | Port J{2/8 267,000,108 864,869,648
> | < >

[DUT1]d ¢ r i i

Usage: Bandwidth utilization in percentage

Total (pps)
0

Interface
XGE1/0/25
XGE1/0/26
XGE1/0/27

DUT1ld c r o i

Interface
XGE1/0/25
XGE1/0/26
XGE1/0/27

All rights reserved

Usage (%

h) Broadcast (pps) Multicast (pps)
0

0 0

10 844575

More than 14 digits.

Usage: Bandwidth utilization in percentage
Usage (%)

Total (pps) Broadcast (pps) Multicast (pps)
10 844575
10 844575

0 0

More than 14 digits.
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6. Send bi-direction unicast traffic

7. Traffic is forwarding normally, and no traffic loss occurs

© Untitled.tcc - Spirent TestCenter = o
Be Edt Vew Tools Acions [Dagnostics Help
D& B % G2 @ Gahess - || 3 Al B L 000004 | il Technologes... | [P Perspective ~ | [TE) Sequencer | &) Repoter | Ty Wizards ~ |3, Summary. -
Test Configuration X
€3 Al Multicast Groups A Bradd - " et B Copy Wizard 1
B At Traffic Generators
G Al Stream Blocks Scheduing Mode Bandwidth Utilization (%): 10
P A Traffic Analyzers o =
& vt @ Port Based Burst Size: 1 DuratonMode:  Continuous
@ Port /[2/7 [74:85:C4:F6:21:08/Ten-GgabitEthernet 1/0/27] O Load per Straem Block Inter Frame Gap:
== Devices
B Traffic Generator Inter Frame Gap Unit: t Advanced.. PortLoad...
B Traffic Analyzer (O Manual Based
{ Captre
@ Port //2/8 [AC:74:09:28:3A:8A /Ten-GigabitE thernet 1/0/51]
o Deikces Satus | Active | Name Tags Index ControlledBy | Traffic Pattern TxPort
B Traffic Generator ) & | streamslock 2 Clicktoad .. | 0 generstor | Pair Port Port (/2/8
B Traffic Analyzer
{ Captre < >
G4 Settngs v Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Basic Traffic Results 1 2 x
Port Traffic and Counters > Basic Traffic Results = Change Resut View ~ 15 [} Streams > Detailed Stream Results = Change Result View ~ 5] [}
Select Tx Pots:  All Podts - | Select R Pots: Al Pods ~ Change Counter Mode
Basic Counters  Erors Triggers  Protocols Undersize/OversizelJumbo PFC Counters User Defined Advan « > || Basic Mode
Advanced Sequencing  Hi <
PortName ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) enced Sequencied [N
e Rx Port Dropped Count Dropped
Port //2/7. | 108, 844594 844595 NAsID,| JTXPORNANG. | oorce (Frames) Percent
Port //2/8 108,105,089 844,595 549,594 Sreambioc . | Port ) 0.000
Sreamsloc. Port [[2/8 | 0.000
< > ||| < >

Basic Traffic Results 1

Appled 0 object changeis)to the hardware Fy

8. Remove the link between DUT 1 and DUT 2 and traffic can recover within
30s

[DUT1-Ten-GigabitEthernet1/0/25]shu

%Jan 28 10:26:57:762 2021 DUT1 STP/6/STP_NOTIFIED_TC: Instance 0's port Ten—GigabitEthernet1/0/2
6 was notified a topology change

%Jan 28 10:26:57:777 2021 DUT1 IFNET/3/PHY_UPDOWN: Physical state on the interface Ten—GigabitEt

hernet1/0/25 changed to down

%Jan 28 10:26:57:868 2021 DUT1 IFNET/5/LINK_UPDOWN: Line protocol state on the interface Ten—Gig
abitEthernet1/0/25 changed to down

[DUT1-Ten—GigabitEthernet1/0/25]

Basic Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results = Change Result View ~ %j ﬂ, 10of 1

Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < >

Port Name 'ps) Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps)  Rx Sig Rate (fps)

Port f/2/7.. | | 108,108,114 864,864,912 844,595 844,595

Port //2/8... 108,108,085 864,864,680 844,595 844,594

9. Reconnect DUT 1 to DUT 2 and traffic can recover within 30s

[DUT1-Ten-GigabitEthernet1/0/25]und shu
[DUT1-Ten-GigabitEthernet1/0/25]%Jan 28 10:47:39:157 2021 DUT1 IFNET/3/PHY_UPDOWN: Physical stat
e on the interface Ten—GigabitEthernet1/0/25 changed to up

%Jan 28 10:47:39:161 2021 DUT1 IFNET/5/LINK_UPDOWN: Line protocol state on the interface Ten—Gig
abitEthernet1/0/25 changed to up
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Basic Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Result View ~ EE ﬂ, 10f 1
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2>
Port Name 'ps) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)
Port f/2/7.. | | 108,108,114 864,864,912 §94,595 844,505
Port //2/8... 108,108,085 864,864,680 844,595 844,594
< >
[ Passed O Failed

Test Item Name: RSTP

Work Hour: 40 min

Test Topology:

Tester

Test Process:

1. Onthe DUTs, set the spanning tree mode to RSTP

2. Configure DUT 1 as the root bridge.

3. View the RSTP status on the DUTSs. On the tester, send broadcast traffic
through Port A for 1 minute. Result 1 is expected.

4. On the tester, construct Layer 2 unicast packets and the reversed packets
(source and destination MAC addresses are swapped). Send all the packets
continuously through Port A and Port B. Result 2 is expected.

5. Configure Port 4 of DUT 1 and Port 5 of DUT 2 as edge ports.
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Remove the link between DUT 1 and DUT 2. Result 3 is expected.
Reconnect DUT 1 to DUT 2. Result 3 is expected.

Modify the spanning tree parameters of the DUTSs and verify whether the

© N o

DUTSs can recalculate spanning trees based on the modifications. Result 3 is

expected.

Expect Results:
1. DUTs can calculate spanning trees correctly.

2. DUTs can recalculate spanning trees correctly within 2s.

Actual Results:
1. Set STP mode to RSTP on DUT
[DUT] stp global enable
[DUT] stp mode rstp
2. Configure DUT1 as root bridge
[DUT1] stp root primary
3. Check the STP status on DUT
Display stp brief
[DUT1]dis stp br
MST ID  Port STP State Protection
Ten—GigabitEthernet1/0/25 FORWARD ING

Ten—-GigabitEthernet1/0/26 FORWARD ING
Ten—GigabitEthernet1/0/27 FORWARD ING

stp br
Port STP State Protection

Ten—GigabitEthernet1/0/49
Ten—GigabitEthernet1/0/50 FORWARD NG
Ten—GigabitEthernet1/0/51 FORWARD ING

[DUT3]dis stp br

MST ID  Port STP State Protection
0 Ten—GigabitEthernet1/0/24 FORWARD ING

0 Ten—GigabitEthernet1,/0/39 FORWARDING

4. Send broadcast traffic and no broadcast storm occurs.

& Untitled tec - Spirent TestCenter =) x
Fle Edt Mew Toos Actons Diagnostics Help
DS W B 4G 2 Chesss - || (3 Aooly B B 00623 | G B Technologies... | [P Perspective ~ | ) Seauencer | i) Repoter | T Wazands ~ [, Summary...

Burst Size: 1

Inter Frame Gap:

< Al Traffic Anaiyzers Advanced Interleaving
5 @ AlPorts Inter Frame Gap Unit:  bytes Advanced... Port Load. ..

@ ot/
ale

74:85:C4:76: 21:08/Ten-GgabitE thernet 1/0/27] ) Manual Based

3 Status | Active | Name Tags Index ControlledBy | TrafficPattem | Type TxPart
< ., StreamBlock 1 dlicktoad... | generator | pair Port Port /217
# @ Port //2/8 [AC:74:09: 28:3A:BA/Ten-GigabitEthemet 1/0/5 1]

58l settings < "
Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
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General

Preview:
EthernetII

Frames

Create new Frame >

Save Frame as
Template...

Manage Frame
Templates...

Actions

Add Header(s)..

Others
Expand All
Collapse All

5 Al Multicast Groups

B Al Traffc Generators

) Al Stream Blods

B Al Traffic Analyzers
= @ Alports

= Devices
B Traffic Generator

@ Port [[2/7 [74:85:C4F6:21:08 Ten-GigabitEthernet 110/27]

Frame Groups RxPort Preview

Name

= Frame
* Ethernetll
Preamble (hex)

Destination MAC

- Source MAC

EtherType (hex)

Link Modifiers/VFDs..

Scheduing Mode

) Port Based
O Load per Stream Block

O Manual Based

StreamBlock Editor - Port //2/7 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/27] : StreamBlock 1

@ Untitled.tcc - Spirent TestCenter o X
Fle Edt \iew TJools Actions [Diagnostics Help
DEH H ¥ 3 Chassis ~ A B B 00:05:16 | <, B Technologies... | [P Perspective ~ | [E] Sequencer | 3 Reporter | Ty Wizards + 3 Summary. .
Test Configuration S
| Sprent TestCenter B Add - enerate Stream B elete (B Edt... [ Copy Wizard
5 Testinfo
= All Devices (Hosts, Routers, ...) Bandwidth Utilization (%): 10

ShowAllFields [] Allow Invalid Packets

Value

fb555555555555d5
FF:FF:FF:FF:FF:FF
00:10:94:00:00:02
<auto> 8885

Burst Size: 1 DuratonMode: | Contuous
Inter Frame Gap:
Inter Frame Gap Unit: | bytes Advanced... PortLoad...

Scheduling mede araghical example

Basic Counters  Errors  Triggers  Protocols  Undersize/Oversize/Jumbo  PFC Counters  User Defined  Adv

Port Name |ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate

2 Traffc Aralyzer Status | Active | Name Tags Index ControlledBy | Traffic Pattem | Type TuPort
X Capture b < | ™ [streamslock 1 |Clickto ad... | 0 generator | Port /127
) @ Port [[2/8 [AC:74:09:28: JA:BA Ten-GigabitEthernet 1/0/51]
[ settings < >
Disglaying Stream Blocks 1-1 | Total Stream Bocks: 1 | Selected 10f 1
Basic Traffic:Results 1 2 x
Port Traffic and Counters > Basic Traffic Results = Changs Result View ~ 9 | [} lef 1 Streams > Detailed Stream Results  Change Result View = 25 [

Select Tx Ports: Al Fos ~ | Select Fx Ports: Al Pots ~  Change Counter Mode:

an < > || Basic Mode > esample

(ps) ||| Besic Covnters | Emors Basic Sequencing Advanced Sequencing _ Histograms

= RxPort | Aggregated Rx | Tx Count Rx Count oy
Por 2. | | 108108098 | 354954294 594535 Mame/D  Teporthame ol |23 | (rames) (Fromes) | XRate (o)
Fort /[2/8. ¢ ¢ ¢ 844,554 Streambioc | Port [[2{7 [7_. | Port Jj2/8 267,000,109 864,864,648
< > | < >

Display counter rate inbound interface

[DUT1]d ¢ r i i

Usage: Bandwidth utilization in percentage

(pps)
0

Interface Usage (%) Total
XGE1/0/25 0
XGE1/0/26 0 0

XGE1/0/27 10 844575

More than 14 digits.
[DUT1]d ¢ r o i
Usage: Bandwidth utilization in percentage
Interface Usage (%) Total (pps)
10 844575
10 844575
0 0

More than 14 digits.

Broadcast (pps) Multicast (pps)

Broadcast (pps) Multicast (pps)
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5.  Send bi-direction unicast traffic and no traffic loss occurs.

& Untitled.tcc - Spirent TestCenter

Fle Edt Mew Tools Actons Diagnostics Help
D& B ¥ G @Chasss ~ || Ehopy | B & B B B 000623 | & G [l Technologes... | Pempective ~ | [15) Sequencer | (=) Reponer | Toy Wizands + |3, Summary
Test Configurstion
=y sprent TestCenter

) Generate Stream Block 3 Delete 57 Edt... [ Copy Wizard )
G TestInfo

= All Devices (Hosts, Routers, ...) dth Utilization (%): 10
&3 AllMulbcast Groups.

B Al Troffc Generators Burst Size: [t Durstion Mode: | Continuous

&5 Al Stream Blocks O Load par Stream Block Inter Frame Gap: 12

Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1

T Port

< Al Traffic Anaiyzers Advanced Interleaving
5 @ AlPorts . - Inter Frame Gap Unit:  bytes Advanced... PortLoad...

S @ Port [[27 [74:85:C4:F6:21:08/Ten-GgabitE thernet
12 frence i O Manual Based e Scheduling mede araphical eemole
Traffic Analyzer Status | Active | Neme Tags Index ControlledBy | Traffic Pattem | Type

& Capture
@ Port [[2/8 [AC:74:09:28:3A8A Ten-GigabitEthemet 10/51]
8] settings <

StreamBlock Editor - Port //2/7 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/27] : StreamBlock 1

General Frame Groups RxPort Preview

General Frame Groups RxPort Preview

Preview:

Ethernetll

Preview:
[ showallFields [ Allow Invalid Packets
Name Value
Frames
Create new Frame > T
Save Frame as &H El:hernetlI
Template... - Preamble (hex) fb555555555555d5
Manage Frame —_—
Templates... tination MAC 00:00:01:00:00:01 |
i} source MAC 00:10:94:00:00:02
Actions T
i.. EtherType (hex) <auto> 8385
Add Header(s)..
StreamBlock Editor - Port //2/8 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/51] : StreamBlock 2 X

[ showallFields [] Allow Invalid Packets

Name

= Frame

Save Frame as i [k
Template... .. Preamble (hex)

Frames

Create new Frame >

fb555555555555d5

Value

T - Destination MAC

00:10:94:00:00:02
00:00:01:00:00:01

Templates...
- Source MAC
Actions T = —
- EtherType (hex)
Add Header(s)...
Link Modifiers/VFDs...

" <auto> 8885
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@ Untitled.tec - Spirent TestCenter

Fle Edt Mew Toos Actions Diagnostics Helbp

DE B % G m cachess - || 5 Aol B 000130 | [ Technologies... | [ Perspective - | 3] Sequencer | (5] Reporter | Ty Wizards + |3, Summary
Test Configuration
44, All Multcast Groups “ @ Add + J Generate Stream Block ¢ Delete [5 Ede

B Al Traffic Generators
3 Al stream Blocks

Scheduling Mode Bandwidth Utilization (%): 10
<J Al Traffic Analyzers

5 @ Alpets @ Port Based Burst size: 1 DwatonMode:  [Continuous v
S @ Port [j2/7 [74:85:C4:F6:21:08/Ten-GigabitEthernet 1/0/27] (O Load per Stream Block Inter Frame Gap: 12

= Devices Advanced Interleaving
B Traffic Generator Inter Frame Gap Unit: [N Advanced... PortLoad...
J Traffic Analyzer

(O Manual Based Schedue...
‘Stheduling mode araphical example
 capure Scheduling mode araphical example
= @ Port [[2/8 [AC:74:05:28:3A:8ATen GigabitE themet 1/0/51]
= Devices Status | Adve | Name Index ControlledBy | TrafficPattem  Type

B Traffic Generator

StreamBlock 2
B Traffic Analyzer

= generator | Pair

6. Remove the link between DUT1 and DUT2

7. Traffic is interrupted within 2 seconds, and the DUTSs can recalculate
spanning trees.

& Untitled.tee - Spirent TestCenter
fle Edt Mew Tools Actions Dagnostics Hep

DEFH G 8 Chassis ~ ooy | BB L 000052 | G il Technologes .. [Py Pemspective - | [IE] Sequencer | (5) Reporter | Ty Wizards ~ |3, Summary.
Test Configuration
(& Sorent TestCenter A ¥ Bresk Lk 5 Restore Link
5 TestInfo

10Gig Genersl 10Gig Advanced PFC Measurement DHCP IGMPMLD  Location

All Devices (Hosts, Routers, ...)
4§ Al Multicast Groups

B A Traffic Generators. (@ Ethernet
5 Al Stream Blocks

& Capture < >
5 settings v Displayng Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Basic Traffic:Results 1 T
iPort Traffic and Counters > Basic Traffic Results | Change Resuk View ~ 23] [ || 11 | ||Streams > Detailed Stream Results | Change Resut View ~ 15 [ B NIEEEE
[’ Selsct Tx Ports: Al Posts v | Select Rx Ports: Al Ports = Change Counter Mode:
Basic Counters Errors Triggers Protocols  Undersize/OversizelJumbo PFC Counters  User Defined Advan < > || Basic Mode - £ Resample
m—— os) Genecstarats (pe)] Basic Counters | Ermors  Basic Sequencing Advanced Sequencing  Histograms
RxPort | Aggregated Rx| Tx Count Rx Count
/7. Name/ID | TxPortName |p.mec | portCount | (Frames) (Frames) jaia=ibag)
Port //2/8 108,108,123 864,864,98¢ StreamBloc... | Port [[2[7 [7... |Port [[2/8...| 1 .00
Streambloc... Port (218 [A... |Port /j27... 1 76,421,324 76,481,501 864,864,936
< > < >

Link Status *

RxPort | TxCount Rx Count

Name/D | TxPortName |povos | (Frames) {Frames)

Port //2/8. 108,108,078 864,864,624 544,594 844554 StreamBloc

SRreambioc.. | Port J[2f8 [A... Port j[2/7..| #4492838 43,668,879

06

Ethemet Made
B Al Traffic Analyzers
@ AlPorts @ 10G LAN
1GbE
S @ Port[[2/7 [P485:C4F6:21:08/ Ten-GgabiEthemet1/0/27] O 106 wan
= Devices 10GBASE-T 1 E
B Traffic Generator
B Traffic Analyzer .
< Capture o
= @ Port /28 [AC:74:0%:25: 3A:8ATen GgabitEthemet 1/0/51]
= Devices
B Traffic Generator ¥ v
Basic Traffic-Results 1 2 x
Port Traffic and Counters > Basic Traffic Results | Change Resu View = ¥ & Streams > Detailed Stream Results = Change Resut View = 5] 10 [ § [ 1ot
[ Select T Pods: Al Pots ~ | Select Rx Pors: Al Pors ~  Change Courter Mode
Basic Counters Errors Triggers Protocols Undersize/Oversizelumbo  PFC Counters  User Defined  Advan < > || Basic Mode - ple
PortName [ps) | Generator Rate (Bps) | Generator Rate (bps) [|Generator Sig Rate (fps) | RxSig Rate (fps) [ --ovanced Sequencing | Histograms @

Dropped Count
(Frames)

135,045

Dropped
Percent

135506/844594=0.158 s

[ Passed O Failed

2.3 MSTP

Test Item Name: MSTP

Work Hour: 50 min

Test Topology:

. All rights reserved
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DUT3

Test Process:

1. Onthe DUTs, create VLAN 2, configure the ports that interconnect the DUTs
as trunk ports, and configure the ports to permit packets of all VLANS.

2. Onthe DUTs, configure an MSTP region, and map VLAN 1 and VLAN 2 to
MSTI 1 and MSTI 2, respectively.
Configure Port 4 of DUT 1 and Port 5 of DUT 2 as edge ports.

4. Configure DUT 1 as the root bridge of MSTI 0 and MSTI 1, and configure
DUT 3 as the root bridge of MSTI 2.

5. On the tester, send broadcast traffic of VLAN 1 continuously through Port A,
and send broadcast traffic of VLAN 2 continuously through Port B. Result 1
IS expected.

6. Remove the link between DUT 1 and DUT 2. Result 2 is expected.

7. Reconnect DUT 1 to DUT 2. Result 2 is expected.

8. Remove the link between DUT 1 and DUT 3. Result 3 is expected.

9. Reconnect DUT 1 to DUT 3. Result 3 is expected.

Expect Results:

1. Port A and Port B of the tester send and receive traffic correctly.

2. On Port B, incoming traffic is interrupted for fewer than 2 seconds. No traffic
interruption occurs on Port A.

3. On Port A, incoming traffic is interrupted for fewer than 2 seconds. No traffic

interruption occurs on Port B.
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Actual Result:

1. Onthe DUTs, create VLAN 2, configure the ports that interconnect the DUTs
as trunk ports, and configure the ports to permit packets of all VLANS.

#

vlan 2

#

interface Ten-GigabitEthernet1/0/xx

port link-mode bridge

port link-type trunk

port trunk permit vlan all

#

2. Onthe DUTs, configure an MSTP region, and map VLAN 1 and VLAN 2 to

MSTI 1 and MSTI 2, respectively.

[DUT] stp region-configuration

[DUT-mst-region] instance 1 vlan 1

[DUT-mst-region] instance 2 vlan 2

[DUT-mst-region] region-name H3C

[DUT-mst-region] active region-configuration

3. Configure Port 4 of DUT 1 and Port 5 of DUT 2 as edge ports.
#

interface Ten-GigabitEthernet1/0/27

port link-mode bridge

port link-type trunk

port trunk permit vlan all

stp edged-port
#

4. Configure DUT 1 as the root bridge of MSTI 0 and MSTI 1, and configure

DUT 3 as the root bridge of MSTI 2.
[DUT1]stp instance 0 root primary
[DUT1]stp instance 1 root primary

[DUT3]stp instance 2 root primary
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5. Send broadcast traffic of VLAN 1 continuously through Port A, and send

broadcast traffic of VLAN 2 continuously through Port B
StreamBlock Editor - Port //2/7 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/27] : StreamBlock 1 *

General Frame Groups RxPort Preview

Preview:
[ showAllFields [] Allow Invalid Packets
| Name Value
Frames
(= Frame
Create new Frame > ;
[ EthernetIl

Save Frame as

Template... - Preamble (hex) fb555555555555d5
Manage Frame : P —
Templates... Destination MAC FF:FF:FF:FF:FF:FF

- Source MAC 00:10:94:00:00:02
Actions
= Vlans
Add Header(s).. I
= Vian
Link Modifiers/VfDs. :
i~ Type (hex) 8100
Others -~ Priority (bits) 000
Collapse Al i | 1D (int) 1
EtherType (hex) <auto> 88B5
StreamBlock Editor - Port //2/8 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/51] : StreamBlock 2 X

General Frame Groups RxPort Preview

Preview:
[ showAllFields [] AllowInvalid Packets
. Name Value
Frames
= Frame
Create new Frame > ;
[~ Ethernetll
Save Frame as
Template... - Preamble (hex) fb555555555555d5
Manage Frame . “EE«FEFEEF»
Templates... Destination MAC FF:FF:FF:FF:FF:FF
Source MAC 00:00:01:00:00:01
Actions
=} Vians
Add Header(s)..
[=)- Vian
Link Modifiers/VFDs.. :
i Type (hex) 8100
Others « Priority (bits) 000
Collapseall D (int) 2
EtherType (hex) <auto> 88B5
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& Untitled.tcc - Spirent TestCenter
He Edt \ew

6. Port A and Port B of the tester send and receive traffic correctly.

Jools Actions [Diagnostics  Help
DEFH B XS GaChassis ~ reoty | 8 B} B 000005 | G

Test Configuration
& All Multicast Groups A BN Add + ) Generate Stream B D
B 1 Traffic Generators

[P Perspective - | [[E) Sequencer | (3] Reporter | T Wizards + |3, Summary.

> ||| <

7. Remove and reconnect the link between DUT1 and DUT2

8. On Port B, incoming traffic is interrupted within 2 seconds. No traffic
interruption occurs on Port A.

& Untitled tcc - Spirent TestCenter

Fle Edt Vew Tools Acbons Disgnostics Help
DB % G0 s - || gy | & B
Test Configuration

&5 Al Multicast Groups

B w0 Traffic Generators
5 Al Stream Blocks

B w00z | il Technologies... | [Py Perspective « | [fE] Sequencer | (5} Reporter | B, Wizards + |2}, Summary.

~ BN Add + ) Generate Stream Block 3¢ Delete [ Ede... [ Copy Wizand

Scheduing Mode
Al Trafhc Anslyzers

Bandwidth Utilization (%): 10
5 @ Alorts @ Port Based Burst Size: 1 DuatonMode:  |Conbrwous v
=@ Port /{2/7 [74:85:C4:F6:21:08 Ten-GigabitEthemet 1/0/27] O Load per Stream Block Inter Frame Gap:
= Devices Advanced Intedeaving
B Traffic Generator Inter Frame Gap Unit: | byles Advanced... PortLoad...
Traffic Analyzer C S
? o O Manual Based Scheduie... ‘Scheduling mode graphical examol
@ Port //2/8 [AC: 74:09:28:3A:BA/Ten-GigabitEthernet 1/0/51]
= Devices Status Active Name Tags Index ControlledBy | Traffic Pattern Type
B Traffic Generator . % |StreamBlock 2
F Traffic Analyzer
X Capture <
55 settngs v Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selecied 1of 1
Basic Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results = Change Resul View + 53]

[ 101

Streams > Detailed Stream Results ~ Change Resut View - £ [ [}y
Select Tx Ports:  All Ports

Basic Mode hd

0 - | Select RxPots: Al Pods
Basic Counters  Errors Triggers  Prolocols Undersize/OversizelJumbo  PFC Counters  User Defined  Advan < >

i
PortName [ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (Fps) | RxSig Rate (fps) | || A9vanced Seauencing _Histograms

1 054 864,864,672

. Name/iD | TcPortame |RXPot | TxCount Rx Count
Port //2/8 105,108,119

72 Mames  (Frames) (Frames)
864,864,952 844554 e

844,555

Dropped Count
(Frames)

Port J[2/7. 174,597,414

173,853,756

a elete  rEat. [ Copy Wizard
5 Al Stream Blocks Scheduling Mode Bandwidth Utilization (%): 10
A Traffic Analyzers @ Port Based
5 @ AlPorts ort Base: Burst Sire: B DuratonMode: | Conbruous v
@ Port /2/7 [74:85:C4:F6: 21:08/Ten-GigabitE thernet 1/0/27] (O Load per Stream Block Inter Frame Gap: 12

= Devices Advanced Interleaving

B Traffic Generator Inter Frame Gap Unit: | bytes. Advanced... PartLoad...

) Traffic Analyzer (O Manual Based Schedule... scheduling mode graphical examole

00 mode graphi m
¥ Capture
@ Port [/2/8 [AC:74:09:28:34:BA Ten-GigabitEthernet 1/0/5 1]

= Devices Status | Adtive | Name Tags Index ControlledBy | TrafficPattern | Type TxFort

[ Traffic Generator . % |Sreamblock 2

F Traffic Analyzer

¥ Capture < N

5 settnos v Displayng Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Basic Traffic:Results 1 B ox
Port Traffic and Counters > Basic Traffic Results  Change Resull View = 1] B 4 161 Streams > Detailed Stream Results  Change Result View +  £5] [ K L b
7] Select Tx Ports: Al Ports * | Select Rx Pots:  All Ports * - Change Counter Mode:
Basic Counters Emors Triggers Protocols Undersize/OversizelJumbo PFC Counters User Defined  Advan < > || Basic Mode - FResampie
PortName [ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) (|| Av2nced Seavencing _ Histograms ‘
RxPort | TuCount Rx Count Dropped Count Drapped
4 844,505 Nome/ID | TxPortName |pocec | (Frames) (Frames) (Frames) Percent
Port /j2/8. 108,108,111 864,864,888 s44.505 §44.594 Sreambioc... |Port J{2/7 [7... |Po , ; ”
Streaméloc . Port [j2/8 [A..  Port [j2/7 . 3,960, 4,053,399 [ 2.000

<

Dropps
Percent

6151/844594=0.00728 s

9. Remove and reconnect the link between DUT1 and DUT3

10. On Port A, incoming traffic is interrupted within 2 seconds.

No traffic
interruption occurs on Port B.
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& Untitled tec - Spirent TestCenter

Fle Edt \Mew Jools Actions [Diagnostics Hep
D& B % G2 0 cmChesss - || Aol =]
Test Configuration x
45 Al Mutcast Groups ~ Bradd - enerate Stream Block elete [GF Ede... [ Copy Wizand
B A Traffic Generators
) All Stream Blocks Scheduling Mode. Bandwidth Utilization (%): 10
B Al Traffic Anayzers
= @ AlPorts

B 000555 | B Technologes... | [Py Perspective + [1E) Sequencer | (3] Reporter | Ty Wizands + |, Summary

@ Port Based Burst Size: 1 Duration Mode:

Contuous
@ Port [[2/7 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/27] O Load per Stream Block Inter Frame Gap:
= Devices Advanced Interleaving
[ Traffic Generator Inter Frame Gap Unit: (S Advanced... PortLoad...
) Traffic Analyzer O Manual Based
‘;‘ Capture - heduling m: raphi mple
= @ Port [[2/8 [AC:74:09:28:3A:BATen-GigabitEthernet 1/0/51]
= Devices
B Traffic Generator
B Traffic Analyzer
¥ Captre
58 settings v Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1 of 1
Basic Traffic:Results 1

Status | Active | Name Tags Index ControlledBy | Traffic Pattem

Type Tx Port

Port Traffic and Counters > Basic Traffic Results | Change Resut View =

3

Streams > Detailed Stream Results | Change Resut View - 25 [ Bl
Select Tx Pots: Al Ports =  Select Rx Pots: Al Ports

Basic Counters Errors  Triggers  Profocols Undersize/OversizelJumbo PFC Counters User Defined Advan < > || Basic Mode

Port Name [ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps)

Advanced Sequencing  Histograms N
864,865,008

RxPort | TxCount Rx Count Dropped Count Dropp
Name/ID | TxPortName | pnumec | (Frames) (Frames) (Frames) | Pescent
Port J/2/8. 108,105,096 864,864,768 844595 504 StreamBloc... |Port [[2(7 [74:... |Port [j2/8...| 299,720,381 299.252,550 0.000
Streambloc... | Port /2(8 [AC:.. | Port [/2/7...| 288,619,941 298,855,944 5,940 0.002
< > |lf < >

8940/844595=0.01058 s

O Passed | O Failed

2.4 VLAN specification

Test Item Name: VLAN Specification
Work Hour: 30 min

Test Topology:

Port 1 A

DUT

Tester
Port 2 B

Test Process:

1. Create 4094 VLANs on DUT

Configure Port 1 and Port 2 as trunk Ports and configure them to permit all
VLANS

The Tester Port A sends 4094 L2 broadcast packets in burst mode. The VLAN

tag of the sent message range from 1 to 4094. The packet is received and
captured on Port B. The expected result is 1.
Expect Results:
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1. Tester Port B can receive 4,094 L2 broadcast messages from Port A

Actual Result:

1. Create 4094 VLANs on DUT
[DUT]vlan all

Please wait...........Done.

[ouT]li

2. Configure ports as trunk mode and permit all VLANS to pass

#

interface GigabitEthernet1/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan all

#

interface GigabitEthernet1/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan all

#

4, Create raw stream on TC1:
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Untitled.tcc -
File Edit View Tools Actions Diagnostics Help
DEHES ¥ 2R |G Chassis - || 3 Apply & & B BB B 00:00:00 | G B Technologies..
Test Configuration
=% Spirent TestCenter B Add ~ & Generate Stream Block % Delete |7 Edit Copy Wizard..
----- i Test Info
----- == Al Devices (Hosts, Routers, ...} ] o
..... B Al Traffic Generators Sc_heduﬁng Mode Bandwidth Utilization (10 :
----- o Al Stream Blocks (@) Port Based Burst Size: 1
----- All Traffic Analyzers @)
E—J? All Ports lyz () Load per Stream Block ¥ | | Inter Frame Gap: [12
: oo Advanced Interleaving oL
=@ Port //1/5 [FC:60:9B:96:A¢ Group ID wil be set in the stream black grid, tame Gap Ur bytes v
= Devices I
- B Traffic Generator () Manual Based Schedule...
=8 Traffic Analyzer
& Capture Status Active Name Tags Index Controlled By
- @ Port //1/6 [FC:60:9B:96:A¢
= Devices
- B Traffic Generator i
-8 Traffic Analyzer B* Add Bound Stream Block(s). .
& Capture [4= Add Raw Stream Black |
=@ Port //1/7 [FC:60:9B:96:A¢ % Delete
= Devices
- [ Traffic Generator % Cut Ctrl+X
=8l Traffic Analyzer 53 Copy Ctri+C
62 Capture 4 Paste Ctri+V
----- Settings
Duplicate. .. Alt+U
Add to Exposed Properties
Edit Tags...
I lear Mafanlte 3

5. Add vlan tags to the traffic
5 [FC:60:9B:96:A4:CC/GigabitEthernetl/0/1] :Strea...u

StreamBlock Editor - Port

General | Frame | Groups | Rx Port | Preview |

6. Change the vlan modifier:

|
Previe
‘ Ethemetll By O show Al [ Allow Invald
Frames Hame Value
Create new Frame = F:re:lme
> £+iEthernetll
Save Frame as . Destination MAC Add Header(s)...
Template... - Source MAC Link Modifiers/VFDs...
:1:;1?:»[;??”9 | EtherType (hex Insert VN Tags
(= IPv4 Header Insert Vlans
Actions - TaS/DiffServ Delete Ethernetll
Add Header(s)... - Tatal length (int) <aguto> calculated
Ir:';gziﬁerENFDs... - Time to live (int) 255
Insert VN Tags - Protocol (int) <auto> Experimental
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StreamBlock Editor - Port

5 [FC:60:9B:96:A4:CC/GigabitEthernetl/0/1] : Strea...

Configure Modifier

Offset
(@) Start modifier on first byte () Start modifier at offset

Type

(@ Increment() Decrement(_) List (") Random(") Shuffle [ | Use Stream:

Details
Count: 4094

Repeat: )

Seed: |0

| | General | Frame | Groups | Rx Port | Preview|
Previe _
EthemetIl |[Biatg O Show Al [ Allow Invald
Frames B Value il
Create new Frame = F:rame
= =+ EthernetIl
Save Frame as - Destination MAC 00:00:01:00:00:01
Template... - Source MAC 00:10:94:00:00:02
Manage Frame
Templates... =) \:r'lans
=+ Vian
Actions Type (hex) 8100 =
Add Header(s)... Priority (bits) 0oo
Link . CFI (bit) 0
Modifiers/VFDs... P —— |
. 1D (int)
Insert Modifier... Add Header{s}...
-~ EtherType (hex) . ]
Others = 1Pv4 Header Link Modifiers/VFDs...
Expand All - ToS/DiffServ Insert Modifier...
Collapse All - Total length (int) <auto> calculated L

Step: 1

Mask: 4095

Value: 1

Tip: Enter a start-value from which to begin the sequence.

ok || cancel ]
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StreamBlock Editor - Po :CC/GigabitEthernetl/0/1] : Strea...

General | Frame | Groups | Rx Port | Preview|

Previe

ethernett B [] Show All [] Allow Invalid

Hame Value

Create new Frame = \.:r'lans

= =+ Vian

Save Frame as Type (hex)

Template... - Priority (bits) 000

- CFI (bit) 0

= (i)
Modifier Count=4094;Step=1

Add Header(s)... - EtherType (hex) <auto> Internet IP

Link £ IPv4 Header

Modifiers/VFDs... o
Insert Modifier... - ToS/DiffServ tos (0x00)

Frames

Manage Frame
Templates...

Actions

- Total length (int) <auto> calculated
Others - Time to live (int) 255

Expand All - Protocol (int) <auto> Experimental
Collapse All - Source 192.85.1.2

- Destination 192.0.0.1

- Header Options
- Gateway 192.85.1.1

Hex Editor

0000 55 353 55 33 55 55 55 D53 00 00 01 00 00 01 0O 10
0010 94 00 00 02 81 OO0 OO 01 OB 00 45 00 00 14 00 00
0020 00 00 FF FD 39 894 C0O 55 01 02 c0 00 00 01

4 111

7. Change the duration mode to burst:

File Edit View Tools Actions Diagnostics Help
DEH B & G % = Chassis ~ Syapply |6 & E BB L 000000 |5 0 [ Technologies | [Py Perspective - |[E Sequencer

Test Configuration

=[5 Spirent TestCenter B~ Add - "8 Generate Stream Block ¢ Delete Edit... Copy Wizard...
- [ Test Info
--z= Al Devices (Hosts, Routers, ...,
B Al Traffic Generators Sc_heduﬂng Mode Bandwidth Utilization (10 :
= All Stream Blocks (@) Port Based Burst Size: 1 Duration Mode: jontinuous ¥
All Traffic A "
i ‘g A P(r)a”s nalyzers (") Load per Stream Block ~ | | Inter Frame Gap: Continuous
- -G0"9B-9E" Advanced Interleaving L
E‘ @ Port //1/5 [FC:60:9B:96:A¢ Group 10 will be set in the stream block grid. rame Gap Ur bytes -
. = Devices |
- B Traffic Generator () Manual Based Schedule... |
<8l Traffic Analyzer
« Capture Status Active Name Tags Index Controlled By | Traffic Pattern Type Tx Pol

L@ Port //1/6 [FC:60:9B:96:A¢

e I I N e A

- [ Traffic Generator

8. Change the burst size to 4094
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. Untitled.tcc -

File Edit View Tools Actions Diagnostics Help
D EH B ¥ E 2 @Chassis - || &yApply | & B EL B FL 00:00:00 |55 % [B Technologies... [ Perspective + [ Sequencer

Test Configuration

5| Spirent TestCenter B Add - 8 Generate Stream Block 3 Delete Edit... Copy Wizard...
-4 Test Info
= Al Devices (Hosts, Routers, ...) ) o
- [B Al Traffic Generators Sc_heduﬁng Mode Bandwidth Utilization (10 :
-5 Al Stream Blocks Qo Burst Size: 4094 Duration Mode: jyrsts -
-~ Al Traffic Analyzers ®
i ? All Ports fyz " Load per Stream Block ¥ | | Inter Frame Gap: 12 Burst(s): 1
B [P Advanced Interleaving o
=@ Port //1/5 [FC:60:98:96:A¢ Group 1D will be set in the stream block grid. rame Gap Ur[bytﬁ '] [Advamed--- ] [ Port Load... ]

== Devices .
B Traffic Generator () Manual Based Schedule... ‘

«J Traffic Analyzer

-« Capture Status Active MName Tags Index Controlled By  Traffic Pattern Type Tx Por
@ Port //1/6 [FC:60:9B:96:A¢

o) T S i to- 0 gereor—rar o ot

- B Traffic Generator
‘ﬂ Traffic Analyzer

et

9. Start the traffic
"' Untitled.tcc - S nte
File Edit View Tools Actions Diagnostics Help
O E B # G @ mcChassis - || SyApply |6 & B B B FL 00:00:00 |55 [B Technologies... |[F Perspective ~

Test Configuration

Scheduling mode graphical example

= Spirent TestCenter BF Add ~ @ Generate Stream Block 3¢ Delete Edit... 3 Copy Wizard...
----- 5 Test Info
----- == Al Devices (Hosts, Routers, ...] . o
..... B Al Traffic Generators Sc_heduﬁng Mode Bandwidth Utilization (10 :
""" 5 Al Stream Blocks ) Port Based Burst Size: 4094 Duration Mode: iurc
Al Traffic Analyzers
g Al Ports lyz (0 Load per Stream Block 7| | inter Frame Gap: 12 Burst(s): 1
: T Advanced Interleaving .o
=@ Por:)éjl,‘s [FC:60:9B:96:A¢ Group ID wil be set in the stream block grid. rame Gap Ul‘[b\ftﬁ v] [Mvamed'" ] [E
= Devices .
- [Bp Traffic Generator © Manual Based Schedule... Scheduling mode gr
=8 Traffic Analyzer
-« Capture Status Active Name Tags Index Controlled By  Traffic Pattern
- @ Port //1/6 [FC:60:9B:96:A¢
--= Devices @ StreamB... | Click to generator Pair
- [ Traffic Generator B¢ Add Bound Stream Block(s)...
=8 Traffic Analyzer
& Capture g4k Add Raw Stream Block...
=@ Port //1/7 [FC:60:9B:96:A¢ X Delete
--c= Devices (
Cut Ctri+X
- [B Traffic Generator &
=g Traffic Analyzer <2 Copy Cr+C
& Capture @ Paste Ctrl+V
""" Settings Duplicate. . Alt+U
Add to Exposed Properties
# EditTags...
User Defaults 3
B = Edit...
=
- - B, Start -
< 1 I Displaying Stream Blocks 1 -1 | Total Stream Blog =
= : &m >lop ]
Traffic Aggregate View:Results 1 ARP/ND o
[ Dot Traffic and Canntarc = Racic Traffie Bacnle | Mhanna Dol Vies + 5 0L 0L L9 Aarminn N

10. Check the result, there are 4094 packets sent and received
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T T L=y B e L = T o

Traffic Aggregate View:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Result View = 23 00 [L 04 4| 1of1 b [0
Basic Counters ‘ Errars | Triggers | Protocals I Undersize/Oversize/Jumbo I PFC Counters | User Defined I Advanced Sequencing I FEC Counters |
Port . Rate Rx L1 Rate Generator Count Generator Sig Count Rx 5ig Count Total Tx Rate Total Rx Rat
Name ent) (Percent) (Frames) (Frames) (Frames) (fps) (fps)
Port //1... 0 4094 4,094 a o a
Port //1... o a a 4,094 o a
Port //1... o a a a Q a
4,094 4,094 4,094
< \ i | >

11. Capture the packets on TC2

File Edit Wiew Tools Actions Diagnostics Help
O E By % Za @ caChassis - || SyApply | &2 L2 B FL 00:00:00 |5 [B# Technologies . | [P Perspective - [& Sequencer | &) Rey

B Spirent TestCenter = Stop Release [E1View [ - [ Copy Wizard .

- [Z Test Info
== All Devices (Hosts, Routers, ...} State: Ready Frames captured: Elapsed time:  0:00:00
B Al Traffic Generators

- Al Stream Blocks
<8 Al Traffic Analyzers

General | Pattern Definition | Qualify Events | Start Events | Stop Events

5. & AlPorts Fiter Modes Capture Modes Capture Buffer
E @ Port //1/5 [FC:60:0B:96:A¢ (@) Frame Content Mode Engine Modes Buffer Action: (when ﬂwrap -
L bec= Devices ilter packets based on @ Regular Mode Sets the buffer to either, stop capture
[ Traffic Generator protocol fields. (e.0. " Laptures the entre frame - default. when full or wrap around and averwrite t
< Traffic Analyzer (7) Byte Offset And Range Mode () signature Mode Subset Decode Range
(SZ Capture Filter packets based on a specific Captures signature in 16-byte frame Specify a subset of captured frames
@ Port //1/6 [FC:60:9B:96:A¢ byte ofisel and value.(Logical Ex IEEE 802.11 Sniffer M (NA) o view or save
.= Devices IEEE 802.11 Frame Filter (N/A) [ Dedicated Radie. Press F1 for help, Starting Frame Index:
- [ Traffic Generator Egﬁg&?ﬁ:ﬁdﬁi‘if” AP ;ﬁfrzdaﬁoai: Lif?gﬁ;rf‘:;w Ending Frame Indez0
<3 Traffic Analyzer Management, Control and Data . .

Rq Capture

©-@ Port //1/7 [FC:60:9B:96:A¢|  Slice Modes Capture Source:

Tx Mode - [contrel plane traffic only]

~-c= Devices
Slice Mod Disabled Hx Moge - |control and aata plane tratfic]
- [ Traffic Generator

ﬂ T Enable o caplure the first n bytes | %/Hx Mode - | control plane trathc Buffer Sa Mod
raffic Analyzer (Slice Size) of 3 frame instead of the and control and data plane traffic ] uffer Save e
- & Capture ) ! Real-Time Mode: Disabled - [7] Save Buffer with Preamble
Settings Slice Byte Size 128 Real-time capture supporis a Every packet will display preamble
Includes 8-Bytes of preamble. maximum of 4 ports. For more value before packet data

information please press F1 for hel

12. Send the traffic again and stop the capture
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Untitled.tcc - Spirent TestCente

File Edit View Tools Actions
DEH/E % 32 @ @Chassis
Test Configuration
El- [ Spirent TestCenter
[E Test Info

..... == Al Devices (Hosts, Routers, ...)
B Al Traffic Generators

o
----- < Al Traffic Anahyzers

- @ Al Ports

- @ Port //1/5 [FC:60:9B:96:A¢
- [Br Traffic Generator

-+ Traffic Analyzer

(SZ‘ Capture

- @ Port //1/6 [FC:60:9B:96:A¢
- B Traffic Generator

-+ Traffic Analyzer

& Capture

=@ Port //1/7 [FC:60:9B:96:A¢
- [fr Traffic Generator

< Traffic Analyzer

52 Capture

..... Settings

3

< | 1l |

Diagnostics Help
- || dhApply | 8 E BB E

00:00:00 | %} B Technalogies...

a
wAdd - ’ﬂ Generate Stream Block 3 Delete Edit... Cclpy Wizard...

Bandwidth Utilization (10 :
Burst Size:

Scheduling Mode
@ Port
! Load per Stream Block
Advanced Interleaving

4094

-

Inter Frame Gap: 12

| Traffic Aggregate View:Results 1
I

Group 10 will be set in the stream block grid, .~ Tame Gap U
(7) Manual Based Schedule...
Status Active Name Tags Index Controlled By
[ } |7|. StreamP Click tn gmerafor
B¢ Add Bound Stream Block(s)...
gF Add Raw Stream Block.
S Delete
& Cut Ctri+X
53 Copy Ctri+C
@ Paste Ctri+V
Duplicate. .. Alt+U
Add to Exposed Properties
# Edit Tags...
User Defaults [3
Edit...
d B Start |
Displaying Stream B [l Siop lected 1 of 1
ARP/ND 3

13. Check the results
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1 Untited tec - Spirent TestCenter NN |

File
O EH B ¥ 52 @® =cChassis -

Edit WView Tools Actions

Test Configuration

=[5 Spirent TestCenter

- [Ey Test Info

= All Devices (Hosts, Routers, ...}
@ Al Traffic Generators

% All Stream Blocks

<8 Al Traffic Analyzers

=@ Al Ports

S @ Port //1/5 [FC:60:98:96:A¢

----- B Traffic Generator

----- <8 Traffic Analyzer

----- & Capture

- @ Port ﬁlj’ﬁ [FC:60:9B:96: A«

----- B Traffic Generator
----- < Traffic Analyzer

% Start

Diagnostics  Help
chApply | &2 B EL B

L 00:00:01 |55

m Stop

Release lg © CopyWizard_._

View Packets ESEEIUEL

Qualify Events | Start Events | Stop Events

General | Pattern Definition

Filter Modes

(@) Frame Content Mode
Filter packets
protocol field

() Byte Offsat And Range Mode

Filter packets based on & specific
byte offset and value.(Logical Ex

IEEE 802.11 Frame Filter (NA) l¢
Filter packets based on AP

S51Ds, Mac Address,

Management, Control and Data

Capture Modes

Engine Modes

@) Regular Mode
Laptures the entire frame -

() signature Mode
Captures signature in 16-byte frame
IEEE 802.11 Sniffer M (NiA)
Dedicated Radio. Press F1 for help.
IEEE 802.11 Regular I({N/&)
Shared Radio. Press F1 for help.

default.

|8 Technologies...

""" R 1
5@ Port //1/7 [FC:60:9B:96:A¢|  Sice Modes Ca;_:ture Source: Tx!RJE Mode. v
----- == Devices ) o

- |control and
-[ rtr_l |:I r=trrﬂ|

----- B Traffic Generator

----- 8 Trafic Anayzer v o ve || o ool doplrevclic] | B
14. The packets have 4094 different vlan tags
*\\pipe\vie 2-168-2(
THEF) @EE) ARV DG BERO HA) SHS) mIEM) EEW) TR(M EEH)
Ami® LERBIQe=ZxF I EFaaasE
(NZAETidiEes ~ Ctrl-/>
No. Time Source Destination Protocol 802, 10 Length
O Passed O Failed

2.5 Isolate group

Test Item Name: Isolate group
Work Hour: 20 min

Test Purpose:

Test Topology:
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1 A
2 B
3 C
DUT 4 D Tester

Test Process:

1. Assign Portl through Port 4 to VLAN 2. Create isolation group 1, and assign
Port 1 through Port3 to isolation group 1. Do not assign Port4 to the isolation
group.

Send broadcast packets out of Port A of Tester. Result 1 is expected.

2

3. Send broadcast packets out of Port B of Tester. Result 1 is expected.
4. Send broadcast packets out of Port C of Tester. Result 1 is expected.
5

Send broadcast packets out of Port D of Tester. Result 2 is expected.

Expect Results:
1. Only Port D of Tester receives packets.
2. Ports A, B, and C of Tester receive packets.

Actual Result:
1. Assign Portl through Port 4 to VLAN 2. Create isolation group 1, and assign Port
1 through Port3 to isolation group 1. Do not assign Port4 to the isolation group.

[DUT]port-isolate group 1

[DUT]vlan 2

[DUT-vlan2]port Ten-GigabitEthernet 1/0/49 to Ten-GigabitEthernet 1/0/52
[DUT-vlan2]quit

[DUT]interface Ten-GigabitEthernetl/0/49

[DUT-Ten-GigabitEthernetl/0/49]port-isolate enable group 1
[DUT-Ten-GigabitEthernetl/0/49]interface Ten-GigabitEthernetl/0/50
[DUT-Ten-GigabitEthernetl/0/50]port-isolate enable group 1
[DUT-Ten-GigabitEthernetl/0/50]interface Ten-GigabitEthernetl/0/51
[DUT-Ten-GigabitEthernetl/0/51]port-isolate enable group 1

2. Send broadcast packets out of Port A of Tester. Result 1 is expected.

Add raw stream.
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& Untitled.tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help

Test Configuration

5§ TestInfo

Add Bound Stream Block(s).., |
== All Devices (Hosts, Routers, ...) &
{_g All Multicast Groups

gp  Add Raw Stream Block... |
s" All Traffic Generators

% All Stream Blocks (O) Load per Stream Black
& Al Traffic Analyzers Advanced Interleaving
=@ Al Ports Sroup ID will be set in the stream block grid
= @ Port //4/5 [AC:74:09:2B: 3A:BA () Manual Based Schedule. .
== Devices
s’ Traffic Generator
Traffic Analyzer Status Active Name Tags
‘{ Capture
= @ Port //4/6 [AC:74:09:2B:3A:BA
== Devices
s’ Traffic Generator
& Traffic Analyzer <

< > Displaying Stream Blocks 0 - 0 | Total Stream |
Delete the 1Pv4 header.

@ untitled.tcc - Spirent TestCenter

DEH B % D m cchass- || Sy & & B B E ovoo

&\ Spirent TestCenter ~ (B Add ~ |5l Generate Stream Block 3( Delel

Change the destination MAC to send the broadcast traffic.

File Edit View Tools Actions Diagnostics StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 5
& 53 [ (@ Chassis ~ || 3 A
J a % * . & PP'! General Frame Groups RxPort Preview
Test Configuration |
[=- [ Spirent TestCenter ~ .‘Add o Preview:
Eﬁ Test Info E Show AllFields D Allow Invalid Packets
== All Devices (Hosts, Routers, ...) Schedulir
4§ All Multicast Groups @vor || Frames Name Value A
"1 All Traffic Generators = Frame
% Al Stream Blocks O Lod Create new Frame > &/ ethernetm
‘a All Traffic Analyzers L Save :’rame as i
G @ AlPors ) Template... i preamble (hex) fb555555555555d5
Manage Frame i 3
= @ Port /f4/5 [AC:74:09:28: 3A:BA O Mal Templates... . i~/ Destination MAC 00:00:01:00:00:01
= Devices i i~ Source MAC 00:10:94:00:00:02
Gener: B Actions
B Trafic ator Status | - EtherType (hex) <auto> Intemet 1P
'va Traffic Analyzer Add Header(s).. D Pua
¢ = Header
& Capture Link Modifiers/VFDs.. _ Add Header(s)...
E- @ Port /f4/6 [AC:74:09:28:3A:BA Delete IPvd Header - Version (int) Link Modifiers/VFDs...
= Devices
B st Header length Delete IPv4 Header
affic Generator Others - Tos/Diffs
*a Traffic Analyzer [ Expand Al e e
== - . Total len: int; <auto> calculated
< > Displaying Collapse All gth (int)
Interesting Traffic:Results 1 * Hdentification (int) 0
Port Traffic and Counters > Basic Traffic Results = Cha D ;onwol Flags
i~ Reserved (bit) 0
b i v
Basic Counters Errors Triggers Frotocols Und Hex Editor
FB 55 55 55 55 55 55 DS 00 00 01 00 00 01 00 10 AUUUUUUS. . ... ...
PortName ps) | Generator Rate (Bps) | GeneratorRd |np1n 54 00 00 02 08 oo IEECLEERIEIEIEIIE D ... E. . T
.| 39 94 CO 55 01 02 CO 00 00 01 9.Au. A ..
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\‘3 Untitled.tcc - Spirent TestCenter
File Edt \View Tools Actions Diagnostics Hell StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 1 X
DEJd % % E3 [ cEChassis ~ | | 3% Aeply }W
- General Frame Groups RxPort Preview |
Test Configuration 1 L
(=& Spirent TestCenter ~ &Add -4 Previe
[ TestInfo [ showalliFields [] AllowInvalid Packets
== All Devices (Hosts, Routers, ...) Scheduli
B A Traffic Generators : Name Value
% Al stream Blocks | 1= 2| Frame
:' All Traffic Analyzers QO Log Create new Frame > L | cthernetl
=@ AlPorts 4 Save Frame as & e
E-- @ Port [[4/5 [AC:74:09:28:3A:BA ; Template... preamble (hex) fb555555555555d5
= Devices O Ma ?:m":f:t:;.a:"e - Destination MAC FFFF:FF:FFFF:FF
B Traffic Generator Source MAC 00: 10:94:00:00:02
‘a Traffic Analyzer Actions th
& Capture Status AddHeader(s) - EtherType (hex) <auto> 8885 It
- @ Port [/4/6 [AC:74:09:28:3A:BA Link Mo difiers VFDs..
= Devices
‘) Traffic Generator v € Others
< > Displaying §
Expand All
Interesting Traffic:Results 1 coll "
Port Traffic and Counters > Basic Traffic Results | Chan| -
4 de
Basic Counters Errors Triggers Protocols Undersize/O ing
PortName ) Generator Rate (Bps) @ Generator Rate (bps
Hex Editor
STUE ot b S FB S5 55 S5 S5 S5 S5 DS FF FF FF FF FF FF 00 10  GUUUUUUOYY¥¥9Y- -
Port //4/6... 0 0 54 00 00 02 88 BS .
Port //4(7. 0 0
Port /f4/8... a [
<
Navigatestreamblods: |4 o b b oK Cancel
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Va|
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\f’ Untitled.tcc - Spirent TestCenter
File Edit View Tools

D& B %G
Test Configuration
[=)- |5 Spirent TestCenter
[ TestInfo
== All Devices (Hosts, Routers, ...)
—aj; All Multicast Groups
B AnTraffic Generators
% All Stream Blocks
’-'a All Traffic Analyzers

Actions  Diagnostics

i3 Apply | &

Help
(o=l Chassis «

'{j E; ;J R

Scheduling Mode
(@ Port Based
(O Load per Stream Block

Advanced Interleaving

L 00:00:01 |

A B Add ~ < Generate Stream Block 3¢ Delete Edit... Copy Wizard...

Bandwidth Utilization (%): 10

B Technologies... | [/ Persp

Burst Size:

Eo—

Inter Frame Gap: 12

Inter Frame Gap Unit:  bytes

|3 9 A"Ports aroup 1D v be se the stream block gnd
(= @ Port //4/5 [AC:74:09:2B:3A:BA O Manual Based Schedul 5
= Devices B AddBound Stream Block(s)... £
E‘ Traffic Generator + Add Raw Stream Block.., Ff
Status Active Name Tl ic Pattern
’_-a Traffic Analyzer x Delete
& Ccapture . ¥ |StreamBlo... |C m
= @ Port //4/6 [AC:74:09:28:3A:BA &  Cut StreamBlock Crl+X
= Devices 53 Copy StreamBlock Ctrl+C
B Traffic Generator L Paste Ctel+V
‘a Traffic Analyzer o |53
< - > Displaying Stream Blocks 1- 1 | Total St Duplicate... RUEEL
q r A .
Interesting Traffic:Results 1 ad o biposed Mipperfies
[ - &  Edit Tags... ————
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ iteresting !
User Defaults >
(L Resu ~ |
Basic Counters Errors Triggers Protocols Undersize/Oversize/Tumbo [ % 1= ers | Erro
B st
Port Name ps) | Generator Rate (Bps)  Generator Rate (bps) Generator Sig R{t . me || Strez
J |
ARP/ND »
L2Learning >
< Q,  Find..
-~ E————
Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Validation Ex Fill Custom...
—=h ~
L—z Ca-pm-rev - Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port
B~ @ Port /4/6 [AC:74:09:28:3A:8A StreamBlo_.. |Clicktoad... | @ generator Pair
= Devices
sf Traffic Generator v £
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results | Change Result View » 29) [ FL 00 ¢ 1of 1

'4]

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan

Port Name )

Port //4/6... o 0 [ 0
Port j/4/7.. o [4 0 [4
Port //4/8... o 0 [ 844,594

The process of creating a data stream is similar to Port A

3. Send broadcast packets out of Port B of Tester. Result 1 is expected.

b Streams > Interesting Stream Results = Change

] 4 [ 11 b 8 Change Counter Mod:
> (| Basic Counters Errors Basic Sequencing Advar
A
RxPort Name | Stream Index ?:r;::::;
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P
K Capture O Manual Based Shedie T .
= @ Port //4/6 [AC:74:09:28:3A:BA - -
= Devices Traffic
B Traffc Generator Status | Active | Name Tags Index ControlledBy | TrafficPattem | Type TcPot | RxPort | ofn State
i Traffic Analyzer . % | StreamBlo_ |Clicktoad.. |0 generator | Pair
 Captre
S @ port /47 (AC7400:8:3a84 v | < I
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resut View ~ 5] [} | 4 191 | | |[streams > Interesting Stream Results  Change Resut View ~ £ Fiter. No|
" Tof 1 p b4 Change Counter Mode: Basic Mode £
Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters  User Defined Advan < > || Basic Counters Errors  Basic Advanced
PortName | | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) | RxPort Name | Stream Index ?"F'f;:'s‘; Rx Rate (bps) (RF""S’"?ES“’“ ;

Port //4/6. 108,108,111 864,864,888 844,595 (4
Port //4/7. 0 0 0 0
Port //4/8. 0 o 0 844,594

4. Send broadcast packets out of Port C of Tester. Result 1 is expected.
The process of creating a data stream is similar to Port A.

& Lapwre —mm = U
- @ Port //4/7 [AC:74:09:28:3A:BA
O anuat Besed Schedule... Scheduling mode grag
= Devices
B Traffic Generator
:a Traffic Analyzer Status Active Name Tags Index ControlledBy | Traffic Pattern Type T
& Capture -, ~ StreamBlo... | Clickto ad... | 0 generator Pair Port |4
= @ Port //4/8 [AC:74:09:28:3A:BA ' ‘
= Devices v
< ¥ Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resutt View ~ 25 B}, ", 04 « Tof1 || Streams > Interesting Stream Results
b 4 ¢ | 11 | B P8 Change Count

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > || Basic Counters Errors Basic Sequencing

A Rx Cour

Port Name ) | Generator Rate (Bps) | Generator Rate (bp! Rx Port Name  Stream Index (Frames

Port //af6... = |0 0
Port /ja(7... | | 108,108,111 864,864,855
Port j/4/8... | |0 0

844,595
0 844,595

-

5. Send broadcast packets out of Port D of Tester. Result 2 is expected.
The process of creating a data stream is similar to Port A.

- " r— ——— ourcuc. .. .
= @ Port /[4/8 [AC:74:09:28:3A:BA Scheduling mode graphical example
= Devices
‘) Traffic Generator Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx Por
<@ Traffic Analyzer StreamBlo... | Clickto ad... | ¢ generator Pair Port //4/8... | Any
GZ Capture
Settings v <
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ 23 rb s -4 4 1of 1 ! Streams > Interesting Stream Results = Change Result View
bo 04 4 11 | p pa  Change Counter Mode: Basic M
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan ¢ > || Basic Counters Emors Basic Sequencing Advanced Sequen
Port Name ) | Generator Rate (Bps) | Generator Rate (bpq) | Generator Sig Rate (fps) | Rx Sig Rate (fps) 2 Rx Port Name | Stream Index ?;‘;;::; Rx Rate
544,595
Port //4/6... 0 0 0 844,595
Port //4/7... o 0 o 844,594
Port //4/8... 108,108,124 864,864,992 844,595 [

[ Passed O Failed

2.6 SPAN

Test Item Name: SPAN
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Work Hour: 30 min

Test Topology:

DuT ) Tester

Port 3 c

Test Process:

1. Configure the following static MAC address entries (0-0-1111) on DUT1.

2. Send packets with destination MAC address 0-0-1111 out of Port B of Tester.
Result 1 is expected.
Configure Port 3 to monitor bidirectional packets of Port 1 on DUT1.

4. Send packets with destination MAC address 0-0-1111 out of Port B of Tester.

Result 2 is expected.

Expect Results:

1. Packets sent out Port B of Tester can’t be received on Port C of Tester.

2. Packets sent out Port B of Tester can be received on Port C of Tester.
Actual Result:

1. Configure static mac-address on Port 1 and configure Port 1/2 to vlan 100
#

interface GigabitEthernet1/0/1

port link-mode bridge

port access vlan 100

mac-address static 0000-0000-1111 vlan 100
#

interface GigabitEthernet1/0/2

port link-mode bridge

port access vlan 100
#

2. Create raw stream
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Untitled.tce -
File Edit View Tools Actions Diagnostics Help
DEHIE| L % G=Chassis - || &4 Apply & & B & | B B o0:0001 | & G [ Technologie:

Test Configuration

B[ Spirent TestCenter BF Add - 8 Generate Stream Block 3¢ Delete |7 Edit.. [ Copy Wizarc
----- [ Test Info
----- == All Devices (Hosts, Routers, ...}
..... B Al Traffic Generators Scheduling Mode Bandwidth Utilization (10 :
..... = All Stream Blocks @) Port Based Burst Size: 1
H‘E ﬁ: ';;arf:ﬁsc Analyzers @ o:;l per ::;;rfagn lBIoc.I-( ~| | nter Frame Gap: [12
- @ Port //1/5 [FC:60:9B:96:A¢ Grouvfgjcwill b:seetrif?:elr;geam block grid. -~ “rame Gap Ur bytes ~
= Devices
. B Traffic Generator () Manual Based Schedule...
=8 Traffic Analyzer
-« Capture Status Active Name Tags Index Contralled By
- @ Port //1/6 [FC:60:9B:96:A¢
- o= Devices
- [ Traffic Generator
-+ Traffic Analyzer -
& Capture B¢ Add Bound Stream Block(s)...
5@ Port //1/7 [FC:60:9B:96:A¢ dk  Add Raw Stream Block... |
= Devices &
- [ Traffic Generator A Delete
ﬂ Traffic Analyzer % Cut Ctrl+X
@& Capture 53 Copy Ctri+C
""" Seffings 4 Paste Ctri+V
Munlicate Alt+l]

3. Add vlan tag for the stream _
StreamBlock Editor - Port //1/6 [FC:60:98:96:A4:CC/GigabitEthernet1/0/2] : Strea... IR

|| | General | Frame | Groups | Rx Port | Preview|

Previe
ethernettl Show All 0 Allow Invalid
Frames it Value L
= Frame

Create new Frame

Save Frame as © i Preamble (hex Add Header(s)...
;emplats;.. - Destination MA Link Modifiers/VFDs...

anage Frame
Temp?ates... - Source MAC Insert VN Tags

.~ EtherType (he: Insert Vlans =

Actions = IPv4 Header Delete Ethernetll
Add Header(s)... - Version (int) alto= 4
Link - Header length (int) <auto> 5
Modifiers/VFDs...

4. Change the destination mac and click on OK
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General | Frame | Groups | Rx Port | Preview |

Add Header(s)...

Previe
Show All Allow Invalid

Ethernetll [Bia o [ 200w Invat
o Name Value e
Create new Frame = F:rame
= [ Ethernetll
Save Frame as . Preamble (hex) 55555555555555d5
Template... ¥ Destination MAC 00:00:00:00:11:11
Manage Frame : [
Templates... - Source MAC 00:10:94:00:00:02

i EtherType (hex) <auto> Internet IP =
Actions ) IPv4 Header

Version (int) <auto> 4

5. Start the traffic and check the result

-7 Spirent TestCenter
----- 5, Test Info

----- & Al Traffic Generators
----- = All Stream Blocks

----- <8 Al Traffic Analyzers
El-@ Al Ports

----- B Traffic Generator
----- A Traffic Analyzer
----- & Capture

----- B Traffic Generator
----- <8 Traffic Analyzer
----- & Capture

4 I

- e —
9 Untitled.tcc - Spirent TestCenter NG
File Edit View Tools Actions Diagnostics Help
DEHIBR|# G E =@Chassis - ||dhApply [ & B B B 00:01:56 [ G B Technologies...

Test Configuration

..... == Al Devices (Hosts, Routers, ...}

H- @ Port //1/5 [FC:60:9B:96:A¢

+

ﬁ‘Add ® 1’*] Generate Stream Block X Delete Edit... Copy Wizard. ..

Scheduling Mode Bandwidth Utilization (10 :

Port Based Burst Size: 1

(") Load per Stream Block ™ | | Inter Frame Gap: |12

Advanced Interleaving R

Group 1D will be set in the stream block grid, ‘rame Gap Ur bytes -
() Manual Based Schedule...
Status Active Name Tags Index Controlled By

B¢ Add Bound Stream Block(s)...
dF Add Raw Stream Block...

¥ Delete

#  Cut StreamBlock Ctrl+X
53 Copy StreamBlock Ctri+C
4 Paste Ctri+V

Duplicate. .. Alt+U

Add to Exposed Properties
Edit Tags...

User Defaults 3
Edit...
4 | |r|> Start |
Displaying Stream Blocks| |, Stop 1of1

%

| Traffic: Anarenate View Results 1

ARP/ND 3
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Traffic Aggregate View:Results 1

Port Traffic and Counters > Basic Traffic Results | Change Result View ~ )

10f1

Port Total Tx Rate Total Rx Rate Generator Rate Generator Rate
Name (fps) (fps) (fps) (Bps)

Port /f1... o 84,460 0 a

Port /f1... 84,459 i 54,459 10,810,804
Port //1... @ 1 Q 4

#

interface GigabitEthernet1/0/1

port link-mode bridge

port access vlan 100

mac-address static 0000-0000-1111 vlan 100
mirroring-group 1 mirroring-port both
#

interface GigabitEthernet1/0/3

port link-mode bridge
mirroring-group 1 monitor-port

#

7. Start the traffic and check the result

Basic Counters |Error5 I Triggers | Protocols | Undersize/Oversize/Jumbo I PFC Counters I User Defined I Advanced Sequencing | FEC Counters |

Generator Rate Generator Sig Rate | Rx Sig Rate
(bps) (fps) (fps)

) a 84,460
86,486,432 84,459

o 4

All the traffic is received on Port A and isn’t received on Port C

6. Configure Port 3 to monitor bidirectional packets of Port 1 on DUTL.

Port Traffic and Counters > Basic Traffic Results Change Result View ~ ]|

1of1

Port Total Tx Rate Total Rx Rate Generator Rate Generator Rate

Name (fos) (fps) (fps) (Bps)

Port /f1... 0 84,450 0 0

Port //1... 84,460 0 84,450 10,810,815
Port //1... 0 84,460 0 0

The traffic is received on Port A and Port C

Basic Counters ‘Ermrs | Triggers | Protocols | Undersize/Oversize/Jumbo | PFC Counters | User Defined | Advanced Sequencing | FEC Counters |

Generator Rate Generator Sig Rate Rx Sig Rate

(bps) (fps) (fps)
0 0 84,460
86,486,520 84,450 0

0 0

O Passed

O Failed

2.7 RSPAN

Test Item Name: RSPAN

Work Hour: 30 min
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Test Topology:

DUT2

Tester

Test Process:

1. Configure a remote source group to mirror the inbound packets of the specified
source Port and configure a remote probe VLAN for the remote source group on
DUTL.

2. Configure DUT2.

Configure the following static MAC address entries (0-0-1111/0-0-2222) on

DUTL.

Send packets with destination MAC address 0-0-2222 out of Port A of Tester.

Send packets with destination MAC address 0-0-1111 out of Port B of Tester.

Result 1 is expected.

w

N o o &

Configure mirroring group 1 to monitor bidirectional packets of Port 1. Send
packets with destination MAC address 0-0-2222 out of Port A of Tester. Send
packets with destination MAC address 0-0-1111 out of Port B of Tester. Result
2 is expected.

8. Configure mirroring group 1 to monitor outbound packets of Port 1. Send
packets with destination MAC address 0-0-2222 out of Port A of Tester. Send
packets with destination MAC address 0-0-1111 out of Port B of Tester. Result

3 is expected.

Expect Results:
1. Packets sent out Port A of Tester are received on Port C of Tester.
2. Packets sent out Port A and Port B of Tester are received on Port C of Tester.
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3. Packets sent out Port B of Tester are received on Port C of Tester.

Actual Result:
1. Configure a remote source group to mirror the inbound packets of the specified

source Port and configure a remote probe VLAN for the remote source group on
DUT1.

[DUT1]vlan 100

[DUT1]Imirroring-group 1 remote-source
[DUT1Imirroring-group 1 remote-probe vlan 100
[DUT1]Imirroring-group 1 mirroring-port Ten-GigabitEthernet 1/0/49 inbound

[DUT1]Imirroring-group 1 monitor-egress Ten-GigabitEthernet 1/0/52

[DUT1]interface Ten-GigabitEthernetl/0/52
[DUT1-Ten-GigabitEthernetl/0/52]port link-type trunk
[DUT1-Ten-GigabitEthernetl/0/52]port trunk permit vlan 100

2. Configure DUT2.

[DUT2]vlan 100

[DUT2]interface Ten-GigabitEthernetl/0/25
[DUT2-Ten-GigabitEthernetl/0/25]port link-type trunk
[DUT2-Ten-GigabitEthernetl/0/25]port trunk permit vlan 100

[DUT2]interféce Ten-GigabitEthernetl/0/28

[DUT2-Ten-GigabitEthernetl/0/28]port link-type trunk
[DUT2-Ten-GigabitEthernetl/0/28]port trunk permit vlan 100

[DUT2Imirroring-group 1 remote-destination

[DUT2]mirroring-group 1 remote-probe vlan 100

Make sure the VLAN has not been used for any other purpose. Mirrored packets wi
11 be broadcast within the VLAN after the configuration. Continue? [Y/N]: y
[DUT2]mirroring-group 1 monitor-port Ten-GigabitEthernet 1/0/25

3. Configure the following static MAC address entries (0-0-1111/0-0-2222) on
DUTL.

Send packets with destination MAC address 0-0-2222 out of Port A of Tester.

Send packets with destination MAC address 0-0-1111 out of Port B of Tester.

Result 1 is expected.

[DUT1]mac-address static 0-0-1111 interface Ten-GigabitEthernet 1/0/49 vlan 1
[DUT1Imac-address static 0-0-2222 interface Ten-GigabitEthernet 1/0/50 vlan 1

Create the traffic on Port A.
Add raw stream.
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[ Untitled.tcc - Spirent TestCenter

Fle Edt View Tools
DE H B ¥ G @ cElhass
Test Configuration
(= [y Spirent TestCenter

[ TestInfo
= All Devices (Hosts, Routers, ...)
B AlTraffic Generators
% All Stream Blocks
B Al Traffic Analyzers

=- @ Al Ports

= @ Port //4/5 [AC:74:09:28:3A:BA
e ———

W Traffic Generator

(3( Capture
= @ Port //4/6 [AC:74:09:28:3A:BA
= Devices
; ‘) Traffic Generator

Delete the IPv4 header.

b Untitled.tcc - Spirent TestCenter

Actions  Diagnostics  Help

- Shaely | &8 B LB B 002900 |G G B Tech

BN Add ~|<f Generate Stream Block ¢ Delete [ Edt... [ Copy Wiz
B Add Bound Stream Block(s)...
|| Add Raw Stream Block...

width Utilization (%): 10

~ (@ Port Based Burst Size:
(O Load per Stream Block Inter Frame Gap:
Advanced Interleaving
ID will be set in the stream block qrid Inter Frame Gap Unit:
(O Manual Based Schedule....
Status Active Name Tags Index Contrc
e ™~ StreamBlo... |Clicktoad... | @ gener.

<
v

Ninrlaims Chrmam Dlaala 11 | Tabal Chenans Dlaala 1 | Calacdad 1 41

File Edit View Tools Actions Diagnostics
DE B # 53 @ @@Chasis v | | 3 Apply

Test Configuration

(= [y Spirent TestCenter 75 'Add :
5§ TestInfo
= All Devices (Hosts, Routers, ...) Schedulir
q.i All Multicast Groups @ Por
B Al Traffic Generators
3 Al Stream Blocks O Los
ﬂ All Traffic Analyzers A
=@ AlPorts {
= @ Port //4/5 [AC:74:09:28:3A:BA O Ma
= Devices
- [ Traffic Generator B
i @ Traffic Analyzer Status
< canre e
= @ Port //4/6 [AC:74:09:28:3A:BA
= Devices
B Traffic Generator
ﬂ Traffic Analyzer v £
< = > Displaying

Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results = Cha

v

Basic Counters Errors Triggers Protocols Und

Port Name ps) | Generator Rate (Bps) | Generator Rq

StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 3

Generpl Frame [Groups RxPort Preview
Preview:
M showAllFields [] Allow Invalid Pai
Name Value
Frames
= Frame
Create new Frame > 33
Save Frame as l;P et
Template... ~ Preamble (hex) h555555555555d5
M F
T:,;,‘;?;es’j’_f“‘ - Destination MAC 00:00:01:00:00:01
- Source MAC 00:10:94:00:00:02
Actions
- EtherType (hex) <auto> Internet IP
Add Header(s)... &/ 1Pva Heade:
=1 .
Link Modifiers/VFDs.. — Add Header(s)...
Delete IPv4 Header Version (i n s
~Headerll  pelete IPv4 Header
Others - ToS/D
Bipand All -+ Total length (int) <auto> calculated
Collapse All - :
- Identification (int) 0
Control Flags
Reserved (bit) 0
Hex Editor
0000 FB 55 55 55 $5 55 55 DS 00 00 01 00 00 01 00 10  GUUUUUUS.

ELSCDECT PRl 45 00 00 14 00 00 00 00 FF FO)
39 94 CO S5 01 02 CO 00 00 01

. = — oK Canct
Interesting Traffic:Results 1 | Interesting Traffi
Change the destination MAC.
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@ Untitled.tcc - Spirent TestCenter

& Untitled tcc - Spirent TestCenter

File Edit View Tools

Actions

Diagnostics  Help

Send packets with destination MAC address 0-0-2222 out of Port A of Tester.

Fle Edt View Tools Actions Diagnostics Hel StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 7 X
J = "~ % % Ea (@ Chassis v | | (3 Apply i\\Mz
- | Generall Frame droups RxPort Preview E
Test Configuration | L
= [ Spirent TestCenter A~ ’ Add ~ q Preview
[5 TestInfo [ showAllFields [] AllowInvalid Packets
== All Devices (Hosts, Routers, ...) Scheduii
B AnTraffic Generators ®* Name Value
:ﬂ All Traffic Analyzers QLo Create new Frame > . Ethernetil
- @ AllPorts Save Frame as & rnel
S@ Port /45 [AC:74:08:25:34:54 Template... -Preamble (hex) fb555555555555d5
= Devices O Ma 'T":m"glg;ga'"e - Destination MAC 00:00:00:00:22:22 |
B Traffic Generator ~Source MAC 00: 10:94:00:00:02
A Traffic Analyzer Actions. th
‘55 Capture Status AddHeader(s). - EtherType (hex) <auto> 8885 t
- @ Port //af6 [AC:74:09:2B:3A:BA n y -
Link Modifiers/VFDs..
== Devices N
B Traffic Generator v € Others
< > Displaying §
Expand All
I ing T ‘Results 1
nteresting Traffic: Results Collapse All I
Port Traffic and Counters > Basic Traffic Results = Chan N @é)
"7} lode
Basic Counters Errors Triggers Protocols Undersize/Q jcing +
Port Name 'ps) | Generator Rate (Bps) @ Generator Ri g (bps)
Hex Editor
BRI g = FB 55 55 55 55 55 55 DS 00 00 00 00 22 22 00 10  &UUUUUUS....""..
Port //4/6... 0 2 s4 0000 02888 L. B
Port //4/7. a
< .
= Navigate streamblocks: 14 4 | 3 1] OK Cancel E
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Va|

DE B\ % e @@ Chassis ~ | | Sy Apply | &8 B} 3 | B EL 00:00:01 | G [ Technologies... | [P Perspective ~ | [ Sequencer ' &) Reporter

= |y Spirent TestCenter
[Z TestInfo

ai All Multicast Groups

" All Traffic Generators

Eg All Stream Blocks

ﬂ All Traffic Analyzers
=@ AlPorts

=2 Devices

‘1 Traffic Generator
ﬂa Traffic Analyzer
‘I‘{ Capture

= Devices
B Traffic Generator
‘a Traffic Analyzer

<

= All Devices (Hosts, Routers, ...

= @ Port //4/5 [AC:74:09:28:3A:BA

~ B Add ~ < Generate Stream Block 3¢ Delete Edit... Copy Wizard...

) Scheduling Mode
(@) Port Based
(O Load per Stream Block

Advanced Interleaving

(O Manual Based

Status Active Name

StreamBlo... | Clickto ad.

= @ Port //4/6 [AC:74:09:25:3A:BA

<
v

> Displaying Stream Blocks 1- 1 | Total Stream Block:

Bandwidth Utilization (%): 10

Schedule...

Tags

Test Configuration

Burst Size: Duration Mode: Continuous v
Inter Frame Gap: 12
Inter Frame Gap Unit:  bytes Advanced... Port Load...

Add Bound Stream Block(s)...
Add Raw Stream Block...

theduling mode araphical example

Rx Port

Delete

e X4

Paste

Duplicate...

Interesting Traffic:Kesults 1

Cut StreamBlock
Copy StreamBlock

Add to Exposed Properties

Type Tx Port
e MENCZ
Ctrl+C
Ctrl+V
Alt+U

& Edit Tags...
Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ i 4 g Stream Results | Change Result View *
User Defaults 3
b M i 4 1of1 v 0 - Change C
Basic Cownters Errors Triggers Protocols Undersize/Oversize/Tumbo FFC Counter Bt Basic Sequencing  Advanced Seq
Start
PortName ps) Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (fps) L Index (R:FEC:::; Rx Rate (by
T
ARP/ND 3
L2Learning 3
< Q Find..
Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Validation Errors | Log Fill Custom...
Pert //4/7: link status changed to Down (local fault). % Preview...
Packets sent out Port A of Tester are received on Port C of Tester.
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2 Untitled.tcc - Spirent lestCenter
Fle Edt View Tools Actions Diagnostics Help
DEd % % E3 [ @Chassis v || 3% Apply lﬁ‘ .fj B B rp r. 00:00.05 | & [§§ Technologies... | [Py Perspective ~ [[E] Sequencer =] Ri

| Test Configuration

B[y Spirent TestCenter A B Add ~ ff Generate Stream Block ¢ Delete Edt... [ Copy Wizard... 10,000
|7 TestInfo
== All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
B AlTraffic Generators
% All Stream Blocks (@ Port Based Burst Size: Duration Mode: | Continuous
;;a All Traffic Analyzers (O Load per Stream Block v Inter Frame Gap: 12

=@ AllPorts Advanced Interleaving

£ @ Port [[4/5 [AC: 74:09:2B:3A:BA Group 10 will be set in the stre Inter Frame Gap Unit:  bytes Advanced... PortLoad.

= Device (O Manual Based Schedule. ..
B Traffic Generator

4‘ Traffic Analyzer

Scheduling mode graphical exar

(;z Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port
5 @ Port /[4]6 [AC:74:09:28:3A:8A L ~ StreamBlo... | Clicktoad... | ¢ generator Pair
= Devices
B Traffic Generator v €
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1

Interesting Traffic.Results 1

Port Traffic and Counters > Basic Traffic Results | Change Resut View » 25 [ [y 4 « | 1of1 | [ ||Streams > Interesting Stream Results = Change R
7] d 4 1of 1 > b8 Change Counter Mode:
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > || Basic Counters Errors Basic Seguencing Advance

Rx Count
(Frames)

Rx Port Name | Stream Index

Port Name ‘ps)  Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)|

864,864,720

844,595

108,108,090

844,595
844,595

Port //4/6...
Port //4/7... [ o

Create the traffic on Port B.

Add raw stream.

(‘) Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help

Q5 B % G2 cChass - | Saoy [ 48 B BB FL002910 |G < o [T

Test Configuration

=y Spirent TestCenter ~ |BAdd ~ [ Generate Stream Block 3¢ Delete [ Edit... [ Copy
[y Testinfo
== All Devices (Hosts, Routers, ...)
& A Traffic Generators

width Utilization (%): 10

gF Add Raw Stream Block...

=5 All Stream Blocks Burst Size:
‘ﬂ All Traffic Analyzers (O Load per Stream Block : Inter Frame Gap:
- @ AllPorts Advanced Interleaving )
- @ Port //4/5 [AC:74:09:25:3A:BA ! ill be set in the strear Inter Frame Gap Uni
&= Devices (O Manual Based Schedule...

B Traffic Generator
B Traffic Analyzer

& Caphye Status Active Name Tags Index Co
E- @ Port [f4f6 [AC:74:09:25:3A:BA A ~ StreamBlo... |Clicktoad... | 0 ge
= Devices
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1

Delete the IPv4 header.
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b Untitled.tcc - Spirent TestCente
File Edit View Tools Actions Diagnostics StreamBlock Editor - Port //4/6 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/50] : StreamBlock 4 X
=7 E3 % @ Chassis ~ 3 Appl ter
d = % & - d pp! General Frame Groups RxPort Preview L
Test Configaration ]
() [Zz Spirent TestCenter A BNAd - Previ
Test Info (4 showAllFields [] Allow Invalid Packets
= All Devices (Hosts, Routers, ...) Scheduli
45 All Multicast Groups ® For — Name Value ~
" All Traffic Generators = Frame
Eg All Stream Blocks O Lod Create new Frame > @ Ethernetil
ﬂ All Traffic Analyzers 4 Save Frame as
5@ AlPorts | Template... -~ Preamble (hex) h555555555555d5
Manage Frame i -
- @ Port //4/5 [AC:74:09:2B:3A:BA QO Ma Templgates,,, i~ Destination MAC 00:00:01:00:00:01
== Devices : Source MAC 00:10:94:00:00:02
| ot :
I Troffc Generator Status i EtherType (hex) <auto> Internet IP it
) St pagesderc). 5 v Heade I
: ck
& Ccapture n Link Modifiers/VFDs... - r .
S @ Port [/4/6 [AC:74:09:28:3A:8A DeletePvaHeader - Version (int) Add Header(s)...
= Devices Header length (int) Link Modifiers/VFDs...
Traffic G to
B Traffic Generator Others  Tos/DifServ | Delete IPud Header |
‘a Traffic Analyzer v L€ Expand Al
< 2 N Displaying Collapsel - Total length (int) auto> calculated |
Interesting Traffic:Results 1 1 - Identification (int) 0 [
= _
Port Traffic and Counters > Basic Traffic Results | Chal ¥ Control Flags W
Reserved (bit) 0
'] v el
Basic Counters Errors Triggers Protocols Und Hex Editor Se¢
FB 55 55 55 55 55 55 D5 00 00 01 00 00 01 00 10
Port Name ps) | Generator Rate (Bps) | Generator R4 IR I IR N IN:c 00 00 14 00 00 00 00 FF FDI t(b
1 39 94 CO 55 01 02 CO 00 00 01 n
= E
= 0K Cancel E
Interesting Traffic:Results 1 | Tnterestinz Traffi
Change the destination MAC.
b Untitled.tcc - Spirent TestCenter
File Edt View Tools Actions Diagnostics Helf StreamBlock Editor - Port //4/6 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/50] : StreamBlock 8 X
a =3 = % & 3 [ cEChassis ~ || 34 Apply :
_ - roups RxPort Preview B
Test Configuration | L
E-[Z Spirent TestCenter A BNAd 4  Preview:
5 Testinfo [ showAllFields [] Allow Invalid Packets
== All Devices (Hosts, Routers, ...) Scheduli
B’ All Traffic Generators B Name Vvalue
3 All Stream Blocks @ UL S Frame
:g Al Traffic Analyzers QLo Create new Frame > L F—
- @ AlPorts Save Frame as Et| Etheme
- @ Port //4/5 [AC:74:09:28:3A:BA g Template... Preamble (hex) fb555555555555d5
= Devices O Ma r:m":f;:s'ame .. Destination MAC 00:00:00:00:11:11 I
B Traffic Generator Source MAC 00:10:34:00:00:02
‘g Traffic Analyzer Actions
GZ Capture Status Add Header(e).. - EtherType (hex) <auto> 88B5 n
El- @ Port //4/6 [AC:74:09:28:3A:BA m Link Modifiers VFDs.. I
= Devices
B Traffic Generator v <€ Others
< > Displaying §
e Expand All E
I .
Interesting Traffic:Resul B | Collapse Al L
Port Traffic and Counters > Basic Traffic Results | Chan) ]
L ]
Basic Counters Errors Triggers Protocols Undersize/0| K
Port Name 'ps) Generator Rate (Bps) Generator R: E
Hex Editor
EENs g g FB 55 §5 55 55 55 55 DS 00 00 00 00 11 11 00 10  GUUUUUUS........
Port //4/6... 0 0 94 00 00 02 88 BS ... B
Port /f4/7. 0 0
<
= oK Cancel E
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Va|
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b Untitled.tcc - Spirent TestCenter

File Edit View Tools Actions Diagnostics Help
NDE H B ¥ G @ cchasss - || Ayapply (& & B BB FL 00:00:01 | &G < B Techt

Test Configuration

=) |2y Spirent TestCenter A BFAdd ~ qa Generate Stream Block ¢ Delete @ Edit... Copy W
[ TestInfo
.z; All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
%9, All Multicast Groups Port Based .
s') All Traffic Generators ® Burst Size: E
% All Stream Blocks O Load per Stream Block ' Inter Frame Gap: 1
"1" Al Traffic Analyzers Advanced Interleaving ‘
5@ AlPorts Sroup ID will be set in the strearn block arid Inter Frame Gap Unit: £
= @ Port /{45 [AC:74:09:2B:3A:BA (O Manual Based e
= Devices B¢ AddBound Stream Block(s)...
‘) Traffic Generator ) + Add Raw Stream Block... 1
J Traffic Analyzer . Active - S Delete |
& Captre A —-—r .
=] ' Port Hq,ls [AC:'M:DQ:EB:SA:BA & Cut StreamBlock Ctrl+X
== Devices =3 Copy StreamBlock Ctrl+C
B Traffic Generator & Paste Ctrl+V
Traffic Analyzer v L€
< - > Displaying Stream Blocks 1 - Ll = il
Interesting Traffic:Results 1 = [
&  Edit Tags...
Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ In
b User Defaults >
WV ki lo

Basic Counters Errors Trigzers Protocols Undersize/Oversi E Edit...
[ 6 sn |

Port Name ps) @ Generator Rate (Bps) Generator Rate (bps) G

Lo otop
ARP/ND »
L2Learning >
< Q, Find...
- . =
Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Val Fill Custom...
[N VY, N VR VO TRIOT [ Uy | Wy | GRS T ﬂ Preview...

Port C cannot receive the packets.
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3 Untitled.tcc - Spirent TestCenter
Fle Edit View Tools Actions Diagnostics Help

DEH B & G (= Chassis ~ Apply B B FL 00:00:05 < B Technologies... | Perspective ~ Sequi
Test Configuration
= [ Spirent TestCenter A [BFAdd ~ < Generate Stream Block ¥¢ Delete 57 Edt... - [E3) Copy Wizard...
5@ TestInfo
== All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
B aTraffic Generators Sort Based ) )
% All Stream Blocks (®) Port Base Burst Size: Duration Mode:
fa All Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 12
=@ AlPorts Advanced Interleaving
= @ Port //4/5 [AC:74:09:28:3A:8A Inter Frame Gap Unit: | bytes Advanced...
= Devices Crhad e
s} Traffic Generator O Manual Based Schedule... Scheduling mode «
‘i'a Traffic Analyzer
;{‘ Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type
= Devices
s) Traffic Generator v €
< = > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1

Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results = Change Result View ~ %E r., 1of 1 Streams > Interesting Stream Result
Tof 1 Change C
Basic Counters  Errors Triggers Protocols Undersize/Oversizejpembe=—Ri St > || Basic Counters Errors Basic Seguenci
Port Name [ps) | Generator Rate (Bps) | Generator Rate (bp Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name  Stream Index ?Fxrg
Y A
Port //4/6... 108,108,129 864,865,032 844,595 a
Port //4/7... /) 0 0 0

4. Configure mirroring group 1 to monitor bidirectional packets of Port 1. Send
packets with destination MAC address 0-0-2222 out of Port A of Tester. Send
packets with destination MAC address 0-0-1111 out of Port B of Tester. Result

2 is expected.
[DUT1]undo mirroring-group 1 mirroring-port Ten-GigabitEthernet 1/0/49

[DUT1Imirroring-group 1 mirroring-port Ten-GigabitEthernet 1/0/49 both

Send packets with destination MAC address 0-0-2222 out of Port A of Tester.
Packets sent out Port A of Tester are received on Port C of Tester.
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f) Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help

DEH B ¥ Gy @ cachesss - ||,y | & &8 E B |6 B 00:00:05 | G [i§ Technologies... | [ Perspecti
Test Configuration

=- [ Spirent TestCenter A bAdd ~ gl Generate Stream Block M Delete Edi‘t.,. CODy Wizard....

5 TestInfo
== All Devices (Hosts, Routers, ...)

Scheduling Mode
B Al Traffic Generators

(@) Port Based

Bandwidth Utilization (%): 10

=5 Al Sream Blocks Burst Size: D
ﬂ All Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 12
= @ Al Ports Advanced Interleaving )
5 @ Port //4/5 [AC:74:09:28:3A:BA 3 be set int Inter Frame Gap Unit:  |bytes
&= Devices () Manual Based Schedde... Sd
E’ Traffic Generator =
Traffic Analyzer
l;<" Capture Status Active Name Tags Index ControlledBy | Traffic Pattern
= @ Port //4/6 [AC:74:09:28:3A:BA e, ] StreamBlo... | Clicktoad... | ¢ generator Pair
&= Devices
B Traffic Generator v L€
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ ‘5@ T8 r. q 4 Tof 1
pi

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © >

Streams > Interesting !
Tof 1 "]

v v

Basic Counters ~ Errors

Port Name ‘ps) Generator Rate (Bps) = Generator Rate (bpf)

Generator Sig Rate {-fps) Rx Sig Rate (fps)

Rx Port Name  Strez

108,108,081 864,869,648 844,594
Port f/4/6... 2 a [ 844,594
Port [/4/(7.. [ o [ 844,595
< > <
. L L T o - B = R T L L R L L T AN H B - 174

Send packets with destination MAC address 0-0-1111 out of Port B of Tester.

Packets sent out Port B of Tester are received on Port C of Tester.
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& Untitled tcc - Spirent TestCenter

= All Devices (Hosts, Routers, ...)
B A Traffic Generators

5 Al Stream Blocks

B Al Traffic Analyzers

Scheduling Mode
(@) Port Based
(O Load per Stream Block

Bandwidth Utilization (%): 10
Burst Size:

Inter Frame Gap:

= @ Port //4/6 [AC:74:09:28:3A:BA
— Nevice

s) Traffic Generator v

< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1

Bl Technologies... | [y Perspective ~

Fle Edt View Tools Actions Diagnostics Help

D B % G 0 s - | oy | & B ES |G B 00012 |G

Test Configuration

- Spirent TestCenter A [BFAdd - < Generate Stream Block ¢ Delete [57 Edit... [§5) Copy Wizard...
5 TestInfo
=]

= @ AllPorts Advanced Interleaving
S @ Port [/4/5 [AC:74:09:28:3A:BA Inter Frame Gap Unit:
== Devices (O Manual Based Schedule...
B Traffic Generator
‘a Traffic Analyzer
;5 Capture Status Active Name Taas Index

ControlledBy | Traffic Pattern

L4

Interesting Traffic.Results 1

12
bytes Adve

Schedu

Port Traffic and Counters > Basic Traffic Results | Change Result View ~ Ej rp 1of 1

Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan

>

Streams > Interesting Strei
1of 1
Basic Counters  Errors Basi

Port Name 'ps) @ Generator Rate (Bps) | Generator Rate (Hps)

Foriis o

Port j/4/6... 108,108,107

Generator Sig Rate (fps) | Rx Sig Rate (fps)

864,864,856
Port //4/7... 2 0 a

844,594 o
844,595

844,595

Rx Port Name | Stream In

3 is expected.

cannot receive the packets.

5. Configure mirroring group 1 to monitor outbound packets of Port 1. Send
packets with destination MAC address 0-0-2222 out of Port A of Tester. Send
packets with destination MAC address 0-0-1111 out of Port B of Tester. Result

[DUT1]undo mirroring-group 1 mirroring-port Ten-GigabitEthernet 1/0/49

[DUT1Imirroring-group 1 mirroring-port Ten-GigabitEthernet 1/0/49 outbound

Send packets with destination MAC address 0-0-2222 out of Port A of Tester. Port C
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& Untitled tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

B Lj H % % Ea [ @Chassis ~ . Apply .:\'_'_ .f'j [E; ) rp r- 00:00:05 ii, A [Bl§ Technologies... !FPecspedive' B
Test Configuration
= [ Spirent TestCenter ~ 'Add ~ 9 Generate Stream Block % Delete Edil... CODy Wizard...

5@ TestInfo

= All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
B Al Traffic Generators

qa All Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 2
- @ AlPorts Advanced Interleaving .
S @ Port /[4/5 [AC:74:09:25:3A:BA 3 be set in the = Inter Frame Gap Unit:  [bytes Advancec
Cm Dauicar
| E) e (O Manual Based Schedule... Scheduling |
g Trafc Analyzer
& Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type
S @ Port //4/6 [AC:74:09:28:3A:8A StreamBlo... |Clicktoad... | ¢ generator Pair
= Devices
B Traffic Generator v
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resut View ~ 29 [ By 0 ¢ Tof 1 b Streams > Interesting Stream F
(7] 4 4 Tof 1 b b O
Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © > || Basic Counters Errors Basic Se
Port Name 'ps) @ Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps) ‘Rx Port Name I Stream Index
108,108,131
Port [/4/6... [ a ) 844,595
Port //4/7... 0 0 0 0

Send packets with destination MAC address 0-0-1111 out of Port B of Tester.
Packets sent out Port B of Tester are received on Port C of Tester.
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("_) Untitled.tcc - Spirent TestCenter
Fle Edit View Tools Actions Diagnostics Help

DEH S ¥ G GmChassis ~ || 3% Acply | &% B} 5 | ) Eh 00:00:06 | <G B Technologies... | [Py Perspective
Test Configuration
& Spirent TestCenter ~ B Add - <J Generate Stream Block ¢ Delete [ Edt... [E3) Copy Wizard...

5 TestInfo

= All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10

E) All Traffic Generators

P ize:

ﬂ All Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 12
=@ AllPorts Advanced Interleaving )
5@ Port /4/5 [AC:74:09:28: 3A:BA be s Inter Frame Gap Unit: | bytes A
&= Devices (O Manual Based Schedule. .. Sche
E) Traffic Generator =
H Traffic Analyzer
;{ Capture Status Active Name Tags Index ControlledBy | Traffic Pattern
== Devices
‘/ Traffic Generator v L€
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resutt View ~ 5] B, [ | 4 1of 1 b Streams > Interesting St

‘ 1of1 | P |
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan ¢ > || Basic Counters Errors B

Port Name 'ps) | Generator Rate (Bps) | Generator Rate (bpf) Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name | Stream
For s o
[

Port /f46... 108,108,102 864,864,816 844,594
Port /f4/7... 0 0 o 844,595

O Passed | O Failed

2.8 LLDP

Test Item Name: LLDP
Work Hour: 20 min
Test Topology:

Port 1 Port 2

DUT1 DUT2

Test Process:

1. Enable LLDP globally on DUT 1 and DUT 2.

2. Display the global local LLDP information on DUT 1. Result 1 is expected.

3. Display the local LLDP information about Port 1 on DUT 1. Result 2 is
expected.
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4. Display the LLDP information that Port 1 of DUT 1 has received from Port 2
of DUT 2. Result 3 is expected.

Expect Results:

1. The system displays the global local LLDP information on DUT 1, including

the MAC address, device name, description, supported and enabled features
of the system, hardware version, and firmware version.

2. The system displays the local LLDP information about Port 1 on DUT 1,
including the port 1D, management address, and port auto-negotiation
configuration.

3. The system displays the LLDP information about Port 2 on DUT 2, including
the port 1D, management address, and port auto-negotiation configuration.

Actual Result:
1. Enable LLDP globally
lIdp global enable

2. Display the LLDP neighbor information

[DUT]display 1lldp neighbor-information list

Chassis ID : * -- -- Nearest nontpmr bridge neighbor
# -- -- Nearest customer bridge neighbor

Default -- -- Nearest bridge neighbor
Local Interface Chassis ID Port ID System Name
MGE@/a/0 000f-e219-4047 GigabitEthernetl/e/37 lab-lan-swl

3. Display the LLDP local information
[DUT]display 1lldp local-information
Global LLDP local-information:

Chassis ID : fc60-9b96-adcc

System name : DUT
System description

H3C Comware Platform Software, Software Version 7.1.070, Release 6515P@6

H3C S5560X-30C-PWR-EI

Copyright (c) 2004-2020 New H3C Technologies Co., Ltd. All rights reserved.
System capabilities supported : Bridge, Router, Customer Bridge, Service Bridge
System capabilities enabled : Bridge, Router, Customer Bridge

MED information:

Device class : Connectivity device

MED inventory information of master board:
HardwareRev : Ver.B

FirmwareRev : 117

SoftwareRev : 7.1.070 Release 6515P06
SerialNum : 210235A1XE9204Q00002
Manufacturer name : H3C

Model name : H3C S5560X-30C-PWR-EI
Asset tracking identifier : Unknown
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4. Display the LLDP neighbor information on interface
[DUT]display 1lldp neighbor-information interface M-GigabitEthernet ©/0/0
LLDP neighbor-information of port 631[M-GigabitEthernete/e/e]:

LLDP agent nearest-bridge:

LLDP neighbor index : 1

ChassisID/subtype : PPOT-e219-4047/MAC address
PortID/subtype : GigabitEthernetl/@/37/Interface name
Capabilities : Bridge, Router

[ Passed | O Failed

2.9 LACP (Link backup)

Test Item Name: LACP (Link backup)
Work Hour: 30 min
Test Topology:

DUT1 DUT2

Test Process:

1. OnDUT 1 and DUT 2, create Layer 2 dynamic aggregate interface Bridge-
Aggregation 1 and assign Layer 2 interfaces Port 1/2/3/4 to aggregation group 1.
On the tester, send a broadcast traffic flow out of Port A. Result 1 is expected.
Shut down a Selected port on a DUT.

On the tester, view traffic statistics about Port B. Result 2 is expected.

Bring up the down port.

© gk~ w

On the tester, view traffic statistics about Port B. Result 2 is expected.

Expect Results:
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1. Port B receives the broadcast traffic sent by Port A.

2. Transient traffic loss occurs, and then Port B receives the broadcast traffic sent
by Port A.

Actual Result:

1. Create aggregation group 1 with dynamic mode and add 4 ports

#

interface Bridge-Aggregationl

link-aggregation mode dynamic

#

#

interface Ten-GigabitEthernet1/0/49
port link-mode bridge

port link-aggregation group 1

#

interface Ten-GigabitEthernet1/0/50
port link-mode bridge

port link-aggregation group 1

#

interface Ten-GigabitEthernet1/0/51
port link-mode bridge

port link-aggregation group 1

#

interface Ten-GigabitEthernet1/0/52
port link-mode bridge

port link-aggregation group 1

#

2. Send traffic on Port A
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General Frame Groups RxPort Preview

Preview:
EthernetII ShowAllFields [ ] Allow Invalid Packets
Name Value
Frames
= Frame
Create new Frame > :
-} EthernetIl
Save Frame as :
Template... i Preamble (hex) 55555555555555d5
Manage Frame i L
Templates... - Destination MAC FF:FFiFF:FFiFFiFF
i Source MAC 00:10:94:00:00:02
Actions :
i EtherType (hex) <auto> 88B5

Add Header(s)..
Link Modifiers/VDs...

3. Shutdown 1 member port and check the traffic loss

Management VLANs:

System |D: 0x8000, 7485-c4f6-2108

Local :
Port Status Priority Index Oper—Key Flag
XGE1/0/25 (R) S 32768 1 1 {ACDEF}
XGE1/0/26 S 32768 2 1 {ACDEF}
XGE1/0/27 S 32768 3 1 {ACDEF}
XGE1/0/28 S 32768 4 1 {ACDEF}

Remote:
Actor Priority Index Oper—Key SystemlD Flag
XGE1/0/25 32768 1 0x8000, ac74-092b—3aba {ACDEF}
XGE1/0/26 32768 1 0x8000, ac74-092b—3aba {ACDEF}
XGE1/0/27 32768 1 0x8000, ac74-092b—3aba {ACDEF}

1 0x8000, ac74-092b-3aba {ACDEF}

XGE1/0/28 32768
[5560x-€i—1]

[5560x—-ei-1]int te 1/0/25

[5560x—ei—1-Ten—GigabitEthernet1/0/25]shu

%dan 29 06:25:39:475 2021 5560x—ei—1 LAGG/6/LAGG_INACTIVE_PHYSTATE: Member port XGE1/0/25 of agg
regation group BAGG1 changed to the inactive state, because the physical or line protocol state
of the port was down.

%Jan 29 06:25:39:512 2021 5560x—ei—1 IFNET/3/PHY _UPDOWN: Physical state on the interface Ten—Gig
abitEthernet1/0/25 changed to down.

%Jan 29 06:25:39:519 2021 5560x—ei—1 IFNET/5/LINK_UPDOWN: Line protocol state on the interface T
en—GigabitEthernet1/0/25 changed to down.

[6560x—ei—-1-Ten—GigabitEthernet1/0/25]
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@ Untitled.tcc - Spirent TestCenter

— 5] N
Fle Edt Vew Toos Acions Diagnosics Help
DEH B ¥ G (G Chassis + ooy | & B B 000230 | G i Technologies... | [y Perspective + | [TE] Sequencer | (3] Repoter | Tay Wizards - |3, Summary .
Test Configuration 2
= [ Sprent TestCenter B Add + J Generate Stream Block ¢ Delete [5f Edt... [ Copy Wizard...
5 TestInfo
o= Al Devices (Hosts, Routers, ...) Scheduing Mode Bandwidth Utilization (%): 10
4§ Al Muticast Groups .
B A1 Traffic Generators ® Port Based Burst Size: o
53 Al Stream Blocks O Load per Stream Block Inter Frame Gap:
B A Traffic Analyzers Advanced Interl
5 @ AP Inter Frame Gap Unit:  byles Advanced... Port Load...
- @ Port [/1/8 [74:85:C4:F6:21:08/Gig O Manual Based Schedule.. hical I
- ing o i .
B raffc Gef bt //1/8 [74:85:C4:F6:21:08/GigabitEthernet1 /0/1] ] Traffic
i Traffic Ansvrer Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx Port Group
¢ caoture % |SreamBlock 1 dicktoad.. | 0 prrep——
# @ Port [/1/9 [AC:74:09:28:3A:BA/Gic
5] settings < =
< > Displaying Stream Biocks 1-1 | Total Stream Biocks: 1 | Selected 10of 1

Basic Traffic Results 1

Port Traffic and Counters > Basic Traffic Results ~ Change Resut View + °5) [ [y 04 | 1o/1 | | Streams > Detailed Stream Results  Change Resul View = 5] [ B 00 | 1001 | |
ki Select Tx Ports:  All Ports = | Select Rx Ports:  All Ports = - Change Counter Mode:
Basic Counters Ermors  Triggers Protocols UndersizeOversize/Jumbo PFC Counters User Defined Advan < > || Basic Mode ~ £ Resample

PortMame ps) | Generator Rate (Bps) | Generator Rats (bps) | Generator Sig Rate (Fps) | Rx Sig Rate (fps) || B28ic Counters Errors  Basic Sequencing [ Advanced Sequencing | Histograms

Tx Count Rx Count

Dropped
(Frames) (Frames)

Percent

84,960 ] Name/ID | TxPort Name

< > < >
& Untitled.tcc - Spirent TestCenter ] *®
Fle Edt \Vew Tools Actons Diagnostics Help
DB &G Gl Chasss + rooy | & & B 000004 | G [l Technologies... | [P Perspective + | 5] Sequencer | 5] Reporter | Ty Wizards ~ |3, Summary a
[ Spirent TestCenter B Add - am Block ¢ Delete [ Edt... [§ Copy Wizard.
[5 TestInfo
- Al Devices (Hosts, Routers, ...) Scheduing Mode Bandwidth Utilization (%): 10
All Multicast Gr
= e @ Port Based Burst Size: [x DwatonMode:  |Contrwous
B A1 Traffc Generators
5 M Stream Blocks O Load per Stream Block Inter Frame Gap: 2
A A Traffic Analyzers Advanced Interleaving
S @ AlPorts Inter Frame Gap Unit:  bytes Advanced... Port Load...
= @ Port [/1/8 [74:85:C4:F6:21:08/Gig (O Manual Based Schadule.. hegyl I
s ing m m
B Traffic Generator Traffic
A Trafhc ansiyzer Status | Active | Name Tags Index ControlledBy | Traffic Pattern | Type T Port RePort | groun E
& Capture

Click to ad

0 generstor | Pair Port

® @ Port [[1/9 [AC: 74:09: 28: JA:BA/Gic.
55 settings < >
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Basic Traffic: Results 1 7 x
Port Traffic and Counters > Basic Traffic Results = Change Resut View = 5] [, [ 90 4 11 | | |[Streams > Detailed Stream Results | Change Resut View ~ 5 [ [y 04 ¢ | 11 Wi
bi Select Tx Pots: Al Ports - | Select R Pots: Al Ports ~  Change Counter Mode:
Basic Counters Emors Triggers Protocols Undersize/OversizelJumbo PFC Counters  User Defined Advan < > || Basic Mode - sample
PortName [ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) ||| E2%'c Counters  Erors  Basic Sequencing Advanced Sequencing _ Histograms
RxPort | Aggregated Rx | Tx Count Rx Count
9 Name/ID | TxPort Name Pok Count. | (Frames) ] TxRate (bps)
Port [/1/9. 0 [ 0 §4,459
< > || « >

O Passed | | O Failed

2.10 LACP (Load sharing)

Test Item Name: LACP (Load sharing)

Work Hour: 30 min

Test Topology:
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Port 5

DUT1

Port1-4

Port5

DUT2

Tester

Test Process:

1. Clear interface packet statistics on

interfaces IP addresses that belong

expected.

DUT 1.

2. On the tester, send Layer 2 broadcast packets sourced from 200 consecutive
MAC addresses out of Port A. Result 1 is expected.
3. OnDUT 1 and DUT 2, create VLAN-interface 1 and assign the VLAN

to the same subnet.

4. OnDUT 1, create VLAN 2 and assign Port 5 to VLAN 2. Create VLAN-
interface 2 and assign it an IP address.

5. On the tester, send Layer 3 packets out of Port A. The packets are destined for
VLAN-interface 1 on DUT 2 and sourced from 200 consecutive IP addresses in
the same subnet as the IP address of VLAN-interface 2 on DUT 1. Result 1 is

Expect Results:

1. On DUT 1, the traffic is distributed to Port 1/2/3/4 almost evenly.

Actual Result:

#

interface Bridge-Aggregationl
link-aggregation mode dynamic

#

#

interface Ten-GigabitEthernet1/0/49

1. Create aggregation group 1 with dynamic mode and add 4 ports

All rights reserved
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#

#

#

#

Preview:
Ethernetll

Frames

Create new Frame >

Save Frame as
Template...

Manage Frame
Templates...

Actions
Add Header(s)..
Link Modifiers/VFDs...

Others

port link-mode bridge
port link-aggregation group 1

interface Ten-GigabitEthernet1/0/50
port link-mode bridge
port link-aggregation group 1

interface Ten-GigabitEthernet1/0/51
port link-mode bridge
port link-aggregation group 1

interface Ten-GigabitEthernet1/0/52
port link-mode bridge
port link-aggregation group 1

2. Send traffic with changing source mac
StreamBlock Editor - Port //1/8 [74:85:C4:F6:21:08/GigabitEthernet1/0/1] : StreamBlock 1

General Frame Groups RxPort Preview

4] showallFields [] Allow Invalid Packets

Name Value
[= Frame _
Fl- EthernetIl
Preamble (hex) 55555555555555d5

v Destination MAC
|—| Source MAC

MAC Modifier
EtherType (hex)

3. On DUT 1, the traffic is distributed to Port 1/2/3/4 almost evenly.

FF:FF:FF:FF:FF.FF
00:10:94:00:00:02
Count=200;Step=00:00:00:00:00:01
<auto> 8885
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[5560x—ei—-1-GigabitEthernet1/0/1]d ¢ r i i

Usage: Bandwidth utilization in percentage

Interface Usage (%) Total (pps) Broadcast (pps)
BAGG1 0 0

GE1/0/1 10 84458

XGE1/0/25

XGE1/0/26

XGE1/0/27

XGE1/0/28

: More than 14 digits.

[5560x—ei—-1-GigabitEthernet1/0/1]d ¢ r o i

Usage: Bandwidth utilization in percentage

Interface Usage (%) Total (pps) Broadcast (pps)
BAGG1 84456

GE1/0/1 0

XGE1/0/25 21114

XGE1/0/26 21114

XGE1/0/27 21114

XGE1/0/28 21114

: More than 14 digits.

4. Configure VLAN-int on DUT
DUT1

#

interface Vlan-interfacel

ip address 10.1.1.1 255.255.255.0
#

DUT2

#

interface Vlan-interfacel

ip address 10.1.1.2 255.255.255.0
#

5. Configure VLAN-int 2 on DUT1
#

interface Vlan-interface2

ip address 20.1.1.1 255.255.255.0
#

6. On the tester, send Layer 3 packets out of Port A. The packets are destined for
VLAN-interface 1 on DUT 2 and sourced from 200 consecutive IP addresses in

Multicast (pps)

Multicast (pps)
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the same subnet as the IP address of VLAN-interface 2 on DUT 1. Result 1 is

expected.

€ Untitled.tcc - Spirent TestCenter
Fle Edt Mew Tools Adions Diagnostics Help
DEFQ B ¥ GaChasss - || Saopy | & B EL B B 002 |G [l Technologies .. | [ Perspective ~ | [I5) Sequencer | (3] Repotter | Ty Wizards = |3, Summary B
Test Configuration
5 [ Spirent TestCenter A B rdd. X Delete 14 4 Tof 1 B B0 S Creste links.. % Edt Links.. [ Edt irtedace.. ) €% [EF Edt MPLS TP Static LSP/PW

5 TestInfo Active Filter: (Unsaved)

G All Devices (Hosts, Routers, ...) r Y

ga + Groups D Empty Filter L] 29 Clear Actions

B A Trafc Generators Emulated Device Interface DHCP IGMP MLD 6rdfiod DS-lite DHCPServer BFD OSPFv2 BGP

) Al Stream Blocks
b Port Nars n ™ Device ST Addre Pvd Modifier | PV Prefix TPv4 Default TPv4 Gateway Resaly
T Al Traffic anslyzers - e Count ype ot | Length Gateway Modifier MacAc

= @ alports
= @ Port /18 [74:85:C4F6:21:08
=
B Traffic Generator
B Trafic Analyzer
& Capture
@ Port /19 [AC:74:09: 28: 3A:BA

= Devices

<

v
Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1

< >
3 Untitled tcc - Spirent TestCenter - x
Fle Edt View Tools Actons Diagnosics Hep
DEE B % G m e - Sy (& & B E 001213 | G [l Technologies... | yPermpeciive ~ | B] Sequencer | ) Reporter | T Wiaards + (3, Surmary x
Test Configuration =
gMTr-iﬁrsemm A BuAdd. YDeete 04 4| 101 | b pi *\Cresteliks. 9 EdtLnks. [y Edtitefoce.. §) G5 [BF Edt MPLS TP Static LSP/PW, E
S5 All Stream Bods — i
B Al Traffic Analyzers : 5
=@ AlPorts b Empty Filter Fgre 23] Clear Aciors i
5 @ Port //1f8 [P485:C4F6:21:08, Emulated Device Interface DHCP IGMP MLD 6rdfBiod DS-Lite DHCP Server BFD OSPFv2 BGP ]
== Dewes =
B Traffic Generator Port Name Device Name | Tags g::‘n‘f ToSType | IPviAddress Prd Modifier :':I‘;:‘fﬂm IGP:T:E::M: m:ig:mm, g
B Traffic Analyzer §
% Capture @
= @ Port /19 [AC:74:09:28:3A:8A H
a
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StreamBlock Editor - Port //1/8 [74:85:C4:F6:21:08/GigabitFthernet1/0/1] : StreamBlock 1 X
General Frame Groups RxPort Preview
Preview:
owAllEields [] Allow Invalid Packets
Name Value A
Frames
Create new Frame > ;
- EthernetIl
Save Frame as B e
Template... . - Destination MAC FF:FF:FF:FF:FF:FF
Manage Frame
Templates... =3 SlourceMAC 00:10:94:00:00:02
- MAC Modifier Count=200;Step=00:00:00:00:00:01
Actions
i i EtherType (hex) <auto> Internet IP
Add Header(s)..
) . [=- IPv4 Header
Link Modifiers/VDs..
- ToSDiffSery tos (0x00)
Others - Total length (int) <auto> calculated
Expand All | Time to live (int) 255
Coll All )
ollapse . Protocol (int) <auto> Experimental
=+ Source 20.1.1.2
b... IPv4 Modifier Count=200;Step=0.0.0.1
- Destination 10.1.1.3
- Header Options
- Gateway 20.1.1.1 v
Hex Editor
000D S5 55 55 55 55 55 S5 DS FF FF FF FF FF FF 00 10 U'U'U'U'[TUU&yyyyyy.
S4 00 00 02 08 0O 45 00 00 14 00 0O 00 OO FF FD  _..... E.__.... ¥y
SA E6 14 01 01 02 OA 01 01 03 -
& Untitled.tec - Spirent TestCenter — 5 %
Be ER Vew Toos Adons Degosics Heb
DEH B &G0 catws-|| Sy & 8600 B Rooon |G [l Technologies .. | [Py Perspective - | [[E] Sequences | [3) Repoter | Ty Wizards - |3, Summary g
£ A BaAdd. XDeete 04 4| Tof1 | b pi S\ Crestelinks. 9 EdtLinks.. [ Edtitefoce.. @) 3 [BF Edt MPLS TP Satic LSP/PW
S?Tsﬂnfu Active Fiter: {Unsaved)
E::ﬁimﬂmm‘ - b Empty Filter g £S5 lear Ackom
g"m"ﬁcﬁs—am Emulated Device Interface DHCP IGMP  MLD 6rdiot  DS-Lite DHCP Sever BFD OSPFv2 BGP
o Al Stream Blocks
B s aatees port ame bevcetame | Tgs | 25N Precuowy (RPGHO |Gy | PYIGKDEYMIC | Rezpondto
B @ AlPors Port //1/8 [74:85:CA: | Device 1
= @ Port /18 [74:85:C4:F6:21:08,
= Devices
B Traffic Generator
B Traffic Analyzer
Capture
- @ Port [/1/9 [AC:74:09:28:3A:BA
= Devices 0| B i
P - > Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1
_Bam:Tmﬁ:'Rsmﬂ 3 x
Port Traffic and Counters > Basic Traffic Results | Change Resut View - 15 1 B 00 ¢ Tof 1 I ||streams > Detailed Stream Results = Change Result View - 15) 1 By 04 4 1of 1 b Wi
bi Select Tx Ports: Al Ports ~ | Select Rx Ports:  All Ports = Change Counter Mode:
Basic Counters  Errors Triggers Protocols Undersize/OversizelJumbo  PFC Counters  User Defined Advan < > || Basic Mode - Resample
PortName 'ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | RxSig Rate (fps) | || Basic Counters Emors  Basic Sequencing Advanced Sequencing _ Histograms
Tosios . e | nounme [t Bl [mow [powstcom | ooeed
Port //1/9... [ [ [ 84,960 1 ]
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O Passed O Failed

2.11 Dynamic MAC limit

Test Item Name: Dynamic MAC limit
Work Hour: 30 min
Test Topology:

Port1

Port3

Test Process:

1. Onthe DUT, set the MAC learning limit to 100 on Port 1.

2. On the tester, send untagged broadcast packets through Port A. The source
MAC addresses of the packets are 1000 consecutive MAC addresses starting at
0-0-1111. Result 1 is expected.

On the DUT, set the MAC learning limit to 150 on Port 3.

4. On the tester, send untagged broadcast packets through Port C. The source
MAC addresses of the packets are 1000 consecutive MAC addresses starting at
0-0-1111. Result 2 is expected.

Expect Results:

1. The DUT has learned 100 MAC addresses on Port 1.

2. The DUT has learned 150 MAC addresses on Port 3.

Actual Result:

1. Onthe DUT, set the MAC learning limit to 100 on Port 1.
[DUT]interface Ten-GigabitEthernetl1l/0/49

[DUT-Ten-GigabitEthernetl/0/49]mac-address max-mac-count 100
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2. On the tester, send untagged broadcast packets through Port A. The source

MAC addresses of the packets are 1000 consecutive MAC addresses starting at
0-0-1111. Result 1 is expected.
Add raw traffic.

(t’ Untitled.tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help

DEH & 2 % GaChassis + || ShApply | & B} B2 B B 000001 |G G o0 [

Test Configuration

[l | Spirent TestCenter A W Generate Stream Block 3 Delete - 57 Edit... B Cof
S TestInfo B Add Bound Stream Block(s)...

== All Devices (Hosts, Routers, ...)
Q;E All Multicast Groups

9 Add Raw Stream Block... ith Utilization (%): 10

Ef All Traffic Generators o pewen Burst Size:
% All Stream Blocks O Load per Stream Block Inter Frame Gap:
‘a All Traffic Analyzers Advanced Interleaving ‘
=& Al Ports sroup ID will be set in the stream block grid Inter Frame Gap Unit
= @ Port //4/5 [AC:74:09:2B:3A:BA () Manual Based e i
== Devices

B Traffic Generator

‘a Traffic Analyzer

4() Capture

= @ Port //4/6 [AC:74:09:2B:3A:BA

== Devices

ﬁ’ Traffic Generator

fa Traffic Analyzer > <
< - > Displaying Stream Blocks 0 - 0 | Total Stream Blocks: 0

Status Active Name Tags Index Cor

Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ > B 04 4 10f0

v

L e L ____ LB LB B, P | S BB B | B B L L S S Mo M. -

Delete the IPv4 header.
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b Untitled.tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics
DE B % 5 @ cchasis - | | 3% Apply
Test Configuration |
[ [y Spirent TestCenter A BMAdd -
[5g TestInfo
= All Devices (Hosts, Routers, ...) Schedulid
xq,z All Multicast Groups @ Por
s) All Traffic Generators
% All Stream Blocks Ote
ﬂ All Traffic Analyzers A
=- @ AllPorts
- @ Port //4/5 [AC:74:09:28:3A:BA O Ma
= Devices
" Traffic Generator
Status

i ‘a Traffic Analyzer

& Capture n
- @ Port //4/6 [AC:74:09:28:3A:BA
= Devices
E’ Traffic Generator
< Traffic Analyzer o 1K
< : > Displaying

Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results ' Chai

LA 4

Basic Counters Errors Triggers Protocols Und

Port Name ps) Generator Rate (Bps) Generator Ri

StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 7 X

oups RxPort Preview

[ showAllFields [] Allow Invalid Packets

Pv4
Name Value ~
Frames
= Frame
Create new Frame > -
Save Frame as £ Ethernetml
Template... - Preamble (hex) b555555555555d5
£
i - Destination MAC 00:00:01:00:00:01
- Source MAC 00:10:94:00:00:02
Actions [
- EtherType (hex) <auto> Internet IP b
Add Header(s).. i
& [Pvs ricader ﬁ
Link Modifiers/VFDs.. - Add Header(s)... I
Delete IPv4 Header Version (at) Link Modifiers/VFDs...
- Header length (int;
s gth it} | Delete IPv4 Header |
ToS/DiffServ R ’
Expand All - Total length (int) auto> calculated [
Collapse All £
- Identification (int) 0 il
- Control Flags :
Reserved (bit) 0
~i
€

Hex Editor

FB 55 55 55 55 55 55 DS 00 00 01 00 00 01 00 10

L STl 4S 00 00 14 00 00 00 00 FF FDI
39 54 CO S5 01 02 CO 00 00 01

s =i oK Cancel E
Interesting Traffic:Results 1 | Interesting Traffi
Change the source MAC modifier.
All rights reserved Page 84 of 244



H3C S5560X-EIl Product Test Procedures

General Frame Groups RxPort Preview

StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 5

Insert MACModifier...

Preview:
[¥] showallFields [] Allow Invalid Packets
7 | Name Value
Frames
= Frame
Create new Frame > I
Save Frame as = El:hemetl:[
Template... - Preamble (hex) fb555555555555d5
Manage Frame 3 L [ —
Templates.. - Destnation MAC FF:FF:FF:FF {FF:FF |
=8 00:00:00:00:11:11
Actions | L. MAC M Add Header(s)... 00:00:00:00:00:01
Add Header(s)... o | Link Modifiers/VFDs...
_ . EtherType
Link Modifiers/VFDs.. Insert MAC Modifier.

Others
Expand All
Collapse Al

Hex Editor

FB 55 55 55 55 55
00 00 11 11 B8 BS

Configure MAC Modifier
Offset

(® Start modifier on first byte

Type

@) Increment () Decrement () List (O Random

Details

$5 D5 FF FF FF FF FF FF 00 00

(O start modifier at offset

AUUUUUUG §955§%- -

0K Cancel

(O shuffle  [[] Use Streams

Count: Step:

00:00:00:00:00:01 |

Repeat: D

Mask: ‘DD:DD:FF:FF:FF:FF |

Seed: 0O

Value:

‘00:00:00:00:11:11

Tip: Enter a start-value from which to begin the sequence.

Cancel
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Send the traffic.
& Untitled.tec - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help
DEH S & 6@ Chassis - | | Sy Apply | &8 B} 53 | b EL 00:00:01 |G < B Technologies... |[F
Test Configuration
-2 Spirent TestCenter ~ B Add ~ °J Generate Stream Block $¢ Delete [5F Edit... Copy Wizard...
[ TestInfo
E; All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
43, All Multicast Groups Port Based . :
E') All Traffic Generators ® Burst Size: !
% All Stream Blocks O Load per Stream Block Inter Frame Gap: 12
'-a All Traffic Analyzers Advanced Interleaving .
B Q All Ports Group ID will be set in the strearn block grid Inter Frame Gap Unit: bYtES
= @ Port j/4/5 [AC:74:09:2B:3A:BA (O Manual Based B
== Devices Br Add Bound Stream Block(s)...
B Traffic Generator ) dh  Add Raw Stream Block... -
,;a Traffic Analyzer Status Active Name x Delete ¥ffic |
‘{1 Capture = StreamBlo... | C ”
= @ Port //4/6 [AC:74:09:28:3A:BA &  CutStreamBlock Ctrl+X
== Devices 53 Copy StreamBlock Ctrl+C
B Traffic Generator P, Paste Ctrl+V
@ Traffic Analyzer v L€
< - >  Displaying Stream Blocks 1- 1 | Total St Duplicate... Alt+U
Interesting Traffic:Results 1 e s [
- #  Edit Tags...
Port Traffic and Counters > Basic Traffic Results ' Change Result View =~ | | nter
- User Defaults »
(' Resi
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo E Edit... s
B sur |
Port Name ps) | Generator Rate (Bps) @ Generator Rate (bps) Generator Sig — e
«a
ARP/ND »
L2Learning »
< Q, Find...
L = —
Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Validation Eif Fill Custom...
L = =>  Dravicus
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& Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help

NDEA % % Ga (=) Chassis + Apply |El§ rn 00:00:06 {l; |88 Technologies... [ Perspec
Test Configuration
= @ Al Ports A H“Add - Generate Stream Block Delete @ Edit... %CDD}‘ Wizard...
= @ Port [/4/5 [AC:74:09:28:3A:BA
&= Devices Scheduling Mode Bandwidth Utilization (%): 10

B Traffic Generator

A Traffic Analyzer @® Port Based Burst Size: |:| [

 Capture (O Load per Stream Block Inter Frame Gap: 12
- @ Port [/4/6 [AC:74:09:28:3A:BA Advanced Interleaving
= Devices Inter Frame Gap Unit: | bytes
5) Traffic Generator (O Manual Based Schedule... <
‘g Traffic Analyzer :
i Capture
- @ Port [/4/7 [AC:74:09:28:3A:BA Status Active Name Tags Index ControlledBy | Traffic Patterr

5) Traffic Generator

<

:-a Traffic Analyzer v
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Port Traffic and Counters > Basic Traffic Results Change Result View ~ %j rﬂ 1of 1 Streams > Interesting

1of 1

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © > || Basic Counters Errors

Port Name 7ps) | Generator Rate (Bps) Rx Port Name | Stn

| 108,108,111

Port //4/6... o o o 844,595
Port //4/7... o e o 844,594

[DUT]display mac-address count
100 mac address(es) found.

3. Onthe DUT, set the MAC learning limit to 150 on Port 3.
[DUT]interface Ten-GigabitEthernetl/0/51

Generator Rate (bps)

[DUT-Ten-GigabitEthernetl/0/51]Imac-address max-mac-count 150

4. On the tester, send untagged broadcast packets through Port C. The source
MAC addresses of the packets are 1000 consecutive MAC addresses starting at
0-0-1111. Result 2 is expected.

Add raw stream.
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b Untitled.tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help
DEH G ¥ G @chesss~ | [dgappy | &8 B 5B B 00000 |G B

Test Configuration

= Spirent TestCenter A B+ Add ~ qa Generate Stream Block ¥ Delete @ Edit... Ce

[5 TestInfo

Add Bound Stream Block(s)...

';‘? All Devices (Hosts, Routers, ...) G Add Raw Stream Block.. [ utitzation (): 10
%y, All Multicast Groups )
s) All Traffic Generators —— e Burst Size:
% All Stream Blocks O Load per Stream Block Inter Frame Gap:
‘§a All Traffic Analyzers Advanced Interleaving
= Q All Ports Sroup ID will be set in the stream block qrid Inter Frame Gap Un
= @ Port //4/5 [AC:74:09:2B:3A:BA () Manual Based e
== Devices
s* Traffic Generator
:‘ Traffic Analyzer Status Active Name Tags Index Ce
[¥ Capture ./ StreamBlo... | Clicktoad... | @

= @ Port //4/6 [AC:74:09:28:3A:BA

<
- v
< > Displaying Stream Blocks 1 -1 | Total Stream Blocks: 1 | Selected 1
Interesting Traffic: Results 1
I~ = = - - - - =—- = = z =
Delete the IPv4 header.
B3 untitled.tec - Spirent TestCenter
File Edit View Tools Actions Diagnostics StreamBlock Editor - Port //4/6 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/50] : StreamBlock 8 X
= S E3 [ (== Chassis ~ i A er
J = & - & pp'! General Frame Groups RxPort Preview I
Test Configuration
- Spirent TestCenter ~ ‘Add £ Preview:
) TestInfo [ showallFields [ Allow Invalid Packets
= All Devices (Hosts, Routers, ...) Schedulit
4§ All Multicast Groups @vor | | [Frames Name Value ~
E) All Traffic Generators = Frame
Create new Frame > :
% All Stream Blocks O Log < . @ Ethernetil
‘a All Traffic Analyzers 4 ave Frame as
1 . Template... . -~ Preamble (hex) b555555555555d5
&-@ AlPorts Manage Frame N
- @ Port //4/5 [AC:74:09:28:3A:BA O Mat Templates... it~ Destination MAC 00:00:01:00:00:01
? Devices Source MAC 00:10:94:00:00:02
Traffic Generator | Actions i P
i EtherType (hex) <auto> Internet IP
@ Traffic Anslyzer Status Add Header(s)... i ﬁ It
& = Header
& Capture Link Modifiers/VFDs.. o Add Header(s)... .
5@ ;rt E;:{; £AC:74:09:28:3A:EA @ Delete IPva Header - Version (int) T T
Header lengfrtr
B Traffic Generator Others - r\l Delete IPvd Header |
- ToS/DiffSe v 7
ﬂ Traffic Analyzer v L
= o Bxpand Al Total length (int) <auto> calculated i
< > Displaying Collapse Al B L
Interesting Traffic:Results 1 ~ Jdentiication (int) 0
| H =]
Port Traffic and Counters > Basic Traffic Results  Cha D (?DntrOI Fiags Bw
i Reserved (bit) 0
b b ] v eC
Basic Counters Errors Triggers Protocols Und  Hex Editor Seq
0000 FB 55 §5 55 S5 55 55 DS 00 00 01 00 00 01 00 10 GUUUUUUS. ... ...
Port Name ps) Generator Rate (Bps) Generator Rg weieeEeeiaias o (be
. | 39 94 CO 55 01 02 CO 00 00 01 9.Au..A... -
= L
| OK Cancel =
1 Trtavactine Trabfin-Raenlbe 1 | Tntoveckine Traffs
Change the source MAC modifier.
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StreamBlock Editor - Port //4/7 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/51] : StreamBlock 6

General Frame Groups RxPort Preview

Preview:

[ showaAllFields [] Allow Invalid Packets

Name Value
Frames

= Frame
Create new Frame > I
Save Frame as & Ethernetil
Template... - Preamble (hex) fb555555555555d5
M F
Templatese, | - Destination MAC FF :FF:FF:FF {FF:FF |

--ESource MAC :
Actions ; Add Header(s)...
- EtherT - -

Add Header(s).. =Type (hex) Link Modifiers/VFDs...
Link Modifiers/VFDs... Insert MAC Modifier...
Insert MACModifier...
Others
Expand All
Collapse Al
Hex Editor
0000 FB 55 55 55 55 55 55 DS FF FF FF FF FF FF (MO  GUUUUUUO§§§§§9 .
oo10 [FNCCNEEWE¥Wes s 0000 . n

Navigatestreamblods: |14 of 1 Y 0K Cancel
Configure MAC Modifier X
Offset
(®) Start modifier on first byte (O start modifier at offset
Type
@ Increment (O Decrement (O List (O Random () shuffle [] Use Streams
Details
I Count: |1ooo| | I Step: |oo:oo:oo:oo:oo:o1 \
Repeat: [0 | Mask: [00:00:FF:FF:FF:FF \
Seed: 0
Value: ‘00:00:00:00:11:11 ] S
Tip: Enter a start-value from which to begin the sequence.
oK Cancel
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Send the traffic.

b Untitled.tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help
=3 B3 [ @ Chassis ~ || 3 Apply | R &8 B} 2 BL 00:00:01 | & < Technologies... Perspective
PPY | & & b 2 4 9 P!

Test Configuration

== Spirent TestCenter A “Add - 4‘ Generate Stream Block X Delete @ Edit... Copy Wizard...
-5 TestInfo
== All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10

{_E All Multicast Groups

S Burst Sae: Duration 4
"AIITraFﬁcGeneramrs ® rst Size ration Mc

\:T:g All Stream Blocks O Load per Stream Block Inter Frame Gap: 12
" All Traffic Analyzers Advanced Interleaving .
= @ AlPorts Group ID will be set in the stream block grid Inter Frame Gap Unit:  [bytes - Advance
- @ Port /45 [AC:74:09:2B:3A:BA () Manual Based Schedule... i
<= Devices B Add Bound Stream Block(s)... Scheduling
i s’ Traffic Generator _ + Add Raw Stream Block...
i 4' Traffic Analyzer Status Active Name Tags x DGy battern Typ:
& Capture . ¥ |StreamBlo... |Click{ m
= @ Port //4/6 [AC:74:09:28:3A:BA &  CutStreamBlock Crl+X
= Devices 53 Copy StreamBlock Ctrl+C
Y i oeneato | = R .
i ,a Traffic Analyzer v LS
< ' > Displaying Stream Blocks 1-1 | Total Strear Duplicate... Sl
Interesting Traffic:Results 1 Add to Exposed Properties
- #  Edit Tags...
Port Traffic and Counters > Basic Traffic Results  Change Result View = = | | esting Stream |
- User Defaults »
P M b 1§ § ‘
. : : : |Er Edit.. -
Bazic Counters Errors Triggers Protocels Undersize/Oversize/Jumbo PFC rrors Bas
[ B st
Port Name ps) Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (T | B stop tream Index
«d
ARP/ND »
L2Learning »
< Q, Find..
| Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Validation Error Fill Custom...
(=] L

\“) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help
DE D B ¥ G0 mchass ||y [ & B BB o2 |6 Bl Technologies... | [P Perspective ~ | [[E] Sequencer
= Devices ~ B Add - “J) Generate Stream Block 3¢ Delete - [ Edt... - [§5) Copy Wizard...

- [l Traffic Generator
g Traffic Analyzer

¢ Scheduling Mode Bandwidth Utilization (%): 10
& Capture
- @ Port [/4/6 [AC:74:09:28:3A:8A @® Port Based Burst Size: Duration Mode: | Cont
2 Devices (O Load per Stream Block Inter Frame Gap: 2
i ‘r‘ Traffic Generator Advanced Interleaving }
< Traffic Analyzer Group I0 will be set in the stream block g, | Inter Frame Gap Unit:  |Bytes Advanced... P
G{ Capture (O Manual Based Schedule.
1 )
E- @ Port [[4/7 [AC:74:09:28:3A:BA Scheduling mode graph
= Devices
i ‘, Traffic Generator Status Active Name Tags Index ControlledBy | Traffic Pattern Type ™
‘ ‘g Traffic Analyzer L ~ StreamBlo... |Clicktoad... | ¢ generator Pair
& Capture
-[5g] settings v [
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results | Change Resutt View ~ 29 B}, [, 14 ¢ 1of 1 |+ ||Streams > Interesting Stream Results | C

L q 4 Tof 1 i |9 Change Counter

Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > || Basic Counters Errors Basic Sequencing

Port Name 'ps) @ Generator Rate (Bps) @ Generator Rate (bps Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name | Stream Index ?‘::;g:;
Port //4/6... o 0 0 844,594
Port [/4/7... 108,108,111 864,864,888 844,595 0
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[DUT]displaQ mac-address count
150 mac address(es) found.

] Passed | O Failed

2.12 Jumbo frame

Test Item Name: Jumbo Frame
Work Hour: 10 min
Test Topology:

Port 3 c

Test Process:

1. Enable jumbo frame forwarding on Port A, Port B, and Port C of Tester.

2. Port A of Tester sends broadcast packets with the length as 9000(9216) bytes
continuously. Result 1 is expected.

3. Disable jumbo frame forwarding on Port 1 of DUT1. Result 2 is expected.

4. Enable jJumbo frame forwarding on Port 1 of DUT1. Result 1 is expected.

Expect Results:

1. Packets sent out Port A of Tester are received on Port B and Port C of Tester.

2. Packets sent out Port A of Tester are not received on Port B and Port C of
Tester.

Actual Result:

1. Enable jumbo frame forwarding on Port A, Port B, and Port C of Tester
[DUT-Ten-GigabitEthernetl/0/49] jumboframe enable
[DUT-Ten-GigabitEthernetl/0/49]interface Ten-GigabitEthernetl/0/50
[DUT-Ten-GigabitEthernet1l/0/50] jumboframe enable

[DUT-Ten-GigabitEthernetl/0/50]interface Ten-GigabitEthernetl/0/51
DUT-Ten-GigabitEthernetl/0/51] jumboframe enable

2. Port A of Tester sends broadcast packets with the length as 9000(9216) bytes

continuously. Result 1 is expected
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@t Start Al Devices

@8 Stop Al Devices

Actions | Diagnostics Help
|@ Chassis » | Port Reservation...
GB Extemal Device E Add Offline Ports...
& Aeply F9 Reserve 192.168.207.244/1/8 1/9 4/5 4/6

E} stat ARP/ND

f= Connect/Create = |[v] Show Port Groups Show Ports:  All Ports

Reserve 192.168.207.244/4/7
Reserve 192.168.207.244/4/5 4/6
Reserve 192.168.207.244/4/54/6 4/7 4/8

Connection Name Model Licensed Speeds  Status ~
{Ei[l Port6  (Group6) Link Down, Spee... Available
D Port7  (Group7) Link Down, Spee... Available
Ei[l Port8  (Group8) LinkDown, Spee... Available

=< 9] Slot 4 HYPERMETRICS ... 10G
[l Port1  (Group1) LinkUp, Speed 10G Available - 84:D09:31:CA:5I
D Port2  (Group2) LinkUp, Speed 10G Available - 84:D9:31:CA:SI
[] Port3  (Group3) Link Down, Spee... Available
D Port4  (Group4) Link Down, Spee... Available
- (Group5) Link Up, Speed 10G
(Group 6) Link Up, Speed 10G
i  Link Up, Speed 10G To Be Reserved
8l Port8  (Groups) LinkDown, Spee... Available
=< [] slet s HYPERMETRICS ... 10G

~E@Port1  (Group1) LinkDown, Spee... Available 5
F | " s

Firmware Version: 4.95 6666

Summary
Available: 45 Unavailable: 3 Reserved by User. 4 Reserved by Other; 7
Ports: 58 Chassis: 1 Test Modules: &
| Add OfflinePorts... |  Add Default Traffic: | No v| | Cancel
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= [ Spirent TestCenter
[ TestInfo
== All Devices (Hosts, Routers, ...)
'R_t All Multicast Groups
B Al Traffic Generators
% All Stream Blocks
- ﬂ All Traffic Analyzers

A |B Add ~|F Generate Stream Block 3¢ Delete
B¢ Add Bound Stream Block(s)...

(O Load per Stream Block v

Advanced Interleaving

=@ AlPorts Group ID will be set in the strearn block grid
= @ Port [/4/5 [AC: 74:09: 28: 3A:BATen-GigabitEthernet1/0/49] (O Manual Based schedue...
= Devices
WY i et |
- Traffic Analyzer Status | Active Name
6 Capture
= @ Port //4/6 [AC:74:09:2B: 3A:BA Ten-GigabitEthernet 1/0/50]
| = Devices
i E Traffic Generator
i g Traffic Analyzer
& Capture
General Frame Groups RxPort Preview
[] Active Name: |StreamBJock 3
Frame size (Bytes)(With CRC and signature field) Streamblock load optio
Load mode: Fixed
(@) Fixed ize:
-}
() Increment Step: |1 (power of 2) Percent (%) 10
() Decrement |  Min: [128 & Frames/sec (fps) 84459
O Random Max: [256 - ] Inter-Burst Gap (bytes) |1344
O Auto Avg: [192 Inter-Burst Gap (msec) | 1344
O iMIX Default ) Edit... Inter-Burst Gap (nsec) 1344
bps 100000000
Kbps 100000
Mbps 100
L2 Rate(bps) 100000000
Refresh rates
Settings Packet
Scheduling priority: 0 - Payload fill constant ( hex):
(0 is the highest ) )
Burst size: 1 - Payload fill type: Constant v
Start delay (bytes): 0 = [[] Insert FCSerror
Include Signature Field
Inter-frame gap unit: Gap (bytes) (/] Include Signature Fie
[#] High Speed Result Analysis
Inter-frame gap: 12 [ enable AnalyzerPreload
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3.

General Frame Groups RxPort Preview

Preview:
EthernetIl

Frames

Name
= Frame

1 EthernetIl
Preamble (hex)

Create new Frame >

Save Frame as
Template...

ShowAllFields [] Allow Invalid Packets

Value

fb555555555555d5

Manage Frame

Templates... E?-IDestination MAC

FF:FE:FEFFFEFF |

- Source MAC
Actions :

Add Header(s)..
Link Modifiers/VDs..

EtherType (hex)

Others

Expand All
Collapse All

Hex Editor

00:10:94:00:00:02

<auto> 88B5

FB 55 55 55 55 55 55 D5 FF FF FF FF FF FF 00 10  aUUUUUUSH##¥§7¥. -

94 00 00 02 B8 BS

Navigate streamblocks: 14 i| of1

Disable jumbo frame forwarding on Port 1 of DUT1. Result 2 is expected

[DUT-Ten-GigabitEthernet1/0/49]undo jumboframe enable
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M B*  Add Bound Stream Blocks)...
dp Add Raw Stream Block...
X Delete
&  Cut StreamBlock Ctrd+X
=3 Copy StreamBlock Cti+C

rasie AT+ V

Duplicate... Alt=l
Add to Exposed Properties

laying Stream Blocks 1- 1 /7 EdtTags
User Defaults 3

ol 1 A r——
PVERRIRI o - s I S

Port Name e (fps) | Generator Rate (fps) | Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)

Part j/4/5.. 13,539 124,729,941 997,839,528 3,574 0
Part j/4/6.. o o o o
Part //4/7.. 0 0 o o

4. Enable jJumbo frame forwarding on Port 1 of DUTL1. Result 1 is expected

[DUT-Ten- Giabi‘tEthe rnetl/0/49]jumboframe enable

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined  Advanced Sequencing FEC Counters

Port Name e (fps) | Generator Rate (fps) @ Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)

Port //4/5... 13,534 124,729,568 997,836,544 3,534 a

Port //4/6... 0 0 0 13,534

Port //4/7... a [ o 13,534
[ Passed | O Failed

2.13 Ethernet auto negotiation

Test Item Name: Ethernet Auto negotiation

Work Hour: 15 min

Test Topology:
Port 1 Port

DUT1 DUT2

Test Process:
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1. Connect DUT1 with DUT2 on 10GE port, using SFP transceivers. Create
VLAN-int on both devices and configure IP addresses. Perform ping between
two VLAN-int. Result 1 is expected.

2. Check the status of interface on DUT. Result 2 is expected.

Expect Results:
1. DUT 1/2 can successfully ping each other.

2. The status of interface is 10GE speed

Actual Result:

Configuration on DUT1.:

1. Add Portl to VLAN 10 and assign IP address to VLAN interface 10.

[DUT1]vlan 10
[DUT1-vlanlO]port Ten-GigabitEthernet 1/0/25

[DUT1]interface Vlan-interface 10
[DUT1-Vlan-interfacel@]ip address 30.0.0.1 24

Configuration on DUT2:
2. Add Port2 to VLAN 10 and assign IP address to VLAN interface 10.

[DUT2]vlan 10
[DUT2-vlanlO]port Ten-GigabitEthernet 1/0/52

[DUT2]interface Vlan-interface 10
[DUT2-Vlan-interfacelO]ip address 30.0.0.2 24

3. Perform ping between two VLAN-int. Result 1 is expected.

[DUT1]ping 30.0.0.2

Ping 30.0.0.2 ).0.2): 56 data bytes, press CTRL+C to break
56 bytes from 3 ).2: icmp_seq=0 tt1=255 time=1.922 ms

56 bytes from 30.0.0.2: icmp_seg=1 tt1=255 time=1.744 ms

56 bytes from 30.0.0.2: icmp_seg=2 tt1=255 time=1.771 ms

56 bytes from 30.0.0.2: icmp_seqg=3 tt1=255 time=43.703 ms

56 bytes from 30.0.0.2: icmp_seg=4 tt1=255 time=1.787 ms

--- Ping statistics for 30.0.0.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.744/10.185/43.703/16.759 ms
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[DUT2-Vlan-interfacel@]lping 30.0.0.1

Ping 30.0.0.1 (320.0.0.1): 56 data bytes, press CTRL+C
56 bytes from 3€ ).1: icmp_seq=0 tt1=255 time=4.806
56 bytes from 3€ ).1: icmp_seqg=1 tt1=255 time=9.865
56 bytes from 3C ).1: icmp_seq=2 ttl1=255 time=1.655
56 bytes from 30.0.0.1: icmp_seqg=3 ttl1=255 time=1.680
56 bytes from : icmp_seqg=4 tt1=255 time=1.519

--- Ping statistics for 30.0.0.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.519/3.905/9.865/3.226 ms

4. Check the status of interface on DUT. Result 2 is expected.

[DUT1lldisplay interface Ten-GigabitEthernet 1/0/25
Ten-GigabitEthernetl/0/25

Current state: UP

Line protocol state: UP

IP packet frame type: Ethernet II, hardware address: 7485-c4f6-214a
Description: Ten-GigabitEthernetl/0/25 Interface

Bandwidth: 10000000 kbps

[DUT2]display interface Ten-GigabitEthernet 1/0/52
Ten-GigabitEthernetl/0/52

Current state: UP

Line protocol state: UFP

IP packet frame type: Ethernet II, hardware address: ac74-092b-3bl6
Nesrri In'l"i nn* Ten-Gi gnh'i tEthernetl/0/52 Interface

Bandwidth: 10000000 kbps

O Passed O Failed

2.14 QinQ

Test Item Name: QinQ
Work Hour: 30 min
Test Topology:

Port 3 c

Test Process:
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1. Onthe DUT, create VLAN 2, and assign Port 1 to VLAN 2 as an access port.
Configure Port 2 as a hybrid port, and assign Port 2 to VLAN 2 as a tagged

member.

2. Enable QinQ on Port 1 of the DUT.

3. Send a broadcast packet tagged with VLAN 100 from Port A of the tester to the
DUT. Result 1 is expected.

4. Configure Port 1 of the DUT as a trunk port, and assign it to VLAN 2 and other
VLANS. The PVID of Port 1 is 2. Configure Port 2 of the DUT as a hybrid port,
and assign it to VLAN 2 as a tagged member.

5. Enable QinQ on Port 1 of the DUT.

6. Send a broadcast packet tagged with VLAN 100 from Port A of the tester to the
DUT. Result 1 is expected.

Expect Results:

1. Port B of the tester receives a double-tagged packet from Port 2 of the DUT.
The SVLAN and CVLAN of packet is 2 and 100, respectively. The TPID value
Is 8100 in both the SVLAN tag and the CVLAN tag.

Actual Result:

1. Onthe DUT, create VLAN 2, and assign Port 1 to VLAN 2 as an access port.
Configure Port 2 as a hybrid port, and assign Port 2 to VLAN 2 as a tagged

member.
[5560x-ei-1-Ten-GigabitEthernet1/0/25]port access vlan 2
[5560x-ei-1-Ten-GigabitEthernet1/0/26]port link-type hybrid
[5560x-ei-1-Ten-GigabitEthernet1/0/26]port hybrid vlan 2 tagged
2. Enable QinQ on Port 1 of the DUT.
[5560x-ei-1-Ten-GigabitEthernet1/0/25]qing enable
3. Send a broadcast packet tagged with VLAN 100 from Port A of the tester to the
DUT. Result 1 is expected.
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& Untitled.tec - Spirent TestCenter
Fle Edt View Tools Adions [Diagnosics Help
DS @ %

(Gl Chassis ~ ook | 8B B 00:11:6 | &G

All Multicast Groups
B A Traffic Generators
=3 Al Stream Blodks

A @A - ] Generate Stream Block

B Traffic Generator
) Traffic Analyzer

Scheduling Mode Bandwidth Utilization (%): 10
B Al Traffic Analyzers
L @ st @ Port Based Burst Size:
@ Port [2/6 [74:85:C4:F6:21:08/Ten- O Load per Stream Block Inter Frame Gap:
=& Devices Advanced Interleaving
" Traffic ator Inter Frame Gap Unit:
B Traffic Analyzer () Manual Based Schadude. ..
Capture
=@ Port JJ2/7 [P4:35:C4F6:21:08/Ten-
= Devices Status  Active  Name

Tags

% Delete [ Edt.. [§3Copy Wizard

Index

StreamBlock Editor - Port //2/6 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/25] : StreamBlock 3 X

General Frame Groups RxPort Preview

Preview:
[] showAllFields [] AllowInvalid Packets

Name Value

Frames

Create new Frame > T

Save Frame as & Ethernetl

Template... - Preamble (hex) fb555555555555d5

Manage Frame N EF FE-FF-FE-

Templates... - Destination MAC FF:FF:FF:FF:FF:FF

- Source MAC 00:10:94:00:00:02
Actions
=+ Vians
AddHeader(s).. ]
(= Vlan
Link Modifiers/VFDs.. ;
o Type (hex) 8100

Others - Priority (bits) 000

Expand All , CFI (bit) 0

Collapse Al L. 1D (int) 100

- EtherType (hex) 8100

Hex Editor

4. Port B of the tester receives a double-tagged packet from Port 2 of the DUT.
The SVLAN and CVLAN of packet is 2 and 100, respectively. The TPID value
is 8100 in both the SVLAN tag and the CVLAN tag.

[l Technologies . [P Perspective - | [lE) Sequencer | ) Repoder | Ty Wizards - |3, Summary

DurationMode:  Confiuous v

ControlledBy

Advanced... Port Load...
Il m raphical ympl
TrafficPattem | Type RxPort ;'r';:';

& Capture v Lt >

< . 5 Dapiayng Sream Bocks 1-1 | Total Stream Blocks: 1 | Selected 10 1
Basic Traffic Results 1 2 x
Port Traffic and Counters > Basic Traffic Results = Change Resut View ~ 5] [ R Tof 1 Streams > Detailed Stream Results  Change Result View = £5] R W4 Tof 1
b Select Tx Pots: Al Pods - | Select Rx Pots: Al Ports Change Courter Mode
Basic Courters Ermors Triggers Protocols Undersize/Oversizellumbo PFC Counters User Defined Advan > || Basic Mads. Resampie

PortName [ps) | GeneratorRate (Bps) | GenerstorRate (bps) | Generator Sig Rate (fps) | RxSig Rate (fps) ||| B28ic Counters Ervors  Basic Sequencing Advanced Sequencing  Histograms

RxPort | Aggregated Rx | Tx Count R Count
108,108,091 ¢ NomefID | TxPortName |yames | portCount | (Frames) (Frames) T Rate (bos)

Port J[27... [ G 0 844,595 5

Port /2. [ 0 ] G
< > || « >
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& Untitled.tcc - Spirent TestCenter - X
Ple Edt \Vew Toos Actons Dagrostics Hep
Q& W% %0 cEches - ooty | & B B 001705 | i Technologes .. | Perspective + | [[E) Sequencer | (5) Repoder | T Wizards + (3 Summary = [
Test Configuration < Jif)
&3 Al Muiticast Groups A BNAdd v J Generate Stream Block 3( Delete [FPEdt. 3 Copy Wizard b
B A Traffic Generators &
&) Al Stream Blodks Scheduing Mode Bandwidth Utilization (%): 10 7
F Al Traffic Analyzers — g
ey @ Port Based Burst Size: [t DwatonMode:  |Contnuous v H
5@ Port /[2/6 [74:85:C4:F6:21:08/Ten- O Load per Stream Block Inter Frame Gap: <
= Devies Advanced Interleaving E]
B Traffic Generator Inter Frame Gap Unit:  [biyies Advanced... PortLoad... §
i_ Traffic Analyzer O Manual Based Schedule. ling m: raphical exampl §'
{ Captre H
= @ Port /27 [74:85:C4:F6:21:08/Ten- Traffic || &
= Devices Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx Port Grnu’p | 2
B Traffic Generator . StreamBlock 3 Clicktoad... | 0 r ‘ort Port //2/6 [7 |
J Traffic Analyzer ‘
[ X cooure ] vle X
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1o 1
Basic TrafficResults 1 7 x
Port Traffic and Counters > Basic Traffic Results < Change Resutt View ~ 5] [ By 04 4 | 'o/1 | | ||Streams > Detailed Stream Results Change Resut View + 5] 0L By o0 ¢ 1o01 (| |
" Select Tx Pots:  All Pors ~  Select RePots: Al Pots ~  Change Courter Mode
Basic Counters  Errors Triggers Protocols UndersizeOversizelJumbo PFC Counters  User Defined  Advan < > || Basic Mode ~ £ Resample

Port Name fps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) |[| B2%ic Counters  Errors  Basic Sequencing Advanced Sequencing _ Histograms

RxPort | Aggregated Rx | Tx Count Rx Count
Names Port Count (Frames) (Frames)

Name/ID | TxPort Name

Tx Rate (bps)

Click Start, Stop, View successively to capture packets on Port B of Tester.
th Edt !e: Tools Actions Dagnosics  Help
D B % GaChasss - | Mooy | & B B 001806 | G [ Technologies... [P Perspective + | [TE) Sequencer ' (3) Repoter | Ty Wizards » [, Summary =

Test Configuration
4.3 Al Multicast Groups |
B A1 Traffic Generators
5 Al Stream Blocks
B Al Traffic Analyzers General Pattern Definition Qualify Events Start Events Stop Events

= @ AlPorts -
= @ Port /2/6 [74:85:C4F6:21:08/Ten- Fiter Modes Capture Modes Capture Buffer
== Devices (@ Frame Content Mode
B Traffic Generator -0
J Traffic Analyzer
X Capture (O Byte Offset And Range Mod
= @ Port /[2/7 [74:85:C4:F6:21:08/Ten- n -
= Devices
B Traffic Generator it -
<J Traffic Analyzer

<Em I

Frames captured Elapsed time: 0.00:13

@ State. Ready

Buffer Action: (when full) |Wrap v

Subset Decode Range

Sarting Frame Index: [0 ]

Ending Frame Index:

< > v
Basic Traffic Results 1 7 x
Port Traffic and Counters > Basic Traffic Results ~ Change Resut View + 75 [ K 11 I ||Streams > Detailed Stream Results ~ Change Resut View ~ 5] [ B E N
b Select Tx Ports: Al Pots ~  Select R Pots: Al Pors ~ Change Counter Mode:
Basic Counters Errors Triggers Protocols  Undersize/Oversizeldumbo PFC Counters  User Defined Advan < > || Basic Mode ~+ {3 Resample

Port Name 'ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | RxSig Rate (fps) || B2%ic Counters | Errors  Basic Sequencing Advanced Sequencing _Histograms

RxPort | Aggregated Rx | Tx Count Rx Count
10 Name/ID | TxPortName |y.ree |potCount | (Frames) (Frames) Tx Rata (bps)
Port //2/7. 0 0 0 §44.595 7 2 917,645,829 911 864,864,648
Port //2/8. 0 0 0 0

SERICEL-EX A1)

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2

v
©00. .... .... .... = Priority: Best Effort (default) (@)
..@ .... .... .... = DEI: Ineligible
. 0000 0000 0010 = ID:|2
Type: 802.1Q Virtual LAN [(@x8160)
v 202.1Q Virtual LAN, PRI: @, DEI: ©, ID: 100

©00. .... .... .... = Priority: Best Effort (default) (@)
...® ... .... .... = DEI: Ineligible

.... 0ooo 0110 0100 = ID: '109 |

Tvbe: 862.10 Virtual LAN [ex8160)

5. Configure Port 1 of the DUT as a trunk port, and assign it to VLAN 2 and other
VLANS. The PVID of Port 1 is 2. Configure Port 2 of the DUT as a hybrid port,
and assign it to VLAN 2 as a tagged member.
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interface Ten-GigabitEthernet1/0/26
port link-mode bridge

port link-type hybrid

port hybrid vlan 2 tagged

port hybrid vlan 1 untagged
#

interface Ten-GigabitEthernet1/0/25
port link-mode bridge

port link-type trunk

port trunk permit vlan all

port trunk pvid vlan 2

ging enable
#

6. Enable QinQ on Port 1 of the DUT.
ging enable

7. Capture on Port B of tester

& Untitled.tce - Spirent TestCenter
Ble Edt VMew TJools Acions [Diagnostics Help

D& & G D GEthess - ooy | & B [ AT [l Technologies... | [ Perspective = | [[3] Sequencer | (5} Reporter | T Wizards ~ |3, Summary.

Test Configuration x

3 Al multicast Groups A B Add - Senerste Stream Block clete [ Edt... (3 Copy Wizard
B A1 Traffic Generators

5 Al Stream Blocks

B AlTraffic Analyzers -
= @ AlPorts @ Port Based Burst Size: 1 Duraton Mode: | Continuous

- @ Port /2/6 [74:85:C4:F6:21:08/Ten- (O Load per Stream Block

== Devices Advanced Interleaving
[ Traffic Generator Inter Frame Gap Unit:  biytes Advanced... Port Load...
Traffic Analyzer O .

?cmue ) Mana Besed Schadlie heduling mode graphical examol
@ Port [[2/7 [74:85:C4:F6:21:08/Ten-

== Devices Status | Active | Name Tags Index ControlledBy

B Traffic Generator

B Traffic Analyzer

Scheduling Mode Bandwidth Utilization (%): 10

Inter Frame Gap:

Traffic

Traffic Pattern Type T Port RxPort Group

® | streamslock3 Clicktoad_. |0 generator

K Capture o >
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
Basic Traffic:Results 1 2 x
Port Traffic and Counters > Basic Traffic Results | Change Resut View ~ 53] [ L Tof 1 Streams > Detailed Stream Results | Change Resut View ~ 3] [ [} 1of 1
Select Tx Ports: Al Ports = | Select Fx Ports: Al Ports *  Change Counter Mode:
Basic Counters  Errors  Triggers Protocols Undersize/OversizeJumbo PFC Counters User Defined Advan © 2 || Basic Mode = {3 Resample
PortName 'ps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | RxSig Rate (fps) ||| B2%i° Counters Emors  Basic e Hist

— = = . RuPort | Aggregated Rx Tx Count Rx Count .
T IS0, - / Neme/ID | TxPortName |pames | portCount | (Frames) (Frames) Tx Rate (bos)

Port /[2/7... 0 [ [] Sreambloc.. |Port J[2/6 [7... |Port jJ2(7...| 2 845,432,039 50,886,005 864,864,936
Port //2/8... [4 [ ? 0

Frame 1: 132 bytes on wire (1056 bits), 132 bytes captured (1856 bits) on interface \\.\pipe\view_capture_192-168-207-244_2_7_01292021_150813, id
Ethernet II, Src: Performa_09:0@:02 (00:10:94:80:00:02), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2
@ee. .... .... .... = Priority: Best Effort (default) (@)
.. DEI: Ineligible
. oo egee eele = ID: 2
Type: 802.1Q Virtual LAN (@x8109)
v 862.1Q Virtual LAN, PRI: 8, DEI: @, ID: 100
20e. = Priority: Best Effort (default) (@)
. : Ineligible
. Geee elle olee = ID: 1e@
Type: 802.1Q Virtual LAN (@x81ee)
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O Passed O Failed

3 Layer 3 protocol
3.1 DHCP

Test Item Name: DHCP
Work Hour: 30 min
Test Topology:

Port 1 Port 2 Port 3

Server Relay Client

Test Process:

1. Configure the DHCP server and relay on DUT

Configure the DHCP relay agent to support Option 82.

Configure the strategy for handling DHCP requests containing Option 82.

M N

Configure the padding mode for the Circuit ID sub-option and the Remote ID

sub-option of Option 82.

5. Configure Port 4 to request an IP address from the DHCP server. Result 1 is
expected.

6. Use the Wireshark to capture packets on the server. Configure DUT 2 to

request an IP address from the DHCP server again. Result 2 is expected.

Expect Results:

1. Port4 can get IP address from DHCP server.

2. The captured DHCP discover packet contains the Circuit ID sub-option and
the Remote ID sub-option of Option 82

Actual Result:

Configuration on DHCP Server:

1. Add Port4 to VLAN and assign IP address to VLAN interface.
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[DHCP Server]lvlan 20

[DHCP Server-vlan20]port GigabitEthernet 1/0/1

[DHCP Server-vlan20]interface Vlan-interface 20

[DHCP Server-Vlan-interface20]ip address 20.0.0.1 255.255.255.0

2. Enable DHCP
[DHCP Server]dhcp enable

3. Exclude the IP addresses of the gateway from dynamic assignment.
[DHCP Server]dhcp server forbidden-ip 10.0.0.1

4. Configure parameters in DHCP address pool 0, including the subnet for

address assignment and gateway address.

[DHCP Server]ldhcp server ip-pool 1
[DHCP Server-dhcp-pool-1llnetwork 10.0.0.0 mask 255.255.255.0
[DHCP Server-dhcp-pool-1l]gateway-list 10.0.0.1

5. Apply DHCP address pool 1 to VLAN-interface 20 on the DUT.

[DHCP Server]int vlan 20
[DHCP Server-Vlan-interface20]dhcp server apply ip-pool 1

Configuration on DHCP Relay:
6. Enable DHCP on DUT.

[DHCP Relay]dhcp enable

7. Create a VLAN interface that is connected to the DHCP server.

[DHCP Relay]vlan 20

[DHCP Relay-vlan20]port GigabitEthernet 1/0/1

[DHCP Relay-vlan20]interface Vlan-interface 20
[DHCP Relay-Vlan-interface20]ip address 20.0.0.2 24

8. Create VLAN 100 and enable the DHCP relay agent on VLAN-interface 100

[DHCP Relay]vlan 100

[DHCP Relay-vlanlO0]port GigabitEthernet 1/0/2

[DHCP Relay-vlanlO@]interface Vlan-interface 100
[DHCP Relay-Vlan-interfacel00]ip address 10.0.0.1 24
[DHCP Relay-Vlan-interfacel00]dhcp select relay

9. Specify the DHCP server address on VLAN-interface 100.
[DHCP Relay]interface Vlan-interface 100

[DHCP Relay-Vlan-interfacelO@]dhcp relay server-address 20.0.0.1

10. Configure the DHCP relay agent to support Option 82.

[DHCP Relay-Vlan-interfacelO00]dhcp relay information enable

. All rights reserved Page 103 of 244




(]
e H3C S5560X-EI Product Test Procedures
11. Configure the strategy for handling DHCP requests containing Option 82.

[DHCP Relay-Vlan-interfacel@0]dhcp relay information strategy replace

12. Configure the padding mode and padding format of Option 82.

[DHCP Relay-Vlan-interfacelQ0]dhcp relay information remote-id string normal

[DHCP Relay-Vlan-interfacel@0]dhcp relay information circuit-id normal

13. Configure the DHCP client to request an IP address from the DHCP server.
Result 1 is expected.
Select computer network card

e
B9

Best match

All Apps Documents Web More ¥~

Ba p view network connections

See web results

Settings

%X View network connections >

Search the web

£ view network connections ip address

- See web results

>

ﬂ 2 view network connectionsl

ﬂ
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/& Network Connections

7 items 1 item selected

1> &« Net.. > Networ.. v O 2 Search Network Connections
Organize ~ Disable this network device Diagnose this connection Rename this connection 24
- iNode VPN — VMware Network Adapter VMnet1
h ¥ _ Network cable unplugged hﬁ Enabled
X L -4 iNode VPN Virtual NIC L -4 VMware Virtual Ethernet Adapter ...
- VMware Network Adapter VMnet8 - WLAN
h Enabled h‘ﬂ lab-lan-1
VMware Virtual Ethernet Adapter ... Intel(R) Wireless-AC 9560 160MHz
= - 1M —=Fl 2
k Network cable unplugge G Disable
X Intel(R) Ethernet Connect Status nly Ethernet Ad...
.: LA 3 Diagnose
-
== __ Disabled
= Bridge C cti
VirtualBox Host-Only Eth G ridge -onnections
Create Shortcut
G Delete
G Rename
G Properties

Set the network card to obtain IP address automatically

U 1AM Properties X
Networking ~ Authentication  Sharing

Connect using:
¥ Intel(R) Ethemet Connection (6) 1219-V

This connection uses the following items:

B Microsoft fR4E 5 i A
v -¥VMware Bridge Protocol

¥ 95 Microsoft FRERAVS FHANSTENN £ S

v ?Npcap Packet Dnver (NPCAP)

>
Install... Uninstal Properties
Description
gt Eilt i Intemet it » 2R EHARIT fEkIE
s FE-FT{Z‘IEJE*HEEQ'#E‘JW*EJ: f:
0K Cancel
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Internet MY KRAS 4 (TCP/IPv4) Properties %

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator |
for the appropriate IP settings.

(® Obtain an IP address automatically |
(7)) Use the following IP address:

IP address: | . . . |

Subnet mask: | E . . |

Default gateway: | - - . |

(®) Obtain DNS server address automatically
(O Use the following DNS server addresses:

Preferred DNS server: | . . . |

Alkernate DNS server: | E E E |

Validate settings upon exit e

14. Use the Wireshark to capture packets on the server. Configure client to
request an IP address from the DHCP server again. Result 2 is expected.

Select the corresponding network card on Wireshark.
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M The Wireshark Network Analyzer
File Edit View Go  Capture Analyze  Statistics  Telephony  Wireless Tools  Help

® X Q<] a & | it

display filter --- <Ctrl-/>

o

Welcome to Wireshark
Open
C:\Users\h23185\Desktop\ 1.cap (not found)
C:\Users\h23185\Desktop\pcap_node8_context1_20210713155439048043.cap (not found)
C:\Users\h23185\Documents\WXWork\168885100708068 1\Cache\File\2021-01\1.2& /L. pcap (154 KB)
C:\Users\h23185\Documents\WXWork\168885100708068 1\Cache\File\2020-12120201330-1.pcap (1704 Bytes)
C:\Users\h23185\HCL VMs\topoT\S5820V2-54QS-GE_1(GE_0-T).pcap (not found)
C:\Users\h23185\HCL VMs\topo 1\S5820V2-54QS-GE_2(GE_0-2).pcap (not found)
C:\Users\h23185\HCL VMs\topoT\MSR36-20_3(GE_0-T).pcap (not found)
C:\Users\h23185\Desktop\ERSPAN-local pcap (not found)
Capture

++using this filter: [ |E“te: a capture filter

bR 8

AHhEE* 9 -
Adapter for loopback traffic capture _y Ay Ans
iNode VPN

| LI _ |

The captured DHCP discover packet contains the Circuit ID sub-option and the
Remote 1D sub-option of Option 82.

M R
File  Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

4 . @® HRE Q& 8EF & =& &  F
(o=
Na. Time Source Destination Protocal Length Infa
38 9,974514 9.0.0.0 255.,255.255.255 DHCP 342 DHCP Discover - Transaction ID @xs25abb24
38 11.346491 20.9.0.2 20.0.0.1 DHCP 362 DHCP Request - Transaction ID @xeal97079
39 11.347398 20.0.0.1 16.0.0.1 DHCP 342 DHCP ACK - Transaction ID @xeal97¢79
!— 60 14.8084568 8.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID ex825abb2a
| 68 14.992972 20.0.0.2 20.0.0.1 DHCP 346 DHCP Inform - Transaction ID @xed95dcéa
L 69 14.993967 20.8.0.1 16.0.0.1 DHCP 342 DHCP ACK - Transaction ID @xed9sdcea
80 17.802657 9.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x825abb24
98 25.724673 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xB825abb24
<
Option: (54) DHCP Server Identifier (20.0.0.1)
option: (1) Subnet Mask (255.255.255.8)
option: (3) Router
v oOption: (82) Agent Information Option
Length: 16
v oOption 82 suboption: (1) Agent Circuit 1D
Length: 6
Agent Circuit ID: PE4BOE4G002
¥ Option 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: 6e6f726d616¢
option: (255) End
padding:
e 00 9O B0 0P 0O B0 PO ©0 00 °0 B0 B VO
00 00 00 00 00 00 00 00 Q0 Q0 00 00 00 0O
00 0O 0O 0O 0O 0O GO BO 00 00 00 0O B BO
e 00 00 00 00 6O 63 82 53 63 35 61 85 36 c- Se5--6
00 00 o1 o1 84 ff ff ff 00 03 04 0a 00 00 R
10 1 08 6f d -norma
0140 6c ff [ [ 1
0150

[ Passed | O Failed

3.2 OSPF

Test Item Name: OSPF
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Work Hour: 20 min

Test Topology:

DUT1 DUT2

@portl portZ@

Test Process:

1. Configure IP addresses for Portl and Port2

2. Configure IP addresses for Loopback interfaces on DUT1 and DUT2
3. Configure OSPF on DUT1 and DUT2 with expect Result 1

4. Check the routing-table on DUT1 and DUT2 with expect Result 2

5. Perform ping between the two loopback interfaces.

Expect Results:

1. DUT1 and DUT?2 can build OSPF neighbors

2. The loopback routing can be seen in the routing-table, and its type is OSPF
3. DUT1 and DUT?2 can successfully ping each other.

Actual Result:

1. Configure IP addresses for Portl and Port2
DUT1:

int Ten-GigabitEthernet 1/0/25-----port 1
ip address 10.2.1.1 24

DUT2:

int Ten-GigabitEthernet 1/0/2-----port 2
ip address 10.2.1.2 24

2. Configure IP addresses for Loopback interfaces on DUT1 and DUT2
DUT1:

int loopback 0

ip address 1.1.1.1 32
DUT2:

int loopback 0

ip address 2.2.2.2 32

. All rights reserved Page 108 of 244




a
e H3C S5560X-EIl Product Test Procedures

3. Configure OSPF on DUT1 and DUT2

[5560x—ei—1-ospf-1]d%Jan 4 02:33:53:399 2013 5560x—ei—1 OSPF/5/0SPF_NBR_CHG: 0
SPF 1 Neighbor (Ten—GigabitEthernet1/0/25) changed from to FULL

dis ospf peer

OSPF Process 1 with Router ID
Neighbor Brief

Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
1 38 Ful I /DR XGE1/0/25

[5560x—ei—1-ospf-1]
4. Check the routing-table on DUT1 and DUT2.

[5560x—ei—1-ospf-1—area—0.0.0.0]dis ip routing—table
Destinations : 21 Routes : 21

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct InLoop0
/24 Direct Loop0
/32 Direct Loop0
/32 Direct InLoop0
/32 Direct Loop0
/32 0 _INTRA XGE1/0/25
/24 Direct XGE1/0/25
/32 Direct XGE1/0/25
/32 Direct InLoop0
/32 Direct XGE1/0/25
/8 Direct InLoop0
/32 Direct InLoop0
/32 Direct nLoop0
/32 Direct InLoop0
/23 Direct MGE0/0/0
/32 Direct MGEO/0/0
/32 Direct InLoop0

(=]

OO0 OOOOoOOO0O=O00O0 OO
COOCOCDOOOCOoOOOO 00000

ping each other

<6560x-ei—1>ping
Ping ( ) from : 56 data bytes, press GTRL+C to break
56 bytes from : icmp_seq=0 ttl|=255 time=2.575 ms

56 bytes from ; icmp_seq=1 tt|=255 time=1.778 ms
56 bytes from : icmp_seq=2 ttl1=255 time=1.717 ms
56 bytes from : icmp_seq=3 ttl|=255 time=1.746 ms

] Passed | O Failed

3.3 OSPFv3 authentication

Test Item Name: OSPFv3 authentication
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Work Hour: 20 min

Test Topology:

Vlan-int100 Vlan-int101

2001:100::1/64 2001:101::2/64
Vlan-int100 Vlan-int101

DUT1 2001:100:2/64 pyT2 2001:101:3/64 pUT3

Test Process:

1. Enable OSPFv3 routing protocols on devices DUT1, DUT2, and DUT3
respectively; OSPFv3 configuration on device DUT1 is as follows, and OSPFv3
configuration on devices DUT2 and DUT3 is similar:

2. Configure the encryption rule set, configure the authentication algorithm as
HMAC-SHA-256, and configure the verification password and effective time
Enable keychain authentication on the Layer 3 interface

4. Check the status of ospfv3 neighbors on display DUT1/DUT2 / DUT3 via
display ospfv3 peer, the result 1 is expected.

5. The device DUT1 pings the IPv6 address of the VLAN101 virtual interface of
device DUTS3, or the device DUTS3 pings the IPv6 address of the VLAN100
virtual interface of device DUTL, the result 2 is expected.

Expect Results:

1. OSPFv3 neighbor established correctly
2. Able to ping.

Actual Result:

1. Configurations on DUTSs,
DUT1/2/3:

#

ospfv3d 1

router-id 1.1.1.1/2.2.2.2/3.3.3.3
#

Enable OSPFv3 on each VLAN-interface respectively

#

interface Vlan-interface100
ospfv3 1 area 0.0.0.0

#
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#
keychain test mode absolute
key 1
key-string plain 123456
authentication-algorithm hmac-sha-256
send-lifetime utc 11:11:11 2021/01/01 to 11:11:11 2022/01/01
accept-lifetime utc 11:11:11 2021/01/01 to 11:11:11 2022/01/01
#
Note: The system time should be among 11:11:11 2021/01/01 to 11:11:11
2022/01/01, then the keychain will take effect.

2. Enable keychain authentication on the Layer 3 interface
Enter the Layer 3 interface
Ospfv3 authentication-mode keychain test

3. Check the status of ospfv3 neighbors on display Dos1 / DUT2 / DUT3 via

display ospfv3 peer, the result 1 is expected.
Put command dis ospf peer on all devices to check the result.

4. OSPFv3 neighbor established correctly
dis ospfv3 peer

0SPFv3 Process 1 with Router ID

Area: 0.0.0.0

Router ID Pri State Dead-Time InstID Interface
1 Full/DROther 00:00:38 0 XGE1/0/19
1 Full/DR 00:00:37 0 XGE1/0/21

5. Able to ping.

ping ipvé 2001:101::3

Ping6(56 data bytes) 2001:100::1 —> 2001:101::3, press CTRL+C to break
2001:101::3, icmp_seq=0 hlim=63 time=4. 658 ms
2001:101::3, icmp_seg=1 hlim=63 time=2.131 ms
2001:101::3, icmp_seq=2 hlim=63 time=2. 063 ms

2001:101::3, icmp_seq=3 hlim=63 time=1.916 ms
2001:101::3, icmp_seg=4 hlim=63 time=2. 117 ms

—— Pingb6 statistics for 2001:101::3
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

O Passed O Failed

3.4 BFD for VRRP

Test Item Name: BFD for VRRP

Work Hour: 45 min
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Test Topology:

SW1 3

DUT1 DUT2
@ @

A 1 2

Tester

Sw2

Test Process:

1. Use DUT 2 as the backup in the VRRP group and use DUT 1 as the master by
configuring different priorities for them.

2. Specify the source IP address of BFD echo packets. As a best practice, specify
the IP address of the loopback interface as the source IP address.

3. Create a track entry associated with the echo-mode BFD session. The remote IP
address is the IP address of interface Port2 on DUT 2, and the local IP address is
the IP address of interface Portl on DUT 1.
Display BFD session information on DUT 1. Result 1 is expected.

4

5. Associate VRRP group 1 with a track entry.

6. Display VRRP group state information on DUT 1. Result 2 is expected.
5

. Power down DUT 1. Result 3 is expected on DUT 1.
Expect Results:

1. Anecho-mode BFD session is established and is in up state.

2. The output shows DUT 2 as the backup in the VRRP group, the track entry
associated with the VRRP group, and the Switchover mode.

3. The log message about BFD session down is printed. DUT 2 changes from the
backup to the master immediately, without waiting for three VRRP

advertisement intervals.
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B3 Untitled tec - Spirent TestCenter - ] b4
Fle FEdt Mew Tools Acions Disgrosics Help

DEH B % @ GEthess - 5 =] L 000200 | G il Technologies .. | [P Perspective ~ | [[E] Sequencer | &) Reporter | Ty Wizards ~ |3, Summary
Test Configuration x|¢
% Al Muticast Groups ~ B Add - Jf Genesate Stream Block 3¢ Delete [ Edt .. [ Copy Wizard H
B A Traffic Generators a
i ARSvesm blods Scheduing Mode Bandwidth Utilization (%): 10 ]
B Al Traffic Anslyzers ]
@ AlPorts (@) Port Based Burst Size: B DuratonMode:  |Continuous H
@ Port /1206 [0440:AS:E7:68:5F, O Load per Stream Block Inter Frame Gape E
== Devices Advanced Interleaving E
B Troffc Generator Inter Frame Gap Unit: | bytes Advanced... PortLoad... i
ﬂ Traffic Analyzer (O Manual Based E
i Capture H
= @ Port /[2/7 [70:3A:A6:70:88: 5E, 7
irleaving Stream Only Insert Control Enable Analyzer 8
= Devices Status | Active | Name Tags e Sgnature | B | Siane Am Status | ooty Read0D
B Traffic Generator [ & SresmBlock 1 Clickto ad =] O [0 Resolved [m] L
< Traffic nalyzer
i Capture vt >
< >  Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
Basic Traffic Results 1 3

Port Traffic and Counters > Basic Traffic Results = Change Resut View = 5] A Streams > Detailed Stream Results | Change Resut View -~ °3] [ [

Select Tx Pots: Al Ports ~  Select Rx Pots: Al Ports. = Change Counter Mode:
Basic Counters Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters  User Defined  Advan < > || Basic Mode amp

PortName 'ps) | GeneratorRate (Bps) | GeneratorRate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) Basic Counters Erors  Basic Sequencing | Advanced Sequencing | Histograms
Axport |
Names

Name/ID Tx Port Name

Port /f2f7. 108,108,085 864,864,680 4,594 ¢ Streambloc... |Port [[2/7 [7... |Port [f2/! 100,516,142

19413/844594=0.02298 s=22.99 us
Actual Result:

1. Configuration on DUTs

DUT1

#

vlan 10

#

interface Vlan-interfacelO

ip address 10.1.1.1 255.255.255.0

vrrp vrid 1 virtual-ip 10.1.1.10

vrrp vrid 1 priority 120

vrrp vrid 1 track 1 priority reduced 50
bfd min-echo-receive-interval 100

bfd detect-multiplier 3

bfd echo enable
#

bfd echo-source-ip 10.10.10.10
#
track 2 bfd echo interface Vlan-interfacel0 remote ip 10.1.1.2 local ip 10.1.1.1
#

DUT2

#

bfd echo-source-ip 20.20.20.20

#

track 1 bfd echo interface Vlan-interfacelO remote ip 10.1.1.1 local ip 10.1.1.2
#

2. Display BFD session information on DUT 1.
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[5560-2]1dis bfd session
Total Session Num: 1 Up Session Num: 1 Init Mode:

IPv4 session working in mode :

LD SourceAddr DestAddr State Holdtime Interface
129 230ms

3. Associate VRRP group 1 with a track entry.
track 1 bfd echo int vlan 10 remote ip 10.1.1.1 local ip 10.1.1.2

4. Display VRRP group state information on DUT 1. Result 2 is expected.

[5560x—ei-1]dis vrrp verbose
IPv4 Virtual Router
Running mode : Standard
Total number of virtual routers : 1
Interface Vlan—interfacel0
VRID = 9 Adver Timer
Admin Status : State
Config Pri : 120 Running Pri
Preempt Mode : Delay Time
Auth Type :
Version . 3
Virtual [P :
Virtual MAC : 0000-5e00-0101
Master |P :
VRRP Track :
Track Object : State : Positive Pri Reduced :

[56560x—ei—1]

<5560x—ei—1>reboot
Start to check configuration with next startup configuration file, please wait

This command will reboot the device. Continue? [Y/N]:y

4. An echo-mode BFD session is established and is in up state.

[5560-2]dis bfd session
Total Session Num: 1 Up Session Num: 1 Init Mode:

IPv4 session working in mode :

LD SourceAddr DestAddr State Holdtime Interface
129 230ms

5. The output shows DUT 2 as the backup in the VRRP group, the track entry
associated with the VRRP group, and the Switchover mode.
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[56560-2]dis vrrp verbose
IPv4 Virtual Router
Running mode : Standard
Total number of virtual
Interface Vlan—interf
VRID 2
Admin Status
Config Pri
Preempt Mode
Become Master

routers :
acel0
1

- 100

H3C S5560X-EIl Product Test Procedures

Adver Timer
State

Running Pri
Delay Time

: 2630ms left
Auth Type :
Virtual [P
Virtual MAC
Master IP

VRRP Track
Track Object

- 0000-5€00-0101

State : Positive @ Switchover

[5560-2]

6. The log message about BFD session down is printed. DUT 2 changes from the
backup to the master immediately, without waiting for three VRRP

advertisement intervals.

5560x—ei-1]int vl 10
[5560x—ei—1-Vlan—interface10]shu

[56560x—ei—1-Vlan—interfacel0]%Jan 25 10:44:58:169 2021 5560x-ei—1 VRRP4/6/VRRP_STATUS_CHANGE: Th
e status of IPv4 virtual router 1 (configured on Vlan—interface10) changed from Master to Initia
lize: Interface event received
%Jan 25 10:44:58:192 2021 5560x—ei—1 BFD/5/BFD_CHANGE_FSM: Sess[ / . LD/RD:130/130
, Interface: , SessType:Echo, LinkType:INET], Ver:1, Sta: UP->DOWN, Diag: 2 (Echo

Failed)

%Jan 25 10:44:58:198 2021 5560x—ei—-1 TRACK/6/TRACK STATE GHANGE: The state of track entry 2 chan
ged from Positive to Negative.

%Jan 25 10:44:58:201 2021 5560x—-ei—1 IFNET/3/PHY_UPDOWN: Physical state on the interface Vlan—in
terfacel10 changed to down

%Jan 25 10:44:58:202 2021 5560x—ei—-1 IFNET/5/LINK_UPDOWN: Line protocol state on the interface V
lan—interfacel10 changed to down.

dis bfd se e

Total Session Num: 1 Up Session Num: 0O Init Mode: Active

IPv4 session working in echo mode:

LD SourceAddr
130 10.1.1.1
[56560x-ei—1-Vlan-interface10]

DestAddr
10.1.1.2

Interface
Vlian10

State Holdtime
Down /

IPv4 Virtual Router
Running mode : Standard
Total number of virtual routers : 1
Interface Vlan—interfacel0
VRID =
Admin Status
Config Pri
Preempt Mode
Auth Type :
Version : 3
Virtual IP
Master IP
VRRP Track
Track Object 1

Adver Timer : 100
State : Initialize
Running Pri : 120

Delay Time - 0

- 120

- 0.0.0.0

State : NotReady Pri Reduced : 50

[6560x—ei—1-Vlan—interfacel0]
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IPv4 Virtual Router
Running mode : Standard
Total number of virtual routers
Interface Vlan—interfacel0
VRID 1 Adver Timer
Admin Status State
Config Pri Running Pri
Preempt Mode Delay Time
Auth Type
Virtual IP
Virtual MAC 0000—-5e00-010
Master IP
VRRP Track
Track Object State Negative Switchover

<5560-2>
<5560-2>

add devices on both two tester ports

O Untitled.tce - Spirent TestCenter a >
Fle Edt View Toos Acons Dagnostics Hep
D d R %D 5 Chassis ~ v B B 001110 | G B Technologes... | [ Perspective ~ | [[5] Sequencer Reporter | Ty Wizards + |3, Summary o

¥
% Al Muticast Groups X Delete \ Create Links

B A Traffic Generators Active Filter: (Unsaved)
&5 Al Stream Blodks

Edt MPLS TP Static LSP/P'

y Filt: ) Ch
B Al Traffic Analyzers D Empty Fiter ] Clear Actions
@ Arports Emulated Device interface DHCP IGMP MLD 6rdBio# DS-lite DHCPServer BFD OSPFv2 BGP
@ Port //2/6 [04:40:AS:E7:68:5F, 5 ey Pt Ditaal
= evice oS Value 1Pv4 Defaul
Device Name ags Count (He ToS Type Gateway

[ Trafic Generator
J Traffic Analyzer
{ Capure
@ Port //2/7 [70:3A:A6:70:88:SE,
= Devices
B Traffic Generator
B Traffic Analyzer

Device 2 Clicktoad.. |1

 Capture O o= 2
< >  Diplaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1
© Untitled.tcc - Spirent TestCenter - =] X
Fie Edt View Toos Adions Disgnostics Hebp
A5 H B s @ (i Chassis + : =] fL oo2m |G [ Technologies... | [ Perspective ~ | [[E] Sequencer | i) Repoder | Tay Wizards = |3, Summary... =

43, Al Multicast Groups - S Delete “\ Create Links... % Edt Links... [’ Edt Interface. & Edit MPLS TP Static LSP/PW.

5 All Traffic Generators Active Fiter: (Unsaved)
o) All Stream Blocks

Z “a

A Al Teaffic Analyzers b Empty Filter 3] Clear Actions

S drww Emulsted Device Interfsce DHCP IGMP MLD Grdfiod DS-lile DHCPSever BFD OSPFv2 BGP

@ Port [04:40:A9:E7:68:5F R oot -

= Devices Port Name Device Name | Tags paia ToSType | PvdAddress Buamodtier | Frafrefc | P Dealt o) Gatear
B Trafic Genesator Port [[2/7 [70:3A:A6... | Device 1 Clicktoad... 1 Step = 0.0.0.1 |24 10.0.1.10 Step = 0.0.0.0
) Traffic Analyzer — E———
 Capture

=@ Port [70:3A:A6: 70:688: 5,

) Traffic Analyzer
i Capture

<
> Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1

add layer 3 streams

D Untitled.tcc - Spirent TestCenter - [=] X
Fle Edt Vew Toos Acons [iagnosics Help
QG B ¥ G2 @ GEthess - v E G il Technologies... | [y Perspective + | [[3] Sequencer | @) Reporter | T Wizards - |3, Summary ,
Test Configuration xle
4 Al Mutcast Groups ~ B Add + ) Generate Stream Block ¢ Delete [ Edt Copy Wizard k|
B A1 Traffic Generators E
i Al Stroam Blocks Scheduing Mode Bandwidth Utilization (%): 10 3
) Al Traffic Analyzers Port Bassd ]
@ AlPorts ort Base Burst Size: 1 DuratonMode:  |Continuous i
@ Port //2/6 [04:40:A%:E7:68:9F) (O Load per Stream Block Inter Frame Gap: g
= Devices dvanced Interleaving 3
B Trafic Genesator Inter Frame Gap Unit: Advanced. Port Load. g
J Traffic Analyzer (O Manual Based i
i Capture H
[2(7 [70:3A:A6: 70:88: 5, . . a
ideaving | Stream Only Inset | Control |, o Enable Analyzer ]
== Devices Status | Active | Name Tags bl Signature | £cs Errar | Plane Arp status | o Read0
B Traffic Generator @ ] SresmBlack 1 Clickto ad O O] Resolves [m] [
J Traffic Analyzer
{ Capture | [ L4
< >  Displaying Stream Blocks 1- 1 | Total Stream Blocks: 1 | Selected 10f 1
Basic Traffic:Results 1 2 x
Port Traffic and Counters > Basic Traffic Results = Change Fesut View = 5] ] Streams > Detailed Stream Results  Change Resut View = 5] . [
Select Tx Pods: Al Potts * | Select Rx Pots: Al Ports =~ Change Courter Mode:
Basic Counters Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters  User Defined Advan © 2 || Basic Mode -
PortName 'ps) | GeneratorRate (Bps)  GeneratorRate (bps) | Gemerator Sig Rate (fps) | Rx Sig Rate (fps) Basic Counters  Emors  Basic Sequencing | Advanced Sequencing | Histograms
; RxPort | TxCount Rx Count OPREdCount Dropped
f 108,

864,364,

144,504

m'ems!.x Pnﬂ 1217 7. Pm Ii2fs.

100,755,880 100,516,142 13
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19413/844594=0.02298 s=22.99 us

7. Details for DUTs configurations
DUT1

i

bfd-1.cfg

DUT2

i

bfd-2.cfg

[J Passed | O Failed

3.5 Broadcast Suppression

Test Item Name: Broadcast Suppression

Work Hour: 10 min

Test Topology:

Port 1 A

L ©

Btg,
Port 2 B

Tester

Test Process:

1. Create Streaml: broadcast, 1G

2. Send the Stream1 from the Port A, with expected Result 1
3. Configure the broadcast suppression 1024pps on the Port 1
4. Send the Stream1 from the Port A, with expected Result 2

Expect Results:
1. Tester Port B receive the 1G traffic
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| Basic Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ °@ ; r. iy 9 Tof 1
i

Basic Counters  Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters User Defined  Advan < >

Port Name 'ps) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)

10,810,796 86,486,368

Port //1/9... o 0 [ 84,459

< >

2. Tester Port B receive the 1024pps traffic, average error is less than 1%.
Port Traffic and Counters > Basic Traffic Results | Change Result View ~ 29 (LK 1of 1 i

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © >

Port Name 'ps) Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps)  Rx Sig Rate (fps)

10,810,837 86,486,696 89,960

Port f/1/9... 0 0 0 1,104

Actual Result:
1. Create Stream1: broadcast, 1G

&3 Untitled.tcc - Spirent TestCenter
Fle View Tools Actions Diagnostics Help

DE B %@ @hess - || dhaey |f & B E B B 00w |G G B Technologies... | [P Perspective ~ | [] Sequencer | /3] Reporter | T Wiz
- [ spirent TestCenter Generate Stream Block % Delete | | Edit Copy Wizard...

g Testinfo . Add Bound Stream Block(s)...
= All Devices (Hosts, Routers, ...)

q All Multicast Groups

width Utili (%): 10

B AlTraffic Generators Burst Size: l:] Duration Mode: | Continuous v
% All Stream Blocks O Load per Stream Block Inter Frame Gap: 12
‘ﬂ All Traffic Analyzers Advanced Interleaving
=@ AlPorts G will be set in the st Inter Frame Gap Unit:  bytes Advanced... Port Load. ..
= @ Port /26 [74:85:C4:F6:21:08/Ter
) O Manual Based Schedule... Scheduling mode araphical example
= Devices
1 - Traffic Generator |
5 Traffic Analyzer Status Active Name Tags Index ControlledBy | Traffic Pattern Type
C( Capture
- @ Port /f2f7 [74:85:C4:F6:21:08/Ter
Settings
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StreamBlock Editor - Port //1/8 [74:85:C4:F6:21:08/GigabitEthernet1/0/1] : StreamBlock 2 X

General Frame Groups RxPort Preview

Preview:
Ethernetll [~ showAllFields [] Allow Invalid Packets
Name Value b
Frames .
Create new Frame > :
=+ EthernetIl

Save Frame as

Template... Preamble (hex) 55555555555555d5
Manage Frame

Templates... :- Destination MAC Mt b

- Source MAC 00:10:94:00:00:02
Actions

AddHeader(s)..
Link Modifiers/VFDs..

.. EtherType (hex) Internet IP

Others

2. Send the Stream1 from the Port A, with expected Result 1

Basic Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results = Change Result View + 5] [ ] Tof 1

Basic Counters  Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters  User Defined  Advan < >

Port Name 'ps) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)

Port jfs.. | | 10,510 796 86 485,.368 84,459 e

Port //1/9... 84,459

< >

3. Configure the broadcast suppression 1024pps on the Port 1
[6560x—ei-1-GigabitEthernet1/0/2] int g1/0/1
[5560x-ei—-1-GigabitEthernet1/0/1]br

[6560x—ei—-1-GigabitEthernet1/0/1]broadcast—suppression p
[5560x—ei—1—GigabitEthernet1/Q/1]broadcast—suppression pps 1024

4. Send the Stream1 from the Port A.
Port Traffic and Counters > Basic Traffic Results | Change Result View » 29| [ 1of 1

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © 2

Port Name 'ps) Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (fps)  Rx Sig Rate (fps)

Port //1/8... - 10,510,337 86,486,696 84,460 _

Part //1/9... 1,104

O Passed O Failed
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3.6 Multicast Suppression

Test Item Name: Multicast Suppression
Work Hour: 20 min

Test Topology:
Port 1 A
@ T%t%t
DUT Tester
Port 2 B

Test Process:

1. Create Stream1: multicast, 1G.

2. Send the Stream1 from the Port A, with expected Result 1.
3. Configure the multicast suppression 1024pps on the Port 1.
4. Send the Stream1 from the Port A, with expected Result 2.

Expect Results:

1. Tester Port B receive the 1G traffic.

2. Tester Port B receive the 1024pps traffic, average error is less than 1%.
Actual Result:

1. Enable igmp-snooping globally and on vlan 100

[DUT]igmp-snooping
[DUT-igmp-snooping]lquit

[DUT]vlan 100
[DUT-v1lan1@O]igmp-snooping enable

2. Create VLAN 100, assign Port A/B of DUT to join VLAN 100

[DUT-vlan100]port Ten-GigabitEthernet 1/0/49
[DUT-vlanl00]lport Ten-GigabitEthernet 1/0/50

3. The DUT Port B is configured with igmp-snooping static-group 225.0.0.1 vlan

100
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@y Start All Devices
@8 Stop Al Devices

E} stat ARP/ND

Actions | Diagnostics Help

| Chases » | @] Port Reservation...

EB Extemal Device E Add Offline Ports...

& Apply F9 Reserve 192.168.207.244/1/8 1/9 4/5 4/6
R Reserve 192.168.207.244/4/7

Reserve 192.168.207.244/4/5 4/6
Reserve 192.168.207.244/4/54/6 4/7 4/8

t= Connect/Create ~ |[v] Show Port Groups Show Ports: Al Ports v
Connection Name Model Licensed Speeds  Status ~
“EH[ ] Port6  (Groups) Link Down, Spee... Available
-ﬁ[:l Port7  (Group7) Link Down, Spee... Available
QD Port8  (Group8) Link Down, Spee... Available
=- < [§] Slot 4 HYPERMETRICS ... 10G
B Port1  (Group1) LinkUp, Speed 10G Available - 84:D9:31:CA:5I
ﬁD Port2  (Group2) LinkUp, Speed 10G Available - 84:09:31:CA:5I
-fZ8[] Port3  (Group3) LinkDown, Spee... Available
{58l Port4  (Group4) Link Down, Spee... Available
- {HHTT Po (Group ) Link Up, Speed 10G Reserved by y23198@y23
(Group §) Link Up, Speed 10G Reserved by y23198@y23
{28 ] Port7  (Group7) LinkUp, Speed 106G Available - AC:74:09:28:3
&8 Port8  (Groups) Link Down, Spee... Available
=-<[] slot 5 HYPERMETRICS ... 10G
~fZ8[J Port1  (Group1) LinkDown, Spee... Available .
]l " I

Firmware Version: 4.95.6666

Summary
Available: 45 Unavailable: 3 Reserved by User. 4
Ports: 59 Chassis: 1 Test Modules: 8

Reserved by Other: 7

[ Ada ofinePorts.. | add Default Traffic: | no v|

s
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= ' Port /f4f6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]

= Devices
E’Trafﬁl Add
- Traff B, Add Multiple Devices...
&GP e e

= @ Port Jf4/]
== Devid ARP/ND 4
i E’ Traff ,_*:E Start All Devices

g Traff ﬁ Stop Al Devices

& Capt |
5@ Port J/4f Stat MAC Leaming
Configuration| Tr Start MAC Leaming on All Ports

[F Perspective ~ Sequencer | =] Reporter | T Wizards

“ BaAdd. X Deete Gd d | lof1 | b i °\ CresteLinks.. % Edit Links... [ Edit
Active Filter{ Technology Selector e

¥ Empty Selecttechnologies to usein this application session.

Technology I E

Emulated D¢ | =56 BFD 0S
Port Nam - Jeorma psulation
-] NGFI

—{H] Access

Po rt—f rnetll/IPv4

-{_]802,1x

ANCP protocol =

..[_] 1Pv6 Autoconfiguration
i ~[JLze -
-[_] PPPOX .
< | | 2] Application Layer Protocols |
» Displaying Dej -] App Perf

] ~[Jcrs

--[_] Dynamic Protocol Generator
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Select Devices ~| » Delete -‘.}__: Manage Multicast Groups... ﬂAppfy Staggered Host Membership Generate Join Groups In Batches
IGMP Group Memberships

Device Multicast Number of - Device-Group
Port Name ~Es Group Groups Starting Group IP Mapping

Active

B Add.. X Delete 1of 1 w Create Links... % Edt Links... [ Edit Interface... € E ot Group Memberships l E
Active Filter: (Unsaved)
' Empty Filter o) £<7| Clear Actions
‘Select property... \I Equal to v| 5 (d
Emulated Device Interface DHCP IGMP MLD 6rd/6to4 DS-Lite DHCP Server BFD OSPFv2 BGP
Device Device Multicast Group Source Calculate Pack Force Si
HotNans Name fBas Count Sitye Mot State Version Count Count Latency Reports Initial 3¢
Port ff4f6 [A... |Device 1  Clicktoa... |1 Non-Member | IGMPv2 1 0 [ | C

4. DUT display igmp-snooping static-group

[DUT]dis igmp-snooping group
Total 1 entries.

VLAN 100: Total 1 entrles

(0.0.0.0, ).1)
Host ports (1 in total):
XGE1/0/50

(00:04:18)

5. Send the destination IP 225.0.0.1 into port A of tester, load is 1G

Add IGMP/MLD Group Membership X
Selectatask. .. Add New Groups
= ‘ (® Add new groups Creates new multicast group(s) and maps these group(s) to the associated multicast host or router
Displaying De‘df (O Use existing groups -
Selec_l a device-group Starting group address:  |225.0.0.1
mapping...
1of 1 Group address increment: 0001 |
B R I .
lefined Advand ) Many-lo-many Number of groups 1 =
| (® One-to-cne [ Bocks: [1 -
; N umber of group blocks: =
Generator Sig I R Totin
Select property... \J Equal to Add = .
Emulated Device Interface DHCP IGMP MLD 6rd/6to4 DS-Lite DH @ Add Muitiple Devices
Device Device ; Delete Calculate Pack
Port Name Name Tags Count Active Host X !-ate"CY Reports
Port //4/6 [A... | Device1 |Clicktoa..|1 Non-{ &  Cut Cir+X O O
23 Copy Ctd+C
& Paste CilsV
Duplicate Att+U
Add to Exposed Properties
&  Edt Tags.
User Defaults >
Links »
% Edit Links.
1 Active f_‘"{ Edt Interface...
< Lol View Control Plane Bindings
Displaying Devices 1-1 | Fittered Devices: 1 | Total Devices: 1 | SelectedE Ei gag Deg
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B Add ~| g Generate Stream Block »( Delete | Edit

.\ Add Bound Stream Block(s)...

o Add Raw Stream Block...

ort based

General Frame Groups RxPort Preview

3 Cor

width Utilization (%): 100

Burst Size:

StreamBlock Editor - Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/49] : StreamBlock 3

[] showAllFields [ ] AllowInvalid Packets

Preview:
EthernetIl
|Name Value
Frames
= Frame
Create new Frame > :
+- EthernetIl
Save Frame as ]
Template... .- IPv4 Header
Manage Frame )
Temp?ates... - ToS/DiffServ tos (0x00)
- Total length (int) <auto > calculated
Actions
« Time to live (int) 255
Add Header(s)..
) N -« Protocol (int) <auto > Experimental
Link Modifiers/VFDs..
- Source 192.85.1.2
Others - Destination 225.0.0.1
Expand All - Header Options
Collapse Al - Gateway 192.85.1.1
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Inter Frame Gap Unit:  bytes Advanced...
4. Port Load X
Tags 1 Load mode f
©Fx  ORandom !
Fixed load settings

O Pece )

| Frame/sec (fps) : 1000D00 I
1 bps - 1200000000

| Otre:

1 O mbps:

| Selected| g N T

| Ozt

wt Traffic an

0K Cancel

6. Start traffic, result 1 is expected

Add Bound Stream Block(s)...

d:y

&P Add Raw Stream Block...

X Delete

&  Cut StreamBlock Ctr+X

23 Copy StreamBlock Ctri+C

%, Paste Ctri+V
Duplicate... Alt+U
Add to Exposed Properties E
Bywng Sweem Bocke -1 e Tags.

User Defaults 3

B Edt.. ;

1061 | b Pe J
"MI:MQMIW;

Pters > Agg

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advanced Sequencing FEC Counters

Port //4/5... 1011324 129,949,907 1,035,595,256 1,011,324 o

Port Name e (fps)  Generator Rate (fps)  Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) 1 Rx Sig Rate (fps) |
Port //4/6.. a a o 0 L01£‘323

7. Configure the multicast suppression 1000pps on the Port 1, result 2 is expected.
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[DUT-Ten-GigabitEthernet1/0/49]multicast-suppression pps 1000

Port Name e (fps) | Generator Rate (fps) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps)

Port [/4/5 1,011,324 129,449,425 1,035,595,400 1,011,324 o
Port ff4/6... o o o o HI,ME I
] Passed | O Failed

3.7 Unicast Suppression

Test Item Name: unicast Suppression
Work Hour: 20 min
Test Topology:

Port 1 A
@ T@‘%'
DUT Tester
Port 2 B

Test Process:

1. Create Streaml: unicast, 1G.

2. Send the Stream1 from the Port A, with expected Result 1.
3. Configure the unicast suppression 1024pps on the Port 1.
4. Send the Streaml from the Port A, with expected Result 2.

Expect Results:

1. Tester Port B receive the 1G traffic.

2. Tester Port B receive the 1024pps traffic, average error is less than 1%.
Actual Result:

1. Create unicast stream, the load is 1G

Actions | Diagnostics Help

’_‘1 Chassis » IEa[ Port Reservation. l
Extemal Device @ Add Offline Ports.

& Aely F9 Reserve 192.168.207.244/1/8 1/9 4/5 4/6
it All Device Reserve 192.168.207.244/4/7
Stop All Devices Reserve 192.168.207.244/4/5 4/6
]  Stat ARP/ND Reserve 192.168.207.244/4/5 4/6 4/7 4/8
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= Connect/Create ~ |[v] Show Port Groups Show Ports:  All Ports

Connection Name
E‘i[l Port6  (Group6)
[:I Port7  (Group7)
E_jD Port8  (Group8)
- < [¥] Slot 4
D Port1  (Group 1)
LB Port2  (Group2)
-fZ8[ ] Port3  (Group3)
g ] Port4  (Group4)
- VT P (Group 5)
(Group 6)
-E8[ ] Port7  (Group?)
-fg8[] Ports  (Group8)
&- ¢ [J St 5
~E@ Port1  (Group 1)
i— |

Madel

Link Down, Spee...
Link Down, Spee...
Link Down, Spee...
HYPERMETRICS ...
Link Up, Speed 10G
Link Up, Speed 10G
Link Down, Spee...
Link Down, Spee...
Link Up, Speed 10G
Link Up, Speed 10G
Link Up, Speed 10G
Link Down, Spee...
HYPERMETRICS ...
Link Down, Spee...

Licensed Speeds

10G

10G

Status

Available
Available
Available

Available - 84:09:31:CA:5
Available - 84:09:31:CA: 51

Available
Available

Reserved by y23198@y23
Reserved by y23198@y23
Available - AC:74:09:28:3

Available

Available

i

Firmware Version: 4.95.6666

Summary
Available: 45
Ports: 59

Unavailable: 3

Chassis: 1

Reserved by User. 4

Test Modules: 8

Reserved by Other: 7

| Add Offline Ports... |

= [Z Spirent TestCenter
5 TestInfo

= Al Devices (Hosts, Routers, ...)
43, All Multicast Groups
E) All Traffic Generators

Eg All Stream Blocks

a All Traffic Analyzers

- @ AllPorts

Add Default Traffic: | No

- @ Port j/4/5 [AC:74:09: 28: 3A:BA Ten-GigabitEthernet 1/0/48]

= Devices

- [Bp Traffic Generator
- Traffic Analyzer

; (32 Capture

= @ Port //4/6 [AC:74:09: 2B: 3A:BA/Ten-GigabitEthernet1/0,/50]

-G Devices

- [l Traffic Generator
i ‘a Traffic Analyzer

i Dz Capture
= @ Port /{47

= Devices

| E’ Traffic Generator
; g Traffic Analyzer

G(' Capture

.

~ B Add - |- Generate Siream Block 3¢ Delete

B+  Add Bound Stream Block(s)...

(O Load per Stream Block

Advanced Interleaving

Group ID will be set in the stream block grid

() Manual Based

Jwidth L

Status Active

Name
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General Frame Groups RxPort Preview
Preview:
EthematIl | [] showAllFields [] AllowInvalid Packets
Name Value
Frames
= Frame
Create new Frame > :
4+ EthernetIl
Save Frame as !
Template... -1- TPv4 Header
Manage Frame )
Templates... - ToS[Diffserv tos (0x00)
- Total length (int) au calculate
Actions
- Time to live (int) 255
Add Header(s).. )
_ __ - Protocol (int) <auto > Experimental
Link Modifiers/VFDs.
- Source 192.85.1.2
Others - Destination 192.85.1.1
Expand All - Header Options
Collapse Al - Gateway 192.85.1.1
Hex Editor
00( FB 55 55 55 55 55 S5 DS 00 00 01 00 00 01 00 10 AQUUUUUUG........
0010 S4 00 00 02 08 00 45 00 00 14 00 00 00 0O FF FD E ,,,,,, ¥y
2020 38 3F CO 55 01 02 CO 55 01 01 87AU0. .AU..
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nter Frame Gap Unit:  bytes Advanced... ||[PortLoad...

o' Port Load
Load mode
(®) Fix () Random

Fixed load settings
(O Percent (%) :

(® Frame/sec (fps) -

1000000

() Kbgs - 1000000 |

O Mbps : 1000 |

() Inter burst gap (bytes) : ‘1344 ‘
() L2 Rate (bps): |EG43€-4256 |

2. Start traffic, result 1 is expected

'@ Add Bound Stream Block(s)...

qp Add Raw Stream Block...

¥ Delete

&  Cut StreamBlock Ctd+X

=3 Copy StreamBlock Ctd+C

% Paste Ctrd+V
Duplicate... Alt=U
Add to Exposed Properties
o S Blocks 11 | £ Tega..
User Defaults »
p—
10of 1 1

Fnters > Agg

Port Name e(fps) | Generator Rate (fps) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps)  Rx Sig Rate (fps)

A Advancad Qonisncid

Port //4/5... 1,011,323 129,449,392 1,035,595,136 1,011,323 0
Port //4/6... 0 0 0 0 1,011,323

3. Configure the unicast suppression 1000pps on the Port 1, result 2 is expected

[DUT-Ten-GigabitEthernet1/0/49]unicast-suppression pps 1000
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Port Name |e(fps) | Generator Rate (fps) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) [RxSig Rate (fps)

Port //4/5... 1,011,323 129,949,401 1,035,595,208 1,011,323 0
Port //4/6 0 0 0 0 1000
] Passed | O Failed

3.8 IGMP V1/V2/V3

Test Item Name: IGMP V1/V2/V3

Work Hour:30 min

Test Topology:
Port 1 A

Port 2

Test Process:

1. Create VLAN 2, assign Port 1 to the VLAN. Create VLAN 3, assign Port 2 to
the VLAN.

2. Configure IP address for layer 3 virtual interface of VLAN 2 and VLAN 3, Port
A of Tester and layer 3 virtual interface in the same segment.

3. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 1, enable
PIM DM in all ports:

4. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address
is the port A address of Tester. Result 1 is expected.

5. Send an IGMP message from Port B of Tester to simulate joining multicast
group 225.0.0.1. Result 2 is expected.

6. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 2, enable
pim dm in all ports:

7. Send multicast data of 225.0.0.1 from Port A of Tester to DUT. Result 1 is
expected.

8. Send an IGMP message from Port B of Tester to simulate joining multicast

group 225.0.0.1. Result 2 is expected.
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Send an IGMP message from Port B of Tester to simulate leaving multicast

©

group 225.0.0.1. Result 1 is expected.

10. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 3, enable
PIM DM in all layer 3 ports::

11. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address
is the port A address of Tester. Result 1 is expected.

12. Send an IGMPv3 message from Port B of Tester to simulate joining multicast
group IS_IN (A) of 225.0.0.1, A indicates the port A address of Tester. Result 3
is expected.

13. Tester port B leaves multicast group IS _IN (A) of 225.0.0.1. Result A is
expected.

14. Send an IGMPv3 message from Port B of Tester to simulate joining multicast
group IS_IN (not A) of 225.0.0.1. Result 4 is expected.

Expect Results:

1. Tester Port B doesn’t receive multicast traffic;

2. Multicast group 225.0.0.1 joined, Tester Port B receives multicast data.

3. Multicast group 225.0.0.1 joined, Tester Port B receives multicast data.

4. Multicast group 225.0.0.1 joined, Tester Port B doesn’t receive multicast data.
Actual Result:

1. Create VLAN 2, assign Port 1 to the VLAN. Create VLAN 3, assign Port 2 to the
VLAN.

[DUT2]vlan 2
[DUT2-vlan2]port Ten-GigabitEthernet 1/0/49
[DUT2]vlan 3
[DUT2-vlan3]port Ten-GigabitEthernet 1/0/50

2. Configure IP address for layer 3 virtual interface of VLAN 2 and VLAN 3, Port A
of Tester and layer 3 virtual interface in the same segment.

[DUT2]interface Vlan-interface 2
[DUT2-Vlan-interface2]ip address 20.1.1.1 24

[DUT2]interface Vlan-interface 3
[DUT2-Vlan-interface3]ip address 30.1.1.1 24

Create a device on each ports on the tester.
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On Port 4/5:

Add a new device.

b Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help
(B =3 = % % 3 (4 @EChassis ~ | | Apply lf? {j E; 0 | B B 000012 i; & 8§l Technologies... F!Pempectivev [ Sequencer | =) Repc
Test Configuration

Spirent TestCenter A B Add.. ¥ Delete 04 4 P i % Create Links... - % Edit Links... [ Edt Inteface... ) €3 [£f Edt MF

Eﬁ "I;:stlnfo " ) Active Filter: (Unsaved)
= All Devices (Hosts, Routers, ... } o =
B Al Traffic Generators D Empty Filter EQreEs 299) Clear
& All Stream Blocks Emulated Device Interface  6rd/io4 DS-Lite  BFD LDP RIP
i ‘:a Al'Traffic Analyzers Device Device Incoming Outgoing
- @ Al Ports Port Name Name Tags i Links Links Encapsulation Router ID
B 274:09:28:3A:BA = = D = = 92.0.0
e
i QT » |l== Device
. % Add Mutiple Devices... B Hoxt
& cf{ )X Delete € Router
B-
@ Porth  amemD ,
== D¢
: E‘ T @ Start Al Devices
e &  Siop Al Devices tes 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1
Interesting Traffic:Req Start MAC Leaming
Port Traffic and Co| Start MAC Leaming on Al Ports tesult View ~ d 4 1of 1 v > ing Stream lts | Change Rest
] d 4| 1961 | b o Change Counter Mode: B
Basic Counters  Errors  Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © > || Basic Counters Emrors Basic Sequencing Advanced ¢
- SR I Rt - T T P Y - - — - Rx Count ]
Set the ipv4 address and the gateway.
& Untitled.tcc - Spirent TestCenter - x
Fle Edt Vew Tools Actions Diagnosics Help
B E 000012 |G [ Technalogies .. | [Py Perspective + | [[E] Sequencer | 5] Reporter | T Wizards « |3, Summary .
X
B A Traffic Generators A BaAdd. XDeete 04 4| 101 | b pi %\ Createlnks. % Edtlnks. [ Edtinteface.. @) €3 [BF Edt MPLS TP Static LSP/PW
) Al Stream Blocks Actve Fiter: (L "
| :::::wvzm b Empty Filter 7] £55 Clear Actions.
Emulsted Device Interface  GrdiSto4 DS-Lite BFD LDP RIP
Port Name Nome. | Tags Dosica TPv4 Address L';‘:‘;f;‘f" 2’.1:;["" 17}4 Gateway Mac e e s
Port [/4/S [AC:7 Device 3 Clickto ad 1 20.1.1.2 24 20.1.1.1 6 93:20:28:74:04 Unresolved

= @ Port [/4/6 [AC:74:
= Devices

On Port 4/6:

Add a new device:

b Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

DEH B % G0 cachesss-| [y @& & B B B 0002 | & [l Technologies... | [ Perspective ~ | [[=] Sequencer | 43) Reporter | Ty Wizz

Test Configuration

B Al Traffic Generators A BuAdd. X Delete 04 ¢ | Tof1 | p P8 %\ Createlinks.. % Edt Links... [ Edt inteface... €} € [ Edt MPLS TP Static L'

3 Al Stream Blocks Active Filter: (Unsaved)
B Al Traffic Analyzers

e = .
5 @ AlPorts D Empty Filter (5] 24 Clear Actions
©- @ Port //4/5 [AC:74:09:28:34BA Emulated Device Interface Grdfto4 DS-Lite BFD LDP RIP
s Devi D Incomi Outgo R
E) Traffic Generator Port Name N::'::e Tags Coe:Incte L':::;m"g Li“kgsomg Encapsulation Router ID utoe I
i g Traffic Analyzer Port //4/6 [AC:7... | Device 2 Clicktoad... |1 EthernetIl/IPv4  |192.0.0.2 [)
\\{ Capture
'4:09:2B:3A:BA
Add > |E Device |
Add Multiple Devices... E Host
Delete @ Router
Settings
( ARP/ND * 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1
e = o @ Stat Al Device:
Interesting Traffic:Results . cen
I @8 Stop All Devices =
Port Traffic and Count St NAC L it View ~ §§]rp B 4 ¢ | 101 [ | ||Streams > Interesting Stream Results = Change Result View ~ )
aming . Gl t
] [ 1of 1 )0 Change Counter Mode: Basic Mode
b Start MAC Leaming on Al Ports ¢ 4[ 11 [p b o 2
Basic Counters  Error e Jumbo PFC Counters User Defined Advan < > || Basic Counters Errors Basic i dh ing H
Dart Nama ‘ne) | GanaratarData (Rnc) | GanaratnrData(hne)l | Ranaratar Gin Data (fnc) | Dy Gin Data (fnc) DvDnrt Mama | Sraam Tnda | RX Count Ov Data fhne)
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Set the IPv4 address and the gateway.

& Untitled.tcc - Spirent TestCenter B ’
Fle Edt Vew Tools Actions Diagrostics Help
DG B % G @ c@Chass + | | A Aoy B B B 0wz | [l Technologes... | [ Perspective ~ | IR Sequencer | ) Reporter | T Wizards - [, Summary
B A Traffic Generators ~ B Add. X Delete f “ Create Links... % Edt Links... [if’ Edt Intedface. [ Edt MPLS TP Static LSP/PW
% :: i:;:‘:f::m Active Fiter: (Unsaved) ‘
@ Alforts b Emoty Filter £5] Clear Actions.
@ Port /4/5 [AC:7409:28:3A8A Emuiated Device Interface GrdfSiod DS-lite BFD LDP RIP
B T et —— TR I P e e e B
B Traffic Analyzer Port [/4/6 [AC:7.. Deviced |Clicktoad.. 1 30.1.12 24 30111 les:93:20:28:74:04 Unresolved =l

i Capture

[ Traffc Generator
) Traffic Anslyzer
i Capture

<

Select devices configured on the port and use ARP to resolve the gateway Mac
address;

& Untitled.tcc - Spirent TestCenter - x
Fle Edt View Tools Actons Disgrostics Hep 2
DNEFH B & @ (=i Chassis + || (& Apply B B o002 | <G [ Technologes... | [P Perspective = | [TE] Sequencer | ) Repoder | Fay Wizards + 3, Summary...
i Spirent TestCenter l ~ B Add.. 3 Delete f % Create Links... % Edt Links... [§ Edt Interface. 5 Edt MPLS TP Static LSP/PW.
i Testinfo Active Fiter: (Unsaved)
P Empty Filter 29 Clear Actions

B Al Traffic Generators

o) | senedosy pasodxy

i Al Stream Blocks Emulsted Device Interface Grdiod  DS-Lite BFD LDP RIP
AlTraffc Analyzers

Device Device s PvaPrefx | IPv4 Default
=@ AlPorts . Name Tage Count R Length Gateway

5@ Port /45 [AC:74:09:2: 3080 Port //4/5 [AC:7... |Device3 | Clicktoad... |1

Port //4/6 [AC:7... Device4  Clicktoad... 1

30.1.1.1

= Dev
B Traffic Generator
B Traffic Analyzer
¥ Capture

@ Port [f4/6 [AC: 74:09: 28:3A:BA

3. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 1, enable
PIM DM in all ports:

[DUT2]multicast routing
[DUT2-mrib]quit

[DUT2]interface Vlan-interface 3
[DUT2-Vlan-interface3]igmp enable

[DUT2-Vlan-interface3]igmp version 1
[DUT2-Vlan-interface3]pim dm

[DUT2]interface Vlan-interface 2
[DUT2-Vlan-interface2]pim dm

4. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address is
the port A address of Tester. Result 1 is expected.

Select to use the IGMP protocol
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@ Untitled.tcc - Spirent TestCenter
Fle Edit View Tools Actions Diagnostics Help

DE D B ¥ 3@ cthsss - ||y (@ & B BB L 00:00:06 | & [B Technologies... |7 Perspective ~ Sequencer | &2
Test Configuration Technol Select %
— ° _| Technology Selector E
[=)-[ Spirent TestCenter A B Add.. 3 Delete 04 o 2’ it Intedface... €} €2 [BFE
5 TestInfo Active Filter: (Unsaved) Selecttechnologies to use inthis application session.
= All Devices (Hosts, Routers, ...) > " @ Refresh oﬂ cl
%3 Al Multicast Groups EEL Tecnology d|~ [ issifes =] tlear
') All Traffic Generators Emiaed Dence ket ={]s6 :
S Al Stream Blocks 1 ' »
[sey] eam Blo {Jecrrr Multicast Group
<J Al Traffic Analyzers Port Name I NGFI Wersion Count
- @ AllPorts ¢
Port /f4f6 [AC:7.. | | . IGMPv2 0
S @ Port /4/5 [AC:74:09:28:3A:BA ] | 218 Access =
= Devices 1 -(Js02.1x [
B Traffic Generator 1 -] ancp I
1 @ Traffic Analyzer 1 -] oHee 3 1
P i -
& Copture [ pHcpvePD
= Port /46 [AC:74:09:28:3A:BA 1 F
= Devices 3 | ~iA] 1GMPMLD | =
B Tr=ffic Generator T ~[_] IGMP/MLD Querier 0 Group(s)
“a Traffic Analyzer v < A -] 1Pv6 Autoconfiguration E
> . S A
7 > Displaying Devices 1-1 | F Lz
Interesting Traffic:Results 1 -[[] pPPoX
Port Traffic and Counters > Basic Traffic Results = Change Result View =+{_] Application Layer Protocols [GMP Results Change Res.
¥ -] App Perf fl of 1 b Do | Show: Al
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo - arrs ;e MulticastVersion
D Dynamic Protocol Generator E
Port Name ) | Generator Rate (Bps) | Generator Rate (bps) Gene| O
Port //4/5 ) 0 0 [+ I
Port //4/6.. | 0 0 0| Oeet L
< - INTP L
| — v
Interesting Traffic:Results 1| Interesting Traffic:Results 2 ation ErrzrsT Cancel
Applied 10 object change(s) to the hardware

Select the multicast receiver Port 4/6, select it in the "Active" box, and the default
version of IGMP is vl

b Untitled.tce - Spirent TestCenter -
Fle Edt View Tools Actions Diagnostics Help
DEH B ¥ G @t | Boy & & B -8 00:00:06 | 5 [ Technologees... | [ Perspective = | [[5) Sequencer | &) Reporer | Ty Wizards » |3, Summary...
T uration
Spirent TestCenter A B Add. 3 Delete 04 4 Tof 1 b P0 S Crestelinks.. % Edt Links.. [ Edt interface. &) €5 [EF Edt Group Memberships... [ |
5§ TestInfo Active Fiter: (Unsaved)
= Al Devices (Hosts, Routers, ...)
&3 Al Mticast Groups P Empty Filter 1] 5] Clear Actions
B Al Traffic Generators
T Al Stream Blocks
o Device Device Multicast Group Source Calelate  Pack Force Single
B Al Trafic Analyzers S Name = Count Adive | HostState | |yqr5io, Count Count Latency Repors | Initial Join
= @ alPorts —
Port //4/6 [AC:7... |Device6  Clicktoad... 1 Non-Member 0 0
- @ Port J/4/5 [AC:74:09:28:JA:8A ! 1] a a O
S Devices
B Traffic Generator
J Traffic Anaiyzer

Elmlal‘edDev\nelMLD 6rd/6lo4 DS-Lite BFD LDP RIP

Cap!
@ Port /[4/6 [AC:74:09:28: 3A:8A
= Devices

Ty — 1 Active 0 Group(s) | 0 Source(s)
) Traffic Analyzer <

v
< > Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1

Add multicast group members.
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& Untitled.tce - Spirent TestCenter

DEd @
Test Configuration
= (& Spirent TestCenter
5 Testinfo
o= Al Devices (Hosts, Routers, ...)
43 Al Multicast Groups
B Al Traffic Generators
=5 Al Stream Blocks
B AlTraffic Analyzers
= @ AlPorts
= @ Port /[4/5 [AC:74:09:28:3A:8A
= Devices
B Traffic Generator
J Traffic Anaiyzer
& Capture
= @ Port [/4/6 [AC:74:09:28:3A:8A
= Devices
B Traffic Generator
4 Traffc Analyzer

Fie Edt View Tools Actions Diagnostics Help
, GaChasss - || 3t ool | & B}

A BaAdd. X Delete 04 4
Active Filter: (Unsaved)
P Empty Filter

Emulated Device Interface IGMP  MLD  6rdiStod

Device
Name

Port Name

Port /[4/6 [AC:7... | Device §

<

B % 000006 | <G

Tags

Clicktoad... |1

b b0 * Create Links..

DS-Lite

Device
Count

[ Technologies... | [ Perspective - | [[E] Sequencer | i3) Reporter | B Wizards + |3, Summary...

BFD LDP RIP

Active Host State

1Active

v
Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1

% Edt Links... [ Edt Intedace... @ €3

&2 97 Clear

Multicast Group
Version Count

B | WonMember [ic

e

0 Group(s) |0 Source(s)

Calculate | Pack Force !
Latency Reports | Initial .

O u]

Edit Group Memberships

Device
Name

Delete a_ﬁ Manage Multicast Groups... ‘%Ppply Staggered Host Membership Generate Join Groups In Batches

Multicast

Active Group

Number of
Groups

Starting Group IP

Device-Group
Mapping

X
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Add IGMP/MLD Group Membership X
Selectatask... Add New Groups
{®) Add new groups Creates new multicast group(s) and maps these group(s) to the associated multicast host or router

(O Use existing groups

Select a device-group Starting group address:  |225.0.0.1
mapping...
Group address increment:
© Many-to-many Number of groups: 1 o
(O One-to-one —
Number of group blocks: |1 =1
(O Round-robin

0K Cancel
Configure multicast traffic on the multicast sending port;
Add bound stream block
b Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help
Q@ fR % e c@chess - | Sy | & B 5B B 000006 |G G 0 H

Test Configuration
(= [z Spirent TestCenter
[54 TestInfo
= All Devices (Hosts, Routers, ...)
4.3 Al Multicast Groups
" All Traffic Generators
=5 All Stream Blocks O Load per Stream Block Inter Frame Gap:
‘a All Traffic Analyzers Advanced Interleaving
All Ports Sroup ID will be set in the strear
=-- @ Port /f4/5 [AC: 74:09: 28:3A:BA (O Manual Based
= Devices

E‘ Traffic Generator

mc Aralyzer Status Active Name Tags Index
55' Capture ~ StreamBlo... | Clicktoad... | 0

- @ Port /f4/6 [AC:74:09: 2B:3A:BA
= Devices
E“ Traffic Generator
‘a Traffic Analyzer <
P .

A bMd ~|°¢ll Generate Stream Block 3{ Delete

|g~ Add Bound Stream Block(s)... |

Edi... C0|:

width Utilization (%): 10

Burst Size:

Inter Frame Gap |

Schedule...

Select active port
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Traffic Wizard

Select active ports

Endpoints
Frame Size
i Frame
- Traffic Load
Rx Port

Traffic Wizard

~ Ports
- Endpoints
: Frame Size
~Frame
- Traffic Load
“-Rx Port

Spirent
TestCenter™
Comp
Select ports:
Filter: I Clear
9121[] Project 1

Select source network and destination network

Distribution

(O Fully meshed
(O Badkbone

@ Pair

@ Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet 1/0/49]
Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet 1/0/50]

Spirent
TestCenter™

Compone

Source and Destination

Source: (1) Select Multiple Ports | ¥ Destination: (1) | Select Multiple Ports |~
e — -~ T E—
¥ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEther. . 7] Device 3(20.1.1.2/24) A

Device
Device 3 (20.1.1.2/24)

Filter
Protocol:

Encapsulation:
Pv4 v
Orientation
(® Unidirectional
O Bidirectional
Switch Src/Dest
Endpoints Mapping
(® One-to-one
O Many-to-many
[~] Stream only generation

[] show All Headers

Bypass IP Subnet
0 Checking

=t treTToTT T
&[] Device 1

L[] Device 6 (192.85.1.8/24)

. D Port //4/6 [AC:74:09: 2B: 3A:BA/Ten-GigabitE...
=[] Device

&) pvs

£ Device 6 (192.85.1.8/24)
Project

[ 1pv4Group 1(225.1.1.1/32)
[ 1pv4Group 2 (225.1.1.1/32)
[ 1pv4Group 3 (225.1.1.2/32)
[ 1pv4Group 4 (225.1.1.1/32)

Ipv4Group 6 (225.1.1

Pairs: (0)

Remove

Remove All

Next> Finish
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Traffic Wizard

Select source network and destination network

Ports Distribution
Endpoints (O Fully meshed
Frame Size

Frame (O Backbone
-Traffic Load (@ Pair

Rx Port

Filter
Protocol:

Device,MPLS-TP,Bfd...

Encapsulation:

Pv4 v
Orientation

(® Unidirectional

(O Bidirectional

Switch Sr¢/Dest

Sp !
TestCenter™

irent

Component|
Source and Destination
Source: (0) Select Multiple Ports | ¥| Destination: (0) Select Multiple Ports | ¥
Filter: I:l Apply Clear Filter: l:l App Clear
i PS

ED Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEther. ..

=] Device
L[] Device 3 (20.1.1.2/24)

BD Port ff4f6 [AC:74:09:2B:3A:BA/Ten-GigabitEther...

5[] Device
L[7] Device 6 (192.85.1.8/24)

-] Device 3 (20.1.1.2/24)
[ Port //4/6 [AC:74:09:28:3A:BA[Ten-GigabitE. ..

0] IpvaGroup 1(225.1.1.1/32)
-] Ipv4Group 2 (225.1.1.1/32)
-] 1pv4Group 3 (225.1.1.2/32)
-] 1pv4Group 4 (225.1.1.1/32)
3~|:| Ipv4Group 5 (225.1.1.1/32)
[ IpvGroup 6 (225.1.1.1/32)

Acid

Al

Endpoints Mapping
@ One-to-one

—

Device 3 (20.1.1.2/24)-->Ipv4Group 6 (225.1.1.1/32)

O Many-to-many

[“] stream only generation
[[] show All Headers

Bypass IP Subnet
0 Checking

Next>

Send the packets on Port A.
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\f) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostcs Help
NDEGA % & 53 [ (@Chassis ~ || 3 Apply g& lf'j Y B rp, FL 00:00:06 | &) 5 [Bl§ Technologies... | [P Perspective ~ | [

Test Configuration

=[5 Spirent TestCenter A BFAdd - “J) Generate Stream Block ¢ Delete [B Edt... - [{31Copy Wizard...
i[5 TestInfo
= All Devices (Hosts, Routers, ...} Scheduling Mode Bandwidth Utilization (%): 10

+3 All Multicast Groups

E) All Traffic Generators @ Port Based Burst Size: Duration M

% All Stream Blocks O Load per stream Block " | Inter Frame Gap: 12
; ‘g All Traffic Analyzers Advanced Interleaving )
- @ AllPorts Group 10 will be set in the steam block gid, | Inter Frame Gap Unit:  bytes Advance
- @ Port //4/5 [AC:74:09:28:3A:BA O Manual Based )
; BF  Add Bound Stream Blocks)... Scheduling
| b Add Raw Siream Bock..
; :‘ Traffic Analyzer Status Active Name % Delet dBy | Source Destinatit
<, == (5
-6 Capture . ¥ | StreamE W
£ @ Port /[4f6 [AC:74:09:28:3A:8A [ CtSreamBock  Cex |
== Devices 43 Copy StreamBlock Ctrd+C
- [fp Traffic Generator A Paste CirlsV
Y Traffic Analyzer v L€
P . 3 i
n > Displaying Stream Blocks 1-1 | Tot Duplicate... Loy
Interesting Traffic:Results 1 Addto Exposed Properties
= &  Edt Tags...
Port Traffic and Counters > Basic Traffic Results = Change Result View = g@ ticast > IGMP > IGMP Resu
aa User Defaults » )
bt |04 4 1081 ()
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Cg = Edt... bort N Device M
rp Start | '0 ame Name |
Port Name 1 Generator Rate (Bps) | Generator Rate (bps) Generator Sig e o
4"
Port f/4/5 a 0 g ARP/ND v
Port [/4/6... a o o L2Leaming N
< Q, Fnd..
| Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors| Log - 56 e
Applied 17 object change(s)to the hardware & Preview..
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& Untitled.tcc - Spirent TestCenter
Fle Edit View Tools Actions Diagnostics Help

Q = = % % 53 [ @ Chassis ~ | | 34 Apply @ & E; Ta > r. 00:00:04 | & [Bid Technologies... | [ Perspective ~ Sequencer | &) Repor
Test Configuration
£l [ Spirent TestCenter ~ [BFAdd ~ J) Generate Stream Block 3¢ Delete [5f Edt... [ Copy Wizard...
[5 TestInfo
‘? All Devices (Hosts, Routers, ...) Scheduling Mode: Bandwidth Utilization (%): 10
£ Al Multicast Groups
B) Al Traffic Generators (@ Port Based Burst Size: Duration Mode: Continuous
% All Stream Blocks (O Load per Stream Block Inter Frame Gap: 12
g All Traffic Analyzers Advanced Interleaving
- @ Al Ports o will be set in the st Inter Frame Gap Unit:  bytes Advanced... Port Load...
= @ Port //4/5 [AC:74:09:2B:3A:BA
O Manual Based Siiic Scheduling mode graphical exampl¢
= Devices
B Traffic Generator
:g Traffic Analyzer Status Active Name Tags Index ControlledBy | Source Destination Traffic Pattern
Z Capture StreamBlo... | Clicktoad... | @ generator Device 3 (... |Ipv4Group 1... | Pair
= @ Port //4/6 [AC:74:09:28:3A:BA
= Devices
ﬁ‘ Traffic Generator
‘g Traffic Analyzer v L€
< o > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
| Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ r. 4 4 1of 1 b Multicast > IGMP > IGMP Results | Change Result View
] = d 4 1of 1 > 8 | Show: Al Ports
Basic Counters i i izel > i
Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan Port Name ﬁg;:ge MulticastVersion | Hosts
~
Port Name |  Generator Rate (Bps)  Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps) Port /[4f6... | Device 6 IGMPYI Non-M,
Port //4/5 108,108,120 864,864,960 844,595
Port //4/6... [ 0 0 0
v
< > <
Interesting Traffic:Results 1| Interesting Traffic:Results 2| V ion Errors| Log

Port B doesn’t receive multicast traffic.

5. Send an IGMP message from Port B of Tester to simulate joining multicast group
225.0.0.1. Result 2 is expected.

Start the device created on Port B to send the IGMP message to simulate joining
multicast group 225.0.0.1
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&) Untitled.tcc - Spirent TestCenter

Fle FEdt View Tools Actions Diagnostics Help

Test Configuration
= [y Spirent TestCenter A BaAdd.. ¥ Delete 04 4
@ Test Info Active Filter: (Unsaved)
== All Devices (Hosts, Routers, ...)
P Empty Filter

+3 All Multicast Groups
B Al Traffic Generators
=3 All Stream Blocks

Add »
DEH B ¥ G @ @chsss - | Sy | BB E B B B  Add Mutiple Devices.. spective ~ Sequenc
Test Configuration 3 Delete
[ Spirent TestCenter A B Add. X Delete 04 | Tof] » cu s Edt Inteface... @) &3
+
E @ Test Info Active Filter: (Unsaved) y
= All Devices (Hosts, Routers, ...) 53 Copy Ctd+C s
- P Empty Filter A 9
3 Al Multicast Groups @ Paste Cir+V -
B A Traffic Generators Emulated Device Interface IGMP | ML :
':’ All Stream Blocks Dupicate... L3
‘a All Traffic Analyzers Port Name ﬁ:::e Addto Exposed Properties \T:rlgllga:t gtrw?l:tp
2 " AllPorts Port [/4/6 [AC:7. . Devices | ¢ EdtTags.. 1
= @ Port //4/5 [AC:74:09:28:3A:BA User Defaults »
= Devices
B Traffic Generator Links »
g Traffic Analyzer % Edi Links...
& capture E’ Edit Interface...
= @ Port //4/6 [AC:74:09:28:3A:BA .
i |l View Control Plane Bindings...
= Devices
B Traffic Generator |- € Stat Device 1 Grou
g Traffic Analyzer v < e Stop Devee
< T > Displaying Devices 1-1 | Fitered Devices g} Start All Devices
Interesting Traffic:Results 1 @5  Stop All Devices
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ %@ £ ! Start MAC Leaming IGMP Results = Chanc
B ARP/ND » [af1 | p paSh
. B, ) Trkenre o m , Ping... "
Basic Counters  Errors Triggers | l Ow 'Jumbo PFC Counter| ice
Multi tVer:
@ Edit Group Memberships e ——
Port Name |  Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate m
IGMP »
Port /4/5 108,108,12 864,864,992
IGMP/MLD Dual Stack »
Port //4/6... [ a [
Q, Find..
< Expand Al
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors| Log - 569 meg Collapse All
IGMP/MI N- | aava Gesiine & Part /7478 [AC-74-N0-9R-18-RA /Tan finsh# Fhhamat 1 /N/R0L Giad o Fill Custom
& Untitled.tcc - Spirent TestCenter
Fle FEdit View Tools Actions Diagnostics Help
DEH B ¥ G@® c@chass - | [y [ & E BB B oon2a | & [B§ Technologies... |[FyPerspective ~ | [E] ¢

1of 1

Emulated Device Interface  IGMP  MLD  6rd/6to4

b B0 * Create Links.. % Edit Links...

[ Edt Interface...

DS-Lite BFD LDP RIP

Port /{4/5

108,108,114 864,864,912

Port //4/6... [ o [

@ All Traffic Analyzers Port Name R::ni:e Tags E:::‘: Active Host State fulticast
B @ Alports Port //4/6 [AC:7... | Device 6 Clicktoad... |1 ~ Member
= @ Port /f4/5 [AC:74:09: 28: 3A:BA
= Devices
E" Traffic Generator
<J Traffic Analyzer
& Capture
- @ Port //4/6 [AC:74:09:28:3A:BA
= Devices
B Traffic Generator 1 Active
<J Traffic Analyzer o Z
< S > Displaying Devices 1-1 | Filtered Devices: 1 | Total Devices: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resut View ~ 29] [ [} 1of 1 [+ || Multicast > IGMP > IGMP Results
4] Bl 04 4 101 [P |
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan © > Device .
Port Name |\ o Multi
Port Name | | Generator Rate (Bps) | Generator Rate (bps Generator Sig Rate (fps) | Rx Sig Rate (fps) Port /f4/6.. | Device 6 16MA

844,594
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Multicast group 225.0.0.1 joined, Tester Port B receives multicast data.

6. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 2, enable
pim dm in all ports:

Change the IGMP version. The default version is IGMP version 2.
[DUT2]interface Vlan-interface 3

[DUT2-Vlan-interface3]igmp version 2

Stop the device on Port 4/6. Change the IGMP protocol, change the multicast
version to IGMPv2.

@ untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions

Diagnostics  Help

B Traffic Generator

J Traffic Analyzer
< B >
Interesting Traffic:Resuits 1

v

<
Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1

B Traffic Generator
@ Traffic Analyzer
¥ Capture
=1 @ Port j[4/6 [AC:74:09:28:3A:8A

expected.

‘ Add »
DG d B ¥ S @ cEchasss - y & & B B 000312 | G i Technologies ’T‘-«Pg§ Add Mutiple Devices -2
Test Configuration X  Delete
= [y Spirent TestCenter A B Add.. ¥ Delete 4\ Create Links... % Edt Links... § % o e
= o
5§ Testnfo Active Filter: (Unsaved) [
c=a Al Devices (Hosts, Routers, ...) > & = ‘ 43 Copy Cird+C
&3 Al Multicast Groups Pty e |@ Paste Qv
All Traffic Generators A :
_!1' 0 Emulated Device Interface IGMP  MLD 6rdfSto4 DS-Lite BFD LDP RIP MPLS—TF! = AU
o tream Blocks D D Duplicat 1
@ Al Traffc Analyzers Port Name Device  |rygs (DM lacive | Hoststate | Adto Exposed Properies !
® Alports Port //4f6 [AC:7.. Device7 | Clicktoad... |1 & | Member |/ FEdtTags
= @ Port //4/5 [AC:74:09:28:3A:BA ‘ User Defaults .
G Devices |
B Traffic Generator i Links »
J Traffic Analyzer i % Edt Links
it | B Ede intedace
= @ Port //4/6 [AC:74:09:28:3A:BA Gl ewcosan
G Devices [l onts lane Bindings
1 Active S—

Port Traffic and Counters > Basic Traffic Results = Change Resut View ~ 5] [} Multicast > IGMP Start MAC Leaming 2 Profile
B a | ARP/ND »
Basic Counters Errors  Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > ol Maae g Pg AR
&
Port Name ) @ Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) (o) e % Edt Goup Memberships
IGMP »
Port //4/5. 0 0 0 0 |
. ‘ IGMP/MLD Dual Stack »
Port //4/6 0 0 0 0 |
v |Q Fnd
% > < [ Epanda
Interesting Traffic:Results 1/ Interest ‘ Collapse Al
& Untitled.tcc - Spirent TestCenter
Fle Edt Vew Tools Actions Diagnostics Help
DEE B % @ cohess - |y | B fL 000847 | G Bl Technologies... | [ Perspective ~ | [[E) Sequencer | (&) Reporter | Tay Wizards ~ |3 Summary
Test Configuration
= [ Spirent TestCenter ~ BaAdd. X Delete % Create Links... % Edt Links... i’ Edt Inteface... ) €3 [57 Edt Group Memberships.. [}
i) Test inko Active Fiter: (Unsaved)
= All Devices (Hosts, Routers, ...) - =
4 Al Multicast Groups D Empty Filter by 25| Clear Actions
[ A1 Traffic Generators Emulated Device Interface IGMP  MLD 6rdio4 DS-Lite BFD LDP RIP
b AR sveam Blocks D D Multicast G Sol Calculat Pack Fi
evice evice : ulticas roup urce alculate ac o
B Al Traffic Analyzers Port Name Name Tags Count Adive | HostState || yurcion Count Count Latency Reports | Init
@ Alports Port j/4/6 [AC:7.. Device6  Clicktoad. |1 E | von-Memser | [16MPv2 ) [m] O
@ Port [/4/5 [AC:74:09:28:3A:BA
= Devices

Configure multicast traffic on the multicast sending port;

7. Send multicast data of 225.0.0.1 from Port A of Tester to DUT. Result 1 is
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Send the packets on Port A.

b Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help
B =7 = ﬁ # 3 [ (@ Chassis ~ &Apply g.l tf] ﬁ e rP %, 00:00:06 "ii = [B§ Technologies .. !F!Perspedive- B

Test Configuration

&l [ spirent TestCenter A B*Add - “J Generate Stream Block ¢ Delete -[BF Edt... - [{5)Copy Wizard...
- [ TestInfo
== All Devices (Hosts, Routers, ...) Scheduiing Mode Bandwidth Utilization (%): 10

+3 Al Multicast Groups

B A Traffic Generators @ Port Based Burst Size: Duration M

% All Stream Blocks (O Load per Stream Block v Inter Frame Gap: 12
; ql All Traffic Analyzers Advanced Interleaving i
=@ AlPorts Group 1D will be set in the stream block grid, | Inter Frame Gap Unit:  [bytes : Advance
- @ Port //4/5 [AC:74:09:28:3A:BA () Manual Based )
i o D BF Add Bound Stream Block()... Scheduling
| , 4 Add Raw Steam Bock.. -
i :a Traffic Analyzer Status Active Name % Delete dBy | Source Destinatic
& Capture . ¥ |StreamE W
E- @ Port //4/6 [AC:74:09:28:3A:8A |J$ Cut StreamBlock Crd+X |
== Devices 53 Copy StreamBlock Cir+C
[ Traffic Generator #  Paste CtisV
o) Traffic Analyzer v £
. Y
< > Displaying Stream Blocks 1-1 | Totd Duplicate... AU
Interesting Traffic:Results 1 Addto Exposed Properties
&  Edt Tags...
2
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ ;@ ticast > IGMP > IGMP Resu
- User Defaults » .
bl s |04 4§ Tof1 v
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo  PFC Cd=2 Ede... Device
Port Name Mi
B Start | Name
Port Name 1  Generator Rate (Bps) | Generator Rate (bps) Generator Sig =
ko op
Port //4/5 o 4 g ARP/ND ’
Port [/4/6... a o 4 L2Leaming »
< Q, Fnd..
L- - — Fill Custom
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors| Log - 56
::) o
Applied 17 object changefs) to the hardware i FPreview...
. . .
Port B doesn’t receive multicast traffic.
3 Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help
DS % G @ cahesss - || 300 @ & 2B B 000021 |G G [ Technologies .. [Py Perspective ~ [5) Sequencer | (5} Repoter | Ty Wizards + |, Summi
& [ Sprrent TestCenter ~ [@FAdd ~ ) Generate Stream Block 3 Delete (G Edt... [ Copy Wizard...
[ Testinfo
= Al Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
q,s All Multicast Groups )
B A1 Traffic Generators @® Port Based Burst Size: 1 DuratonMode:  |Contnuous
=4 Al Stream Blocks ) Load per Stream Block Inter Frame Gap: B
J Al Traffic Analyzers Advanced Interleaving _
5 @ AlPorts etin Inter Frame Gap Unit:  bytes Advanced... PortLoad...
S O:ﬁ:c:n:m:mm:aa ) Manual Based s e oteel cxamel
B e erator
ﬂ Traffic Analyzer Status Active Name Tags Index ControlledBy | Source Destination Traffic Pattern Type Tx Port
& Capture E = StreamBlo... | Clickto ad... | 0 generator Device 3 (... | Ipv4Group 6
- @ Port //4/6 [AC:74:09:28:3A:8A
= Devices
B Traffic Generator
) Traffic Analyzer v €
< o >  Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resut View » 5] = By 4 < Tof 1 I || Muiticast > 16MP > 1IGMP Results | Change Result View = Manage Profiles . =]
- Fa "4 Tof1 P i | Show: Al Ports -
Basic Counters Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters User Defined  Advan < > — 2::“? e e e e,
Port Name | | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) = Port //4/6... | Device 7 7 > Non-Membear | 10

Po 864,864,856

Port //4/6.. [ 0 [ 0
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8. Send an IGMP message from Port B of Tester to simulate joining multicast group
225.0.0.1. Result 2 is expected.

Start the device created on Port B to send the IGMP message to simulate joining
multicast group 225.0.0.1

) Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help Add .
DE - B $ G @ m@chesss - ooty |y €8 BY B Add Mutiple Devices... .. | [P Perspective ~ Sequenc
Test Configuration x Delete
= | Spirent TestCenter A B Add.. 3 Delete 04 % cu =" jt Links... [ Edt Intefface... § &3
.- =
5g TestInfo Active Filter: (Unsaved) |
== All Devices (Hosts, Routers, ...) 53 Copy Ct+C @ .
(W] F
a,i All Multicast Groups D Empty Filter @ Paste Cti+V ¥ 35
B A1Traffic Generators Emulated Device Interface MPLS-TP
=2 All Stream Blocks Duplicate... At
o . Multicast Group
ﬂ All Traffic Analyzers Port Name Add to Exposed Properties Host State Vesinn Count
=@ Alports Port //4/6 [AC:7... & Edt Tags.. Von-Member 1
= @ Port //4/5 [AC:74:09:28:3A:BA U Dl >
= Devices
B Traffic Generator Links »
< Traffic Analyzer % Edt Links...
. capfre T Edt Inteface..
= @ Port //4/6 [AC:74:09:28:3A:BA =
o B &l View Control Plane Bindings...
i@ Start Device 1 Grou
ﬂ Traffic Analyzer i < £ Siop Device
< D > Displaying Devices 1-1 | F{ i} Stat Al Devices
Interesting Traffic:Results 1 @8 Stop All Devices
Port Traffic and Counters > Basic Traffic Results | Change Result View Stat MAC Leaming st > IGMP > IGMP Results = Chan
b ARP/ND > i ¢ 1of 1 P bi|Sh
- - z = Ping... :
Bas te
ic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo k Name Device MulticastVen
Port Name ) | Generator Rate (Bps) | Generator Rate (bps) Gener| [% Edt Group Memberships... t //4f6... | Device 7 1GMPv2
IGMP > F "
Port //4f5... | | 108,108,107 864,864,856 844,54
IGMP/MLD Dual Stack >
Port //4/6... 0 ) 0
Q  Find...
< Expand All
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors Collapse All
Applied 0 object change(s) Fill Custom
_

Multicast group 225.0.0.1 joined, Tester Port B receives multicast data.
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tf) Untitled.tcc - Spirent TestCenter
Fle Edit View Tools Actions Diagnostics Help

NE- % # 53 @ @EChassis ~ L, Apply & ﬁ E B b r. 00:02:12 | &4 9 Bl Technologies... | [ Perspective ~ | [E ¢

Test Configuration

B[ Spirent TestCenter ~ BuAdd. X Delete 04 | 101 [ P9 % CreateLinks... % Edtt Links... [ Edit Interface...
5 TestInfo Active Filter: (Unsaved)

= All Devices (Hosts, Routers, ...)
75 Al Multicast Groups

B AnTraffic Generators Emulated Device Interface IGMP  MLD 6rd/6to4 DS-lite BFD LDP RIP MPLS-TP
3 All Stream Blocks

P Empty Filter () Refres

:ﬂ All Traffic Analyzers Port Name z::r:ge Tags g::::te Active Host State \T:rlgli;a:t
E- @ AlPorts Port [/4/6 [AC:7... Device 7 Clicktoad.. |1 M Member
= @ Port /f4/5 [AC: 74:09:28:3A:BA
= Devices

‘) Traffic Generator
‘g Traffic Analyzer

G(" Capture
- @ Port /f4/6 [AC:74:09:2B:3A:BA
&= Devices
5) Traffic Generator 1 Active
& Traffic Analyzer v <
< SO > Displaying Devices 1- 1 | Filtered Devices: 1 | Total Devices: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resut View ~ 29 (LK | 1of 1 b Multicast > IGMP > IGMP Results
b Ewniod [ 11 |p |
Basic Count i i 3 .
ic Counters Errors Triggers Protocols Undersize/Ove: e g:::ie T

Port Name | | Generator Rate (Bps) | Generator Rate (bpf) Generator Sig Rate (fps) | Rx Sig Rate (fps)

Port //4f6 Device 7 IGM)

Port //4/5...
Port //4/6...

108,108,131 864,865,048

< > <

Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors| Log-675m

9. Send an IGMP message from Port B of Tester to simulate leaving multicast group
225.0.0.1. Result 1 is expected.

Stop the device on Port 4/6 to simulate leaving multicast group 225.0.0.1.
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Qf) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help Add b
DEd B % G2 @ cahess - || |6 & B ED B Bb 00035 add muile Devices... e - |[ES
Test Configuration % Delete —
(= [ Spirent TestCenter A & Add.. % Delete 04 4 1of 1 % o o teface... |
= |+,
5 TestInfo Active Filter: (Unsaved) g
== All Devices (Hosts, Routers, ...) ) a2 Copy CurleC Defact
3 All Multicast Groups b Empty Filter @ Paste CtlsV P“R ezl
B Ao Traffic Generators Emulated Device Interfoce IGMP MLD 6 [ . el
=% Al Stream Blocks Device plcate... - —
B Al Traffic Analyzers Port Name Name Tags Add to Exposed Properties =
2-@ Alports Port //4/6 [AC:7... Device7  |Click{ # Edt Tags... Pr2
= @ Port [/4/5 [AC:74:09:28:3A:BA User Defautts ,
= Devices
‘f‘ Traffic Generator Links »
@ Traffic Analyzer %% Edt Links...
& capture W Edi Interface...
= @ Port ff4/6 [AC:74:09:28:3A:BA @ View Cortrol Plane Bindings
== Devices gs... !
B Traffic Generator Wp at Device
< -
ﬁ Traffic Analyzer v |ﬂ Stop Device |
< - > Displaying Devices 1-1 | Fittered Devices: 1 Wrm
Interesting Traffic:Results 1 ﬁ Stop All Devices
Port Traffic and Counters > Basic Traffic Results | Change Resut View ~ 25 [ [y ¢ Start MAC Leaming P Results
- ARP/ND A mlY
Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters Us Ping... Multic
Port Name | | Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps) @ Edit Group Memberships...
IGMP »
Port //4/5 108,108,104 864,864, P /LD Dusl Stack
13
Port /j4f6.. | |0 0 0 =
Q, Find..
< Expand Al
1 Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors| Log - 675 messages Collapse All
i, s mm - remEm st ammm i  m—mea  cmse—— - = Fill Cusatrm
. . . .
Multicast group 225.0.0.1 leaved, Tester Port B doesn’t receive multicast data.
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& Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

QEA % # 53 @ @ Chassis ~ Apply ﬁ B r. 00:03:32 | &G {8 Technologies... | [ Perspective ~ | [[E] Sequeni

Test Configuration

£ [ Spirent TestCenter ~ By Add.. 3¢ Delete 1of1 “\, Create Links... % Edit Links... [ Edt Inteface... §)
5 TestInfo Active Filter: (Unsaved)
= All Devices (Hosts, Routers, ...) b o ol
#L,E All Multicast Groups A L =

B Al Traffic Generators

Emulated Device Interface IGMP  MLD 6rd/6to4 DS-Lite BFD LDP RIP MPLS-TP
Eﬁ All Stream Blocks

Device Device Multicast Group
@ Al Traffic Analyzers Port Name Name Tags Count Active Host State R Coun
=@ Alports Port //4/6 [AC:7... |Device7 Clicktoad... |1 Non-Member i
- @ Port //4/5 [AC:74:09:28:3A:BA

= Devices
s’ Traffic Generator
& Traffic Analyzer

3{’ Capture
= @ Port /f4/6 [AC:74:09:28:3A:BA
= Devices
5‘ Traffic Generator 1 Active 1 Groi
& Traffic Analyzer - <
< D >  Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results = Change Result View + gj rﬂ 1of 1 Multicast > IGMP > IGMP Results = Char
Tof 1 YRE]
Basic Counters i Indersize! inaidumbe —PRG-Counk Usor-Definatd—-d > =
Ui Errors Triggers Protocols U Over —— 32:? T

o
Port Name ) | Generator Rate (Bps) | Generator Rate (bps. Generator Sig Rate (fps) | Rx Sig Rate (fps) Port //4/6.. IGMPY2
Port //4/5... | | 108,108,115 864,864,904 844,595 o ]

Port //4/6... [ [ o

<

10. Enable IGMP in Vlan-interface3 interface view, set up IGMP version 3, enable
PIM DM in all layer 3 ports:

Change the IGMP version. The default version is IGMP version 3.
[DUT2]interface Vlan-interface 3

[DUT2-Vlan-interface3]igmp version 3

Stop the device on Port 4/6. Change the IGMP protocol, change the multicast
version to IGMPva3.
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& untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions

Diagnostics  Help.

Fie Edt View

B Traffic Generator
F Traffic Analyzer
{ Capture
= @ Port //4/6 [AC:74:09:28:3A:8A

Edit multicast gro

Toos Acions Diagnosics  Hebp

up members. Change the sourec filter mode to INCLUDE.

Add »
DEH B ¥ @ Gthsss - ooy (BB LB B 000912 | G Bl Technologes... |[BIPYBY  Add Muiple Devices -2
Test Configuration x Delete
= (& Spirent TestCenter A BaAdd. X Delete 04 4| 101 | b P8 S\ Creastelinks.. % EdeLinks.. [
) TestInfo nerirh 9 & Cu QuleX
= All Devices (Hosts, Routers, ...) 43 Copy CideC
&3 Al Muiticast Groups D Empty Filter B Pase Qv
B A1 Traffic Generators Emulated Device Interface IGMP  MLD 6rdffto4 DS-Lite BFD LDP RIP MPLS-TR
5 AllStream Blodks Diplcate My
- Device Device e |
-a All Traffic Analyzers Port Name Name Tags CANE Active Host State Add to Exposed Properties |
5 @ AlPorts Port //4/6 [AC:7.. Device7 | Clicktoad... 1 & | Member | EdtTags
= @ Port //4/5 [AC:74:09:28:3A:BA User Defaults »
G Devices
B Traffic Generator Links »
i Traffic Analyzer % Edt Links
- e W  Edtintedace
2 Port //4/6 [AC:74:09:28:3A:BA
Traffic Generator 1 Active
< Traffic Analyzer v < [ €8 Stop Device
< A > Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1 Vices
Interesting Traffic:Results 1 €3  Stop Al Devices
=
Port Traffic and Counters > Basic Traffic Results  Change Resut View » (5] B} © 04 4 | 101 | |[Multicast>1GMp ~ Stat MAC Leaming b Profile
B ARP/ND »
(2] a4 4
Basic Counters  Errors Triggers  Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > P g Ping 5
N 5
Port Name ) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) M port //4/6. | D G e -
" IGMP »
Port //4f5... | |0 0 o " IGMP/MLD Dual Stack
Port //4f6... | |0 0 0 0 '
v Q And
< > < Expand Al
—]
Interesting Traffic:Results 1| Interesting Traffic: Results 2 Validation Error 60 messages Collapse Al
© Untitled.tcc - Spirent TestCenter — s}

DS B %R @t By & &B 5 B 000713 | [ Technologies... | [P Perspective ~ | [[5] Sequencer | (3) Repotter | T Wizards + |3}, Summary.
Test Configuration
= [ Sprent TestCenter A BaAdd. X Deete 04 4| Tof1 | b b4 S Createlinks.. % Edelnks.. [§ Edtinteface.. @ €3 [ EdeGroup Membeships.. £
5@ Testinfo Active Filter: (Unsaved)
= All Devices (Hosts, Routers, ...) = D
&5 Al Muticast Groups D Empty Filter 7] £9) Clear Actions
B A Traffic Generators Emulated Device Interface IGMP MLD 6rd/Bto¢  DS-Lite BFD LDP RIP MPLSTP
oy Al Stream Blods Device Device Multicast roup Source | Calculate | Pack Force Single | For
vi vi u u u ul
B Al Traffc Analyzers St e Name Tags Count Adive_ fHost Stats. ]} vorgiin ount Count Latency | Reports | Initial Join Joit
@ Alports Port //4/6 [AC:7... |Device7  Clicktoad.. 1 & Non-embe} | 3 0 [m] [m] [m]
@ Port //4/5 [AC:74:09:28:3A:8A
= Devices

11. Send multicast data of 225.0.0.1 from Port A of Tester to DUT, source address is
the port A address of Tester. Result 1 is expected.

Edit Group Memberships

Port //4/6 [A... Device 7

Select Devices ~ offa Add 3¢ Delete |‘=’a_$ Manage Multicast Groups... I&Apply Staggered Host Membership [[5] Generate Join Groups In Batches

X

IGMP Group Memberships
Device . Multicast Number of . Device-Group Source Filter
Port Name Name Active Group Groups Starting Group IP Mapping Mode

M Ipv4Group 6 |1 225.0.0.1 Many-to-many

Source Filter:

Use Port 4/5 to send multicast packets.
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b Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

DNEHA E & E3 (% (=@ Chassis ~ || 2 Apply & ﬁ E B rp Bl 00:0237 | &§ <5 B Technologies... | [Py Perspective ~
Test Configuration

(- Spirent TestCenter ~ B Add ~ <J Generate Stream Block 3¢ Delete Edt... [f5 Copy Wizard...
- [5 TestInfo
&= All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10

+3 All Multicast Groups

E‘ All Traffic Generators © FPort Based Burst Size: Duration|

=3 All Stream Blocks © Load per Stream Block Inter Frame Gap: 12
; ‘v‘ All Traffic Analyzers Advanced Interleaving .
- @ AlPorts Group 10 will be set in the stream block gid, | Inter Frame Gap Unit:  [Bytes Advan
= @ Port /f4/5 [AC:74:09:28:3A:BA () Manual Based ’
== Devices B+ Add Bound Stream Block(s)... Schedulin
- [Bp Traffic Generator o Add Raw Stream Block...
. q_! Traffic Analyzer Status Active Name x Delete edBy | Source Destinat
S @ Port //4/6 [AC:74:09:2B:3A:BA &  Cut StreamBlock Ctrb+X
= Devices 53  Copy StreamBlock Cid+C
== Ef‘ Traffic Generator B Paste CiisV
; ‘a Traffic Analyzer v |1
< o > Displaying Stream Blocks 1-1 | Tot ~ Duplcate... LEL
Interesting Traffic:Results 1 Ltlle e
= &  Edt Tags...
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ ;@ Iticast > IGMP > IGMP Res
o User Defaults 3 .
(] A §| 101
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFCﬁE Edt... Device
4 B Start 'ort Name Name !
Port Name 1 Generator Rate (Bps) Generator Rate (bps) Generator Rg— Top o
«a
Port //4/5 4 g 0 ARP/ND »
Port //4/6... | |0 0 e [2Leaming »
< Q, Fnd..
4 Fill Cuigtam

b Untitled.tcc - Spirent TestCenter

Fle Edit View Tools Actions Diagnostics Help

RR=A" % 4 Ea @ @Chassis ~ || 3 Apply gg Ef.j B E B r. 00:00:08 | & B Technologies... | [ Perspective ~ | [[Z] Sequenc
| Test Configuration

&l [ Spirent TestCenter A BAdd. X Deete 04 4 b b\ Create Links... % Edt Links... 7 Edt Intefface... € €}

E‘ TestInfo Active Filter: (Unsaved)
= All Devices (Hosts, Routers, ...)

“4Ly Al Multicast Groups D Empty Filter ggneTesi |1
B A1 Traffic Generators Emulated Device Interface IGMP  MLD 6rdftod DS-Lite BFD LDP RIP MPLS-TP
o Al Stream Blocks
; ‘ﬂ All Traffic Analyzers Port Name
= @ Al Ports
= @ Port //4/5 [AC:74:09:2B:3A:BA
= Devices
i ‘* Traffic Generator
o) Traffic Analyzer
; GZ Capture
= @ Port //4/6 [AC:74:09:2B:3A:BA
= Devices
; E‘ Traffic Generator 1 Active 1 Grot
-] Traffic Analyzer v <
< D > Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1

Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resutt View ~ 25 [ [y ¢4 ¢ | 1o/1 | [ [|Multicast > IGMP > IGMP Results | Chan
i s [0 4| o1 | p b S
- : - = :
Errors Triggers Protocols Undersize/Oversizallumho PFC Counters |lser Defined Advan © Port Name | DEvice MulbicastVes

Name

Device Device Multicast Group
Name eas Count Qcis s S Version Count

Port //4/6 [AC:7... | Device 7 Clicktoad... |1 I~ Non-Member | IGMPv3 1

Port Name ) | Generator Rate (Bps) | Generator Rate (bps Generator Sig Rate (fps) | Rx Sig Rate (fps) Port //4/6... | Device 7 IGMPV3

Port //4/5 108,108,103 864,864,624 844,595

Port //4/6... a o [ o
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12. Send an IGMPv3 message from Port B of Tester to simulate joining multicast
group IS_IN (A) of 225.0.0.1, A indicates the port A address of Tester. Result 3

is expected.

Start the device created on Port B to send the IGMP message to simulate joining

multicast group IS_IN (A) of 225.0.0.1

(':) Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help Add
Q& By $ G @ @EChasss - 5 hooly | R B Add Mutiple Devices... plogies... | [ Pe
Test Configuration 3 Delete _
B[ Spirent TestCenter A Add.. ¥ Delete Edit Links...
4 Test Info & X #  Cut EmulatedDevice Cd+X K W
=@ Active Filter: (Unsave )
= Al Devices (Hosts, Routers, ...) ) =32 Copy EmulatedDevice Cu+C
ﬁ_’i All Multicast Groups b Empty Filter Paste Ctrl+V
B Al Traffic Generators Emulated Device Inte I RIP MPLS-TP
o Al Stream Blocks Duplicate... L
:g All Traffic Analyzers Port Name Add to Exposed Properties Host State
= @ Al Ports Port //4/6 [AC: &  Edit Tags... m
- @ Port /f4/5 [AC:74:09:28:3A:BA User Defautts
= Devices
B Traffic Generator Links
“J Traffic Analyzer U Edt Links...
Lt B Edt Interface...
= @ Port [f4/6 [AC:74:09:28:3A:BA o
- il View Control Plane Bindings...
e Devices
s) Traffic Generator | |$ Stat Device
‘g Traffic Analyzer ~ < &5 Stop Device
< T > Displaying Devices 1- | 8 Start Al Devices f 1
Interesting Traffic:Results 1 @8  Stop Al Devices I
S
Port Traffic and Counters > Basic Traffic Results = Change Result \/ Start MAC Leaming ulticast > IGMP
ARP/ND [
Basic Counters Errors Triggers Protocols Undersize/Oversize/Ju Fing... D
Port Name N
Port Name ) | Generator Rate (Bps) | Generator Rate (bps) ¢ e :
GNP Port ff4/6... |D|
Port f/4/5... 108,108,088 864,864,704 8
IGMP/MLD Dual Stack
Port f/4/6... [ 0 Iy
Q Find...
< Expand All
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Err Collapse All
Fill Custom...

IGMP/MLD: Leave Groups 12: Port //4/6 [AC:74:09:2B:3A:BA/Ten-Gigabit EtH

Multicast group 225.0.0.1 joined, Tester Port B receives multicast data.
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\b Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

B = = % & 53 [ @@ Chassis ~ || 3 Apply g,; ﬁ [E; fa | B r. 00:00:20 "i; 2 BH Technologies... ’?!Persped
Test Configuration
B [Z Spirent TestCenter A bAdd ~ °¢)l Generate Stream Block 3 Delete Edi‘l... Copy Wizard...

[5 TestInfo

= All Devices (Hosts, Routers, ...)
£ Al Multicast Groups

B A Traffic Generators ® Port Based Burst Size: o

Scheduling Mode Bandwidth Utilization (%): 10

% All Stream Blocks (O Load per Stream Block Inter Frame Gap: 2
‘a All Traffic Analyzers Advanced Interleaving 7
= @ AllPorts sroup ID will be set in the str Inter Frame Gap Unit:  bytes
= @ Port ff4/5 [AC:74:09:2B:3A:BA (O Manual Based Schedue.... .
= Devices =
s) Traffic Generator
@ Traffic Analyzer Status Active Name Tags Index ControlledBy | Source C
& Capture . ~ StreamBlo... | Clicktoad... | 0 generator Device 3 (...
El- @ Port /f4/6 [AC:74:09:28:3A:BA
= Devices
8) Traffic Generator
"1" Traffic Analyzer v L€
P o .
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results = Change Resut View - 25 [0 BL 00 | 1of1 | [ ||Multicast > IGMP > IG}
be E2en 04 4] 10
Basic Counters Errors Triggers Protocols Undersize/Oversife/Jumbo PFC Counters User Defined Advan < P Port Name Device
Name
#
Port Name | @ Generator Rate (Bps) | Generator Rate (bps)| Generator Sig Rate (fps) | Rx Sig Rate (fps)
Port /{4/5 108,108,106 864,864,848 844,594
Port /f4/6... a a a 844,595
< >

<
13. Tester port B leaves multicast group IS_IN (A) of 225.0.0.1. Result A is
expected.

Stop the device on Port 4/6 to simulate leaving multicast group IS_IN (A) of
225.0.0.1.
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& Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help Add s
D& B % G2 @ cachesss - || 34y | 8 B EL |6 B 000am %  Add Muttiple Devices... Sequencel
Test Configuration X Delete
B[y Spirent TestCenter A Bs Add.. 3 Delete 04 4 1of 1 P | % Gt EmtedDew X ce... ) @
= —— ul vice +
g TestInfo Active Filter: (Unsaved) u )
= All Devices (Hosts, Routers, ...) ) 23 Copy EmulatedDevice Ctr+C r— -
43 All Multicast Groups D Emoty Filter # Paste Ctr+V o &
B ArTraffic Generators Emulated Device Interface IGMP MLD 6rafftq [ v
% All Stream Blocks —— = A Grou
:a All Traffic Analyzers Port Name Nowne Tags Add to Exposed Properties Countp
B @ AlPorts Port //4/6 [AC:7... |Device7 | Clickto ajRai=BE N W
= @ Port //4/5 [AC:74:09:28:3A:BA User Defaults »
= Devices
B Traffic Generator Links 4
B Traffic Analyzer % Edt Links...
& Capture B Edt Intedface...
=] Po 4/6 [AC:74:09:28:3A:BA
|l  View Control Plane Bindings...
B £ Sia Device 1 Group
B Traffic Analyzer v < I_ €2 Stop Device | |
< s > Displaying Devices 1-1 | Fitered Devices: 1 | Tota & Start All Devices
Interesting Traffic:Results 1 & Stop All Devices
Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ 1 r. (1] Start MAC Leaming esults | Change
b ARP/ND T NIES
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User [ Ping... MulticastVersi
Port Name 1  Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (fps) Ry @ O e S
IGMP >
. . IGMP/MLD Dual Stack ’
Port //4/6... [ a [ &
Q, Fnd..
< Expand Al
| Interesting Traffic:Results 1/ Interesting Traffic:Results 2 ation Errors| Log - 704 messages Collapse Al

14. Send an IGMPv3 message from Port B of Tester to simulate joining multicast
group IS_IN (not A) of 225.0.0.1. Result 4 is expected.

Edit the multicast group memberships.

& Untitled.tec - Spirent TestCenter
Fle Edt View Tooks Acions Diagnostics Help
DEd B & GalChassis ~ || &% Aoy | &8 B3 B B 000639 & [ Technologies... [P Perspective ~ | [E] Sequencer | (&) Reporter | Ty Wizards + |3, Summary

= |y Spirent TestCenter

5 TestInfo

T: :mmﬁmms. - P Emoty Filter g ref £3] Clear Actions

B A raffc Generators Emulated Device Interface IGMP MLD 6rdtod DS-lite BFD LDP RIP MPLS-TP

h Al Stream Blocks

:’ All Traffic Analyzers Port Name

= @ AlPorts

= @ Port [/4/5 [AC:74:09:28:3A:8A
= Devices
B Traffic Generator
F Traffic Analyzer
 Capture

= @ Port [/4/6 [AC:74:09:28:3A:8A
= Devices
‘, Traffic Generator 1 Adtive 1Group(s) |0 Source(s)
B Traffic Analyzer v £

< ) > Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 1of 1
Interesting Traffic:Results 1

Edt Intedace... §p &

Device Device Multicsst | Group Source Calculate | Pack
Name Tags Count Adive |HostRate | ..., Count Count Latency Reports

Port [/4/6 [AC:7... Device7 Clicktoad... |1 = Non-Member | 1GMPv3

Port Traffic and Counters > Basic Traffic Results = Change Result View = 5 B}, [, 10 « Tof 1 i ||Multicast > IGMP > IGMP Results = Change Result View ~ Manage Profiles... [=] IEEE
(1] M 4 11 | b pa | Show: AIPots -

Basic Counters  Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defined Advan < > Device
Name

Port Name MulticastVersion | Host State TxFrames | RxFrames
Port Name ) | Generator Rate (Bps) | Generator Rate (bps) | Generator Sig Rate (fps) | RxSig Rate (fps) o

Port //4/6. o e 0 [
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Delete the existing member, add a new member with the address which it not
225.0.0.1.

Edit Group Memberghips X
Select Devices ~ 4- Alid x Delete |+ ]Manage Multicast Groups... Apply Staggered Host Membership Generate Join Groups In Batches
IGMP Group Membershjps
Device = —dulticast “NugBer of 2 Device-Group Source Filter >
Port Name Name Active Group Groups Starting Group IP Mapping Mode Source Filter:

Port //4/6 [A... | Device 7 | 225.0.0.1 | EXCLUDE

|IpvaGroup 6 | 1 | Many-to-many |None

Add IGMP/MLD Group Membership X
Selectatask. .. Add New Groups
(®) Add new groups Creates new multicast group(s) and maps these group(s) to the associated multicast host or router

(O Use existing groups

Select a device-group Starting group address:  |225.0.1]1

mapping...
Group address increment: |0.0.0.1
© Many-to-many Number of groups: 1 =
O One-to-one =
] Number of group blocks: |1 5
() Round-robin

oK Cancel

Use Port A send the multicast packets and start the device created on Port B to send

the IGMP message to simulate joining multicast group IS_IN (not A).
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b Untitled.tcc - Spirent TestCenter Add - N
Fle Edt View Tools Actions Diagnostics Help ) b Add y
DEH B ¥ G0 @t - || 3oy (& & B BB 0007 & G Bl Technologes... | [PyPenpecive 19¢ i
Test Configuration
Cut EmulatedDevice Cir+X
£ (& Spirent TestCenter ~ BaAdd. % Delete B4 4| Tof1 | b pi % CrealeLiks.. % Edt Links.. ﬁf&xnaf’
5 TestInfo = 43  Copy EmulatedDevice C+C
g Tes Active Filter: (Unsaved)
= All Devices (Hosts, Routers, ...) D | Paste Cirl+V
t
u} All Multicast Groups B ¢ D . sl
[ A Traffic Generators Emulated Device Interface IGMP  MLD 6rd6io4 DS-lite BFD LDP RIP MPLS-TP
3 Al Stream Blocks Add to Exposed Properties
< AlTraffic Analyzers Port Name R::‘: Tags E::'"? Active Host State r:::‘:r & Edt Tags.
S-® MPorts art | vic ‘to a r | 1IGMPYV3) User Defaults 3
= @ Port [/4/S [AC:74:09:28:3A:BA
== Devices Links L
B Traffic Generator % Edt Links...
B Traffic Analyzer % EdtInteface
°  capture @l \iew Conirl Plane Bindings
= @ Port //4/6 [AC:74:09:28:3A:BA
- @ Stat Device I]
B Traffic Generator 1 Active @ Soo Device
| Traffic Analyzer v £ & Start Al Devices
< o > Displaying Devices 1-1 | Fitered Devices: 1 | Total Devices: 1 | Selected 10f 1 &8 Stop All Devices
Interesting Traffic:Results 1 Start MAC Leaming
Port Traffic and Counters > Basic Traffic Results Change Resut View « £9) [ % 04 ¢ 191 | ||Multicast > IGMP > IGMP R ARP/ND L
o o 4 141 Ping
Basic Counters  Errors Triggers Protocols Undersize/OversizelJumbo PFC Counters User Defined Advan < > Port Name | Device [Bf Edt Group Memberships
Name
PortName | | Generator Rate (Bps) | Generstor Rate (bps) | Generator Sig Rate (fps) | Rx Sig Rate (fps) L= L
IGMP/MLD Dual Stack 3
Port //4f6.. | |0 [] [] [] Q, Find..
v Expand Al
< > < Collapse Al
Interesting Traffic:Results 1| Interesting Traffic:Results 2| Validation Errors| Log-7 Fill Custom

Multicast group 225.0.0.1 joined, Tester Port B doesn’t receive multicast data.

\f) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help
DEH|E ¥ G @ cchesss - || Loy | &f & E BB L ooois |&G B Technologies... | [ Perspective ~ | [T

Test Configuration
El-[&r Spirent TestCenter A BaAdd. ¥ Delete 04 | 1of1 | P8 % Createlinks.. % Edt Links.. [ Edt Interface..

[::ﬁ Test Info Active Filter: (Unsaved)
= All Devices (Hosts, Routers, ...) b ) @9 rere
43 All Multicast Groups Empty Flter | it
B A1 Traffic Generators Emulated Device Interface IGMP  MLD 6rd/to4 DS-lite BFD LDP RIP MPLS-TP
% All Stream Blocks Devi Deyi Multicast
evice evice N ulticas!
i a" All Traffic Analyzers Port Name e Tags Count Active Host State Version
= ? All Ports Port //4/6 [AC:7... | Device 7 Clicktoad.. |1 ] Member TGMPV3
= @ Port [/4/5 [AC:74:09: 28:3A:8A
= Devices

- B Traffic Generator
i Traffic Analyzer

& Ccapture
= @ Port //4/6 [AC:74:09:28:3A:64
== Devices
- [Bp Traffic Generator 1 Active
i@} Traffic Analyzer . < I
< R > Displaying Devices 1- 1 | Filtered Devices: 1 | Total Devices: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resut View - 259 . FL 0 1of 1 I ||Multicast > IGMP > IGMP Resul
] E2ea |04 Q[ 101 [P
i i i iz TOMBS T C COUMErS  USer Denned . Aavan — 7 i
Basic Counters  Errors Triggers Protocols Undersize/Oversizd Port Name g::r:ie Mu

Port Name ) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps) Port Jj4f6... | Device 7 16,

Port //4/5 108,108,117 864,864,936 844,594

Port //4/6... [ 0 [ [

' > -

O Passed O Failed
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4 Network management

4.1 Authentication to CLI

Test Item Name: Authentication to CLI

Work Hour: 25 min

Test Topology:

RJ-45 Ethernet cable MGE port
RS-232 Console cable Console
PC port DUT

Test Process:

Log in to the device through the console Port.

Configure to enable Telnet and SSH server authentication
Use Telnet/SSH to connect the device with Result 1
Configure to enable the aux authentication

Use console Port to access the device with Result 1
Configure ACL to deny IP 192.168.207.3 and permit others
Configure to enable restricting access by telnet based on ACL
Configure the IP address 192.168.207.3 for PC

Use PC to access the device by telnet with Result 2

10. Configure the IP address 192.168.207.28 for PC

11. Use PC to access the device by telnet with Result 1

© ©° N o a s~ wDd PR

Expect Results:

1. You can login the device by console/Telnet/SSH with the configured account
successfully and DUT allows 8 concurrent sessions by Telnet/SSH
2. Fail to connect to the device

Actual Result:

1. Log in to the device through the console Port.
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ssions  View X Tools ttings | 5 I

B % % s 4 [0 B Y [ & £ @

Session  Servers  Toals Gam|Session settings %
) s ssions. m B X ®E I @ w B m @ x 2]

« e SSH Telnet Rsh Xdmcp RDP  VNC FTP SFTP Serial File Shell Browser Mosh Aws S3 WSL

s (¢ [0

i ¢ [
& 152162070 »¥ Basic Serial settings

8 Il 192.168.207.193 T MICOMS5 (USB Serial Port (COMS))] v Speed (bps) * 9600

] Bl 192.168.207.194

« & A

E I 25w »¥ Advanced Serial settings B Terminal settings Bookmark settings

«

Serial (COM) session \\

2. Configure to enable Telnet and SSH server authentication
[DUT]telnet server enable
[DUT]ssh server enable

[DUT]line vty 0 63
[DUT-line-vty0-63]authentication-mode scheme

[DUT-1line-vty0-63]user-role network-admin

[DUT]local-user admin class manage

[DUT-1luser-manage-admin]password simple 123456abcd
[DUT-1luser-manage-admin]service-type telnet ssh
[DUT-luser-manage-admin]authorization-attribute user-role network-admin

3. Use Telnet/SSH to connect the device with Result 1

Use Telnet
L}
W % % % ok B B Y E & L @
Session  Servers  Tools  GamSession settings

B3 user sesions H X EH I @ R m @ o
« - SSH | Telnet | Rsh Xdmecp RDP VNC FTP SFTP Serial File Shell Browser Mosh Aws S3 WSL
a
é 192.168.207.0
2
3 [l 192.168.207.193
e o @ Basic Telnet settings

192.168.207.193 (1)
§ 192.168.207.193 (2) Remote host *|192.168.207.193 Usemame [ | Port 23
? & Ac
a |« &2
§ @ Advanced Telnet settings B Terminal settings % Network settings Bookmark settings
«
|Telnet (1=l Busybox telnet v

Extra options:

[_] Prevent MobaXterm from closing when this session is active
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™ 192.168.207.193

Quick connect...

. .
+a User sessions

L=

” DCTV

2

2 3l 192.168.207.0

3 3 192.168.207.193
AC

§ L2sw

S|

]

=

g

a

2

7

B 192.168.207.193 (1)

Terminal View X server

LI A

Sessions

Session  Servers  Tools  Games
1) User sessions

«
+ DCTV

-

H

£ 102.168.207.0

H

3 192.168.207.193
192.168.207.193 (1)

A L

Terminal Sessions View Xserver Tools Games Settings Macros Help
% % < kB E Y B & 0
Session  Servers  Tools Games  Sessions  View Split  MultiExec Tunneling Packages Settings  Help
6. 0UT2 @7 DuTt BN 14 192168207103 €]15.192 16820
& 3 ser sessions (X server, SSH client and network tools)
- Bl oav z .
H & 1921682070 > Your computer‘drlves are accessible through the path
H 3 > Your DISPLAY is set to 192.168.2(
a 102.168.207.193 > When using SSH, your remote DISPLAY is automatically forwarded
B 192.168.207.193 (1) > Each command status is specified by a special symbol (v or x)
3 192.168.207.193 (2)
2
] 192.168.207.193 (3)
- edition
o [lAc
8
8 | « [P2Y]
4 on packac
> term or
For more information: ht I
Entering character mode
Escape character is '"]'.
Login: admin
Password:
ook o oo oo R R K K K ook s K R KK K K K koo R R KK K o
* Copyright (c) 2004-2020 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner's prior written consent, ’
* no decompiling or reverse-engineering shall be allowed. *
sk o o o o o koo o o o ko oo o o o o o ko o R O
Terminal Sessions View Xserver Tools Games Settings Macros Help
-
(EIN S SR & EBE Y [ & ~ @
Session  Servers  Toals Gam|Session settings

HE X 5 I @ &

SSH Telnet Rsh Xdmep RDP VNC  FTP  SFTP Serial  File Shell
Basic SSH settings
Remote host *|[192.168.207.193] [] Specify username 2

Advanced SSH settings Terminal settings  5: Network settings Bookmark settings

Secure Shell (SSH) session

@ OK © Cancel
Tools Games Settings Macros Help
== L]
c ® B ¥ H & & @
Sessions  View Split  MultiExec Tunneling Packages Settings  Help

@6 ouT2 W7 DuTH B 15192 168 207 193

B¢ login as: admin
B¢ admin@192.168. 2

193's password: I

M @ x

Browser Mosh A
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®192.168.207.193 (1)
Terminal Sessions View Xserver Tools Games Settings Macros Help

E= =
% s A BB Y B & &
Session  Servers  Tools  Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help

7 DuTH

4 m6DUT2

B 15 192168 207193

| ) User sessions

A

DCTV MobaXterm 20.3
§ & 1921652070 (SSH client, X-server and networking tools)
3 3 192.168.207.193 SSH session to n@
BN 192.168.207.193 (1) ? SSH compression : v
8 B c ? SSH-browser (disabled for Cisco compatibility)
'i & o ? X11-forwarding x (disabled for Cisco compatibility)
? DISPLAY )2.168.207.3:0.¢
§ > For more info, ctrl+click on help or visit our website
4

yright (c) 2004-2020 New H3C Technologies Co.
Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be a

4. Configure to enable the aux authentication

[DUTJuser-interface aux 0
[DUT-1ine-aux0]user-role network-admin

5. Use console Port to access the device with Result 1

B COMS (USB Serial Port (COMS))
Terminal Sessions View Xserver Tools Games Settings Macros Help

H w2 s kBB Y B & & 0

(2]
O
o
>
=
«Q
c
=
D
>
O
—
—
o
(o
@D
=}
<
%
RN
(o]
N
[N
(2]
oo
N
o
~
w
QD
>
o
e
@D
=
3
=
o
—
=0
@D
=
w

[DUT1]lacl number 2000
[DUT1-acl-ipv4-basic-2000]rule O deny source 19
[DUT1-acl-ipv4-basic-2000]rule 5 permit

7. Configure to enable restricting access by telnet based on ACL

[DUT1]interface GigabitEthernet 1/0/5

8. Configure the IP address 192.168.207.3 for PC

............... o oo o o AR Ko R oo o oo ko R oo o oo K oK o R R

td. All rights reserved.*

Session  Servers  Tools  Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help
Quick cennect 4 e DUtz W7 ouTt Bl 15 192 168 207 BN 17 102 168.207 1¢ 10 DUT1
& —:_Usel sessions
DCTV

] Q R
g [l 152.166.207.0 .
H td. A1l rights reserved.*
3 3 152.168.207.193 "

192.168.207.193 (1)
i @
1 »¥ coMs (usB Serial Port (COM3))| |18 ~ _ ~ X .

%Jan 1 07:23:26:640 2013 DUT SHELL/5/SHELL LOGIN: TTY logged in from aux@.

L2
" w -
g ” <DUT>
2 <DUT>
¢ <DUT>

[DUT1-GigabitEthernetl/0/5]packet-filter 2000 inbound

X]17.192 168 207193 (1)

X

X server

% 50, COMS (USB
&% 20 cOMs (USB
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Internet HHYARAS 4 (TCP/IPv4) M x
=1
MERETSHIE, VILENSMER P 2s. S0, FEENA
EEGEESNESESN P 81,

O EFEE 1P 154L(0)
® EETFEAT 1P H5H(S):

1P 3BHE(N): 192 .168 . 207 . 3
FRERE): . 255.255.254. 0

EUARIE(D): 192 .168 . 207 . 0

B8 DN

™

@ EFATES DNS RBES:RIBIHE):
Eif DNS BE2£(P):

&/ DNS BRES(A): . |

(EHFEHREL SRV).

i

9. Use PC to access the device by telnet with Result 2

M 192.168.207.193
Terminal Sessions View Xserver Tools Games Settings Macros Help

EH % R s ok EHE Y B & e

Session  Servers  Tools  Games Sessions  View  Split  MultiExec Tunneling Packages Settings  Help

Q connect... 4 m2DuTt @ 3 ouT2

& 130 user sessions
B ocrv L L

- ar : ) e o

5 Mo ( rver, SSH client and network tool

i

4 .

@ & our2 Your computer drives are accessible through the ives path
Il 1921682070 Your DISPLAY is set to 192.168.207.3:(

3 3 102.168.207.193 When using SSH, your remote DISPLAY is automatically forwarded

; BN 152.166.207.193 (1) Each command status is specified by a special symbol (v or x)

o [Ellrc

g

§ AN COMS (USB Serial Port (COMS))

¢ s

o modify M

For more information:

- Press etur to exit tab
- Press R to restart session
- Press S to save terminal output to file

10. Configure the IP address 192.168.207.28 for PC
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Internet #MYiRZS 4 (TCP/IPV4) BiE

)

FEEGEESNEEESN P BE.

O EFFE 1P #84H(0)
) G RER 1P H3hk(S):

X

MRS SR, WELIEMEAEERN 1P 28, S0, (FRENR

™ 192.168.207.193
Terminal Sessions View X server

= e L

T sone
23 User sessions

€| -
. ocTv
g DUT1
S DUT2
192.168.207.0

8 192.168.207.193
; 192.168.207.193 (1)
“ AC
§ AV COMS (USB Serial Port (COMS))
¢ Eosw

< >

Session  Servers Tools Games  Sessions View Split

1P 3Hk(1): 192 . 168 . 207 . 28
FRFERE(U): 255.255.254. 0
ERARIZD): [192 .168.207. 0
(@ A FE DNS EBEIRMHHE):

Ei%& DNS BBEEE(P):

£ DNS EBSSA):

(WPizhatapmnaa={(8] EERWV)...

=1 =

11. Use PC to access the device by telnet with Result 1

Tools Games Settings Macros Help

. ® B v B & & 0

MultiExec Tunneling Packages Settings  Help

4 @2 0uTi @3 0UT2 ©]4.192.168.207.193

(X server, SSH client and network tools)

Your computer drives are accessible through the /drives path
Your DISPLAY is set to 192.168.

When using SSH, your remote DISPLAY is automatically forwarded
Each command status is specified by a special symbol (v or x)

We can also
For more informatior

Entering character mode
Escape character is '*]'.

Login: admin
Password:

e o e ok e ok o ok ok ok ok o ok ok o ok o ok o ok o ok ok ok ok ok ok o ok o ok o ok o ok ok ok ok ok ok ok ok o ok sk ok o ok ok ok ok o ok ok o ok o ok e ok ok ok ok ok ok o ok Rk R R R R
* Copyright (c) 2004-2020 New H3C Technologies Co., Ltd. All rights reserved.
* Without the owner's prior written consent,

* no decompiling or reverse-engineering shall be al
s o o o o ook o K R oK oK o K K K R KK R K K K

+
*

st e s ok o o ook ok R o ok R ok ok K ok ok

<DUT1>J

O Passed

O Failed
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4.2 RADIUS authentication

Test Item Name: RADIUS authentication
Work Hour: 30 min

Test Topology:
D Port 1 @ Port 2 Port 3
w.
Host A DUT Radius Server

Test Process:

Configure the RADIUS server correctly, add two accounts for the telnet users and
specify the passwords for the accounts.

Telnet to the switch from Host A Enable the telnet server.

Enable scheme authentication for VTY line 0 to 63.

Enable the default user role feature.

Create a RADIUS scheme named test.

Specify the primary authentication and accounting servers.

o gk~ w D P

Set the shared keys to expert in plaintext form for secure RADIUS

communication.

~

Exclude domain names from the usernames sent to the RADIUS server.

8. Create an ISP domain named test.

9. Specify the ISP domain as the default ISP domain.

10. Configure the ISP domain to use RADIUS scheme test as the default
authentication, authorization, and accounting methods.

11. Configure the RADIUS server correctly, add two accounts for the telnet users,
and specify the passwords for the accounts.

12. Telnet to the switch from Host A and Host B, and enter the correct usernames
and passwords. Result 1 is expected.

13. Telnet to the switch from Host A and Host B, and enter incorrect usernames and

passwords. Result 2 is expected.
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Expect Results:

1. The users can telnet to the switch from Host A and Host B.

2. The users cannot telnet to the switch from Host A or Host B.

Actual Result:

1. Configuration on DUT:
#
telnet server enable
#
line vty 0 63
authentication-mode scheme
user-role network-admin
user-role network-operator
#
role default-role enable
#
radius scheme test
primary authentication 192.168.207.57
primary accounting 192.168.207.57
key authentication simple expert
key accounting simple expert
user-name-format without-domain
nas-ip 192.168.206.108
#
primary authentication 192.168.207.57
primary accounting 192.168.207.57
key authentication simple expert
key accounting simple expert
#
user-name-format without-domain
#
domain test
authentication login radius-scheme test
authorization login radius-scheme test
accounting login radius-scheme test
#
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2. Configuring the RADIUS server:

(1) Add the router to the IMC platform as an access device:
Log in to IMC, click the User tab, and select User Access Policy > Access Device
Management > Access Device from the navigation tree. Then, click Add to
configure an access device as follows:

o L ]

Mode

pmmended browsers include: IE10/IE11, Firefox 50 and later versions, and Chrorne 44 and later versions. The recommended resolution width is 1280.
Home Resource User Service Alarm Report System L " o,

& Add User

75 All Users

Additional Information

&} Batch User Operations

#_ Import Users

Access User

Guest

User Endpoint

(e Timeout (seconds)

System > Access Parameter

User Access Policy » B4 Quick Start
IP Address ¥ O} Access Service
Data Captured at:2020-06-05 | Device User ¥ B Access Policy
Device User Policy »  Access Condition »
Access Device Management » |5 Access Device
LDAP Service ¥ =3 Access Device Type
Portal Service )
£ Third-Party Authentication
[# Export Task
‘Customize Terminal Pages »
2 Page Push Policy
2 WeChat Authentication
97 Access Area Management
Service Parameters

T User > User Access Policy > Access Device Management > Access Device ¥5Add to My Favorites  (2)Help
Query Access Devices Advanced Query
Device IP Address Range From To

Device Name Access Device Type Query  Reset
Add Deele Modify ~ Deploy ~ More Refresh ":Default Configuration [:JAAA Deploy Result T} Command Deploy Result
M Device Nam Device IP Device Model Configuration Type ~ Access Location Comments Port Synchronization Resu Details  Operation

No match found.

0-00f0. Page 1 0f 1 50 v

a. Set the shared key for secure RADIUS communication to expert.

c. Select STANDARD (Standard) from the Access Device Type list.

b. Set the ports for authentication and accounting to 1812 and 1813, respectively.
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Access Configuration

Authentication Port *

Service Type

Access Device Type

Shared Key *

Access Location Group

Device List

Add Manually

Total fems: 0.

Device Model

Comments

Guest
User Endpoint
User Access Log

User Access Policy

P4 Quick Start

% Access Service
BJ Access Policy

»

[ER T —

7] Export Task

B %

Add Access Device Manually

H3C S5560X-EIl Product Test Procedures

1812

Uniimited

STANDARD (Standard)

Clear All

Device IP * 192.168.206.108

Dewico Mo

1812
Unamited

STANDARD (Standard)

‘2 User > User Access Policy > Access Device Management > Access Device > Add Access Device

Accounting Port *

Forcible Logout Type

Senvice Group

Confirm Shared Key *

e. Select an access device from the device list or manually add an access device. In

this example, the device IP address is 192.168.207.108. (equals to nas-ip address
192.168.206.108)

OK  Cancel

© Copyright 2007-2020 New HIC Technologies Co., Lid. Al rights reserved.

f. Use the default values for other parameters and click OK.

The IP address of the access device specified here must be the same as the source IP
address of the RADIUS packets sent from the router. The source IP address is
chosen in the following order on the router:
IP address specified by using the nas-ip command.

IP address specified by using the radius nas-ip command.
IP address of the outbound interface (the default).

1813

Disconnect user

Ungrouped
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(2) Add an access policy:
Click the User tab, and select User Access Policy > Access Policy from the
navigation tree. Then, click Add to configure an access policy as follows:

Resource User Report System
& Add User
User > User Access Policy > ¥ :
Additional Information
&) Baich User Operations
#_ Import Users
Access User
Guest
User Endpoint
User Access Log »
User Access Policy » |2 Quick Start AC Address
IP Address ¥ |3 Access Service
Device User » i
Access Policy Name Device User Policy » @i'&;f;e;::;
jot1x Access Device Management
LDAP Service
Portal Service
#& Third-Party Authentication
[#! Export Task
Customize Terminal Pages
¥ 2 Page Push Policy
E 2 WeChat Authentication
D2 Access Area Management
Service Parameters

Query Access Policies

Access Policy Name Service Group

1-10of 1. Page 1 of 1

B} User > User Access Poli

Query Access Policies

Actess Policy Name Service Group

[,SSID Access Control Fi:Hard Disk Serial Number H:Access MAC Address [E:Enapoint Motherboard Serial Number Pool [EFAccess ACL

Access Policy Name sevice Growp S INGROF= IR

Ungrouped B ]

1-10f1.Page 10f 1

a. Enter Access Policy Name dot1x.
b. Use the default values for other parameters and click OK.

] User > User Access Policy > Access Policy > Add Access Policy

Basic Information

Service Group * Unomred

Description

Authorization Information
Access Period Allocate IP =
Downsiream Rate (Kbps) Upsiream Rate (Kbps)
Priority Deploy User Group

Preferred EAP Type

EAP Auto Negotiate Maximum Online Duration for a Logon (Minutes)

Deploy Address Pool Deploy VLAN

I Deploy User Profile Depioy VSi name
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|M Disable Proxy Server [N Disable Proxy Seting in IE [N Disable Multipie NICs M Prohibit Multiple OSs:

i Prohibit MultiIP on Authenticated NIC M Forbid Modifying MAC I Reject Duplicate MAC Addresses [ Block ViMware NAT Service
M Block VMware USB Service M Prohibit from Running on Virtual Machine:

IP Address Assignment Method O Al @ static @ Dynai

BJJ User > User Access

m Success
Query Access Polic " Access policy "d01" successiulT NG | 7

Access Policy Name Service Group Query Reset

Add [E:55ID Access Control F:Hard Disk Serial Number [ Access MAC Address [EzEndpoint Motherboard Serial Number Pool [F7Access ACH

Access Policy Name Description Service Group Modity Delete

dot1x Ungrouped =4 o

1-10f 1. Page 1of 1

(3) Add an access service:
Click the User tab, and select User Access Policy > Access Service from the
navigation tree. Then, click Add to configure an access service as follows:

Resource User

System
}0 Add User

i All Users

Additional Information

&) Batch User Operations
#_ Import Users

Access User

Guest

User Endpoint

User Access Log

User Access Policy T4 Quick Start

IP Address »
Device User
Device User Policy

2 User > User Access Policy > /

Add Refresh

Service Group

Ungrouped

2 Access Service

4 Access Policy
» | Access Condition

Access Device Management

LDAP Service

Portal Service

#8 Third-Party Authentication
[# Export Task

Customize Terminal Pages
¥2 Page Push Policy
2 WeChat Authentication
©2 Access Area Management
Service Parameters

r Access Policy > Access Service P5Add to My Favorites (D Help

a. Enter Service Name dot1x.
b. Use the default values for other parameters and click OK.
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Basic Information

Service Name * dotx Service Suffix

S i~ Default Access Policy *
Default Propristary Altribule Assignment Policy < D0 notuse

Default Max. Devices for Single Account * o Default Max. Number of Online Endpoints *| 0

Daily Max_ Online Duration * o

I Transparent Authentication (%)
Access Scenario List

Add

Access Scenario Access Policy Proprietary Attribute Assignment Policy

No match found.

) User > User Access Policy > Access Service ¥5Add to My Favorites

Add Refresh

Service Name ipti i Service Group

Ungrouped

(4) Add an access user for device management:
Select Access User View > All Access Users from the navigation tree. Then
Add to configure a device management account as follows:

H3C i e Home  Resource User Senice Alam Report System

User Management -
d &1 User > All Access Users
Access User
Query Access Users

Account Name
Online Users
User Group it
i Deliver Message &

{1 All Access Users Sy P — c
st Cancel Account Apply for Service Cancel Service v More

&1 Blacklisted User Ungrouped

3} LDAP User > ime User Group Creation Date ~ Start Time

H3C |

User Management

Access User

o Sorvee Namo Query  Reset

A\ Bakcn impont Modty Account Add1o Blackist Cancel Account  Apply or Service Cancel Senvice More $aUser Group (3Additional Information

Account Name [ User Group Creation Date Start Time.

1101, Page 1 of 1

Information.

b. Specify 10 from the Max Concurrent Logins list.
c. Select the dot1x in Access Service. -

d. Click OK.

a. Enter account name user and specify the password as 1111 form the Access

, click
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User > All Access Users > Add Access User

Basic Information

User Name * Identity Number =

Contact Address Telephone

Email User Group * Ungrouped &

Access Information

Account Name *

[l Trial Account fault BYOD User Computer User

Password *

W Allow User to Change P: M Enable 0 ate: W Modify P rd at Next Login

Start Time End Time

Max Idie Time (Minutes) Max. Concurrent Logins

Login Message

Access Service

Service Name Service Suffix Allocate IP

B dotix

Binding Information

Device SN

Outer VLAN ID VLAN ID/inner VLAN ID

User SSID Device IP

Windows Domain Terminal IP Address

Terminal MAC Address

Hard Disk Serial Number

®1ips

Note: When you input multiple items in the text box, you can input only one item each line.

3. Telnet to the switch from PC 4, and enter the correct usernames and passwords.
Result 1 is expected.

m sokkokkkokkkkkckok okl kR kR Rk kRl kR kR Rk ok K

* Copyright (c) 2004-2020 New H3C Technologies Co., Ltd. All rights reserved. *
* Without the owner's prior written consent, *
* no decompiling or reverse—engineering shall be *
skl ckllkkkokkokekokkokolkoksklokioklookkokkkkokokkkok kR kokok Kok

<6800-1>

4. Telnet to the switch from PC 4, and enter incorrect usernames and passwords.

Result 2 is expected.
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Login: admin

Password:

E63018: The user does not exist or has not subscribed to this service.
AAA authentication failed.

Login: user

Password:

Eb3U3Z: Incorrect password. You can retry 9 times.

AAA authentication failed.

Login:

O Passed O Failed

43 TACACS +

Test Item Name: TACACS +

Work Hour: 30 min

Test Topology:

PC DUT Server

Test Process:
1. Add the DUT to the server as an AAA client. (Details not shown)

2. Add a Telnet user on the server. (Details not shown.)

3. Create and configure HWTACACS scheme hwtac on the DUT.

4. Create ISP domain hwtacacs and apply HWTACACS scheme hwtac to the ISP
domain for authentication, authorization, and accounting of users.

5. Specify ISP domain hwtacacs as the default ISP domain.

6. Enable the Telnet server on the DUT and enable scheme authentication for

Telnet users on VTY user lines 0 to 63.
7. Enable the default user role feature.

8. Onthe PC, use the correct username and password to log in to the DUT. Result

1 is expected.

9. On the PC, use the incorrect username or password to log in to the DUT. Result

2 is expected.
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10. On the PC, use a username and password that do not exist on the server to log in

to the DUT. Result 2 is expected.
Expect Results:

1. The PC successfully logs in to the DUT.

2. The PC cannot log in to the DUT.
Actual Result:

1. Enable Telnet server.

[DUT]telnet server enable

2. Enable scheme authentication for Telnet users on VTY user interfaces 1 through
15.

[DUT]line vty 0 63
[DUT-line-vty0-63]authentication-mode scheme

3. Enable the default user role feature.

[DUT]role default-role enable

4. Configure the HWTACACS scheme.

[DUT]hwtacacs scheme 1

[DUT-hwtacacs-1]primary authentication 192.168.207.53
[DUT-hwtacacs-1]primary authorization 192.168.207.53
[DUT-hwtacacs-1]primary accounting 192.168.207.53
[DUT-hwtacacs-1]key authentication simple 12345

[DUT-hwtacacs-1]key authorization simple 12345
[DUT-hwtacacs-1]key accounting simple 12345
[DUT-hwtacacs-1]user-name-format without-domain
[DUT-hwtacacs-1]nas-ip 192.168.207.193

5. Specify AAA schemes for the ISP domain.

[DUT]domain 1

[DUT-isp-1]authentication login hwtacacs-scheme 1
[DUT-1isp-1]authorization login hwtacacs-scheme 1
[DUT-isp-1]accounting login hwtacacs-scheme 1

6. Specify the ISP domain example as the default domain

[DUT]domain default enable 1

7. Configure the HWTACACS server:
The HWTACACS server runs IMC PLAT.
# Add a shell profile.
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H3C

User Management

#] Online Users
7% Deliver Message
@ All Access Users
£ ] Denylist User
[I# LDAP User

£ Mute Terminal User
Config Profile

5 Preregistered User
Device User

& Access Topology

H3C |

User Management

Access User
(%) Dashboard
f) Online Users
% Deliver Message
] All Access Users
3] Denylist User
[ LDAP user

£ Mute Terminal User

[+]
e

a. Log into IMC.
b. Click the User tab.

Home Resource

€9 User > Access Top

Add Refresh

Status

No match found

Home Resource

User

User

& Add User

721 All Users

[83] Additional Information
&) Batch User Operations
#_ Import Users

&3 Account Group
Access User

Guest

User Endpoint

User Access Log

User Access Policy

IP Address Management
User Security Policy
Desktop Asset Manager
Device User

Device User Policy
Guest Access Manager

Service Alarm Report

?6 User > Device User Policy > Authorization Command > Shell Profiles

Add Xefresh

Shell Profile Name ~

Total ltems: 1.

c. From the navigation tree, select Device User Policy > Authorization
Command > Shell Profiles.

d. Click Add.

e. On the Add Shell Profile page, configure the shell profile name and the
privilege level, and click OK.

Report

System

System

¥5Add to My

»

¥ | A, shell Profiles
/2 Command Sets

* RN

¥5Add to My Favorites
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% User > Device User Policy > Authorization Command > Shell Profiles > Add Shell Profile
Add Shell Profile

Shell Profile Name *

ACL

Privilege Level
Idle Time
Session Lifetime
Auto Run
Custom Attribute

Description

d. Click OK.

H3C ;|
User Management
Access User

[@] Dashboard

i) Online Users

% Deliver Message

1 All Access Users

£ 1 Denylist User

[0# LDAP User

% Mute Terminal User
Config Profile

5 Preregistered User

Device User

& Access Topology

Minutes

Minutes

Add Attribute

# Add an authorization policy.

Resource

% User > Device Use

Add Refresh

A

Total Items: 2.

a. From the navigation tree, select Device User Policy > Authorization Policies.
b. Click Add.

c. On the Add Authorization Policy page, configure the policy name and add the
configured shell profile to the Access Authorization Info area.

User Report System
& Add User
(&) All Users
Additional Information
&) Batch User Operations
#_ Import Users
&4 Account Group
Access User
Guest
User Endpoint
User Access Log
User Access Policy
IP Address Management
User Security Policy

Profiles

User Policy

[ Quick Start

=4, Authorization Policies
Authorization Conditions
Authorization Command
"=} Device Management
LDAP Service

System Parameters

Guest Access Manager
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H3C M C Home Resource User Report System

User Management "
?l,_ User > Device User Policy > Authorization Policies

Access User

Add Fefresh
Guest

User Endpoint
Policy Name ~
User Access Log
No match found
User Access Policy
Total items: 0.
IP Address Mz-pngement

User Security Policy

I I T I+ I+ I+ +)

Desktop Asset Manager

H3C | ; 8 esoun er Service ar Report System Q & ) a

Accoke Neor %, User > Device User Policy > Authorization Policies > Modify Authorization Policy @Help

Guest Authorization Policy Info

User Endpoint Basic Information

User Access Log
Authorization Policy Name *
User Access Policy

Description
IP Address Management -

mE

Access Authorization Info

User Security.Pﬁcy
Desktop Asset Manager

Device User Add

000000 O0O0CQOO

Device User Policy Device Area Authorized Time Range  Shell Profile Authorization Com: Iriority Modity ~ Delete

= Unlimited B
= Quick Start

4, Authorization Policies

»_Authorization Conditions

Access Authorization

Device Area Unlimited

Device Type Unlimited

Unlimited

Authorized Time Range

Shell Profile

Authorization Command Set Unlimited

# Add the DUT as an access device.

a. From the navigation tree, select Device User Policy > Device Management.

b. Click Add.

c. On the Add Device page, configure the shared key as expert and set the
authentication port to 49. In the Device Management area, click Select or Add
Manually to add the DUT to IMC as an access device.

d. Click OK.

. All rights reserved Page 173 of 244




H3C :

User Management
Access User

Guest

User Endpoint

User Access Log

User Access Policy

IP Address MWment
User Security Policy
Desktop Asset Manager
Device User

Device User Policy

[ Quick Start
=5, Authorization Policies

¥ Authorization Gonditions

H3C ;

User Management
Access User

Guest

User Endpoint

User Access Log

User Access Policy

IP Address Mir)ag‘ement
User Security Policy
Desktop Asset Manager
Device User

Device User Policy
[ Quick Start

4, Authorization Policies

H3C & sementce

User Management
Access User

Guest

User Endpoint

User Access Log

User Access Policy

IP Address Ma)agﬁ'ment
User Security Policy
Desktop Asset Manager
Device User

Device User Policy
=l Quick Start
=4, Authorization Policies

¥ Authorization Conditions

»

All rights reserved

00000000000

©
(+]
(+]
(+]
(+]
(+]
(+]
(+]
©
(+]
e

0O 00000000 OO0

H3C S5560X-EIl Product Test Procedures

Resource

’_',j. User > Device Use
Query Devices
Device IP Range Fro

Device Area

Device Name

Add Batch Import M.

| Devire N:
T
|

1-2 of 2. Page 1 of 1

Resource

™% User > Device User Policy > Device Management

Query Devices

User

o A usen
{4 All Users
Additional Information
&) Batch User Operations
#_ Import Users
&3 Account Group
Access User

Guest

User Endpoint

User Access Log

User Access Policy

IP Address Management
User Security Policy
Desktop Asset Manager

Pavies |lear
Device User Palicy
Guest Access Manager

182.168.207.148

Service

Device IP Range From

Device Area

Device Name

Report System

To

Device Type

c with Platform  Batch Export

=1 Quick Start

A, Authorization Policies
Authorization Conditions
Authorization Command
> Device Management

LDAP Service

System Parameters

System

To

Device Type

Add Bat:h Import Move Device Batch Modify Batch Delete Sync with Platform Batch Export

1-2 of 2. Page 1 of 1

Home

"B User > Device

Resource User

Device IP ~

192.168.206.108

192.168.207.148

Service Alarm

Report System

User Policy > Device Management > Add Device

Device Configuration

Shared Key *

Confirm Shared Key *

Authentication Port *

Device Area

Device Type

Single Connection *

Watchdog *

Description

Not Supported

Device Management

Select

v  Add Manually

Not Supported

@ Tips:TAM does not support IPv6 addresses.
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Device Management

Select v Add Manually Clear All ® Tips:TAM does

Add

Device Niime [Jevice IP

Batch Add
No match four

Manually Add Device

Device Name Type © FQDN @ Sysname

Device Name DUT1 G:t IP Address

Device IP * 192.168.207.193

OK Cancel

# Add an access user.

a. From the navigation tree, select Device User > All Device Users.

b. Click Add.

c. On the Add Device User page, add the user test and configure a password for
the user.

d. Select the configured authorization policy from the User Authorization Policy
list.

e. Click OK.
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H3C ;!
User Management
Access User
Guest
User Endpoint
User Access Log
User Access Policy
IP Address Myagément
User Security Policy
Desktop Asset Manager
Device User

Device User Policy

[ Quick Start
rization Policies
H3C i
M
User Management
Access User
Guest
User Endpoint

User Access Log

User Access Policy

IP Address Myag"ement

User Security Policy

Desktop Asset Manager

User Management
Access User
Guest

User Endpoint
User Access Log
User Access Policy
IP Address Maj ment
User Security Policy

Desktop Asset Manager

0 00 00CO0CO0O0CO0CO

Device User
A4 Device User Groups
4 ANl Device Users

@] Al Online Users

Blacklisted Users

expected.

Resource User

&- Add User

i All Users

Additional Information
&} Batch User Operations
#_ Import Users

“ Account Group

Access User

™% User > Device Use

Query Devices

Device IP Range Fro

Device Area Guest

User Endpoint

User Access Log

User Access Policy

IP Address Management
User Security Policy
Desktop Asset Manager
Device User

Device Name

Add Batch Import M

Device Nz Device User Policy

Guest Access Manaaer
68A

0O 00 0000000 O

192.168.207.148

192.168.207.193

Resource Service Alarm

Agt User > Device User > All Device Users

Query Device Users

Account Name

Add Bztch Import

| Account Name User Name

No match found.

0-0 of 0. Page 1 of 1.

0 0000000 OO0

Report System

4 User > Device User > All Device Users > Add Device User

Add Device User
Account Name *
Login Password *
Device User Group * Ungrouped

Group Authorization Policy

Max. Oniine Users

M Enable Privilege-Increase Password

M Enable Password Strategy
]
Login the T
Binded User IP Address List
Add Delete All

w Batch Modify Regroup Add to Blacklist Batch Cancel

Report System

To

1 [ Device Type

c with Platform Batch Export

44 Device User Groups
4%t All Device Users

v v vV vV VvV vV VvV VvVVvVVYwyY

. ; Blacklisted Users
Log Management

.'@ Preregistered User
2% LDAP Users

Report System

Device User Group

¥ Process Applications

Device User Gr  Authorization Policy

User Name

Confirm Login Password * | ==

User Authorization Policy

Expiration Date

8. Host A uses the correct username and password to log into the DUT. Result 1 is

Batch Export Pass]
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® 192.168.207.103

Terminal ~Sessions

W %

Session  Servers

-
P
v v
Tools Games

Quick connect...

- 3
.. User sessions

A

= Bmocrv
DUT1
DUT2

192.168.207.0
192.168.207.193
192.168.207.193 (1)

& Ac

»¥ COMS (USB Serial Port (COMS))

L2sw

Sessions

A Macros & Tools

expected.

View Xserver Tools

Sessions

9. Host A uses incorrect usernames and passwords to log into the DUT. Result 2 is

Games Settings Macros Help

4 ]

. ® B Y = ¥ @ X ¢
View Split MultiExec Tunneling Packages Settings Help X server Exi
4% @2 DuT2

3.DUT1 4.192.168.207.193

> Your computer drives are accessible through the /
> Your DISPLAY is set to 192.168 ¢

> When using SSH, your remote DISPLAY is automatically forwarded
> Each command status is specified by a special symbol (v or x)

ves path

This is MobaXterm Personal Edition. The Professional edition
allows you to customize MobaXterm for your company: you can add
your own logo, your parameters, your welcome message and generate
either an MSI installation package or a portable executable.

We can also modify MobaXterm or develop the plugins you need.

For more information: https:/ baxterm. mobatek.net load. html

Entering character mode
Escape character is '~]'.

1 test

* Copyright (c) 2004-2020 New H3C Technologies Co.,
* Without the owner's prior written consent,

* no decompiling or reverse-engineering shall be allow
A ok ok o ok ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok sk ksk ok

Ltd. All rights reserved.*
*

d *

o o o o e e ook ok ok ok ok ok sk s ok o o ok ok ok ok sk skok s ok 2 ok o o o ok ok ok o 2k ok ok ok ok ok ko k

<DUT>Hl

] Passed |

O Failed

4.4 802.1X authentication

Test Item Name:802.1X authentication

Work Hour: 60 min

Test Topology:

Port 1 Port 2 Port 3

-

Host A DUT

Server
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Test Process:

1. Enable 802.1X globally on the DUT.

Enable 802.1X on the Port 1 (interface connected to the Client).
Create and configure RADIUS scheme test.

> N

Create ISP domain test.com and apply RADIUS scheme test to the ISP domain

for authentication, authorization, and accounting of LAN users.

5. On the DUT, assign Port 2 (interface connected to the RADIUS server) to
VLAN 2 and assign IP address 192.168.207.53 to VLAN-interface 2.

6. Onthe RADIUS server at 192.168.207.53, add user user with password 1111,
configure the authentication key as expert, and add IP address 13.1.1.3 of the
DUT to the NAS IP list.

7. Use username user@h3c.com and password 1111 to initiate authentication from
PCA.

8. Display user connection information. Result 1 is expected.

9. Ping the gateway address of PC A to verify the network accessibility of PC A.
For example, the gateway of PC A is the VLAN interface of the VLAN to
which Port 1 belongs. Ping the IP address of that VLAN interface. Result 2 is
expected.

10. On the 802.1X client of PC A, disconnect the network.

11. Verify the network accessibility of PC A. Result 3 is expected

Expect Results:

1. The output shows that the user has passed 802.1X authentication, and it also
shows the MAC address of PC A.

2. PC A can access the network.

3. PC A cannot access the network.

Actual Result:

1. Configuration on DUT
[DUT]dot1x

[DUT-GigabitEthernet1/0/1]dot1x

[DUT]radius scheme test

[DUT-radius-test]primary authentication 192.168.207.53 //the ip for 802.1X
authentication server

[DUT-radius-test]primary accounting 192.168.207.53
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[DUT-radius-test]key authentication simple expert

[DUT-radius-test]key accounting simple expert
[DUT-radius-test]user-name-format without-domain

[DUT] domain test.com

[DUT-isp-test.com] authentication lan-access radius-scheme test
[DUT-isp-test.com] accounting lan-access radius-scheme test

[DUT-isp-test.com] authorization lan-access radius-scheme test

Configuration on iMC

Uniimited

STANDARD (Standard)

¥3 Page Push Policy
B % a0 A o  Copyright 2007-2020 New HIC Technalogies Co., Lid. All ighis reserved. Comp

D Add Access Device Manually - FBFEEE 1 - Microsoft Edge — O X

A FZ&% | 192.168.207.53:8080/imc/acm/accessdevice/manu...

Add Access Device Manually

Device IP * 192.168.207.140
Device Name 55604
Device Model

Comments

OK Cancel

Device List

Select Add Manually

Device Name

Total ftems: 1
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Resource Report System

P2 User > Access Device Management > Access Device > Result of Adding Access Devices
Success
Access devices successfully added. You can continue to: Access device
"5560A(192.168.207.140)" successfully
added.
Configure AC
Add m access devices.

Return to the a« device |

Configuring Access Policy

B} User > User Access Policy > Access Policy

Query Access Policies

Access Policy Name: Service Group

[, SSID Access Control §iHard Disk Serial Number [l.Access MAC Address [ZEndpoint Motherboard Serial Number Pool [FJFAccess ACL

Access Policy Name Description senice o SEJCEEEE ]
tx a ﬁ
1-10f 1. Page 1 of 1

H3C § Home  Resouce Mam  Rept  Sysem

User Endpoint B User > User Access Policy > Access Policy > Modiify Access Policy Dhielp

User Access Log
Basic Information

coess Policy Name *
Service Group *

Descripton

Authorization Information
Access Device Management

LDAP Service Access Period Alocate IP *
Portal Service
Downstream Rale (Kbps) Upstream Rate (Kbps)
43 Trird-Party
S ——- Priority Deploy User Group

7 Export Task
Preferred EAP Type

Customize Terminal Pa
e EAP Auto Negotiate Maximum Onéine Durat aLogon (Minutes)

¥3 Page Push Policy

User Client Configuration

W Disable iNode DC for Linux/\ M Forbid Modifying IP When Online
Failure Retry Interval (Minutes) 0 Retries

Lowest Client Version 1.00-0120

Action for Violation O K

M Disable Proxy Server [ Disable Proxy Setting in IE [l Disable Multiple NICs M Prohibit Multiple OSs
M Prohibit Multi-IP on Authenticated NIC il Forbid Modifying MAC M Reject Duplicate MAC Addresses [l Block VMware NAT Service
M Block VMware USB Service I Prohibit from Running on Virtual Machine

IP Address Assignment Method oA e L J

All rights reserved Page 180 of 244




H3C S5560X-EIl Product Test Procedures

3 User > User Access Policy > Access Service > Modify Access Service
Basic Information
Service Name * do Service Suffix
Service Group * o Default Access Policy *
Default Security Policy * Donotuss Default Intemet Access Policy *

Default Proprietary Attribute Assignment Policy * D0 not use

Default Max. Devices for Single Account * 0 2 Default Max. Number of Online Endpoints * 0
Daily Max. Online Duration * 0

Description

M Available (7 [ Transparent Authentication (7

Access Scenario List

Add

3. Use username user@h3c.com and password 1111 to initiate authentication from
PCA.

iNode & i 1 i

802.1X3%H:
usera
DU
At
2021-1-21 19:33:48

wg  Portalifi:

W SSLVPNif#E

- BHmE N

=

4. Display user connection information.
[6560x-ei—1-GigabitEthernet1/0/5]dis sessions
is |ink—up
Online 802.1X users: 1
MAC address Auth state

002b—6756—-647f Authenticated
Ten—GigabitEthernet1/0/25 is |ink—up
Online 802.1X users: 0
[5560x—ei—1-GigabitEthernet1/0/5]

5. Ping the gateway address of PC A to verify the network accessibility of PC A.
For example, the gateway of PC A is the VLAN interface of the VLAN to
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which Port

1 bel

ping 192. 168. 207. 53

B 1] 1[11;
B [a]<lms TT
B [Al=1ms TT

- HEtER B

i= %

iNode ¥ it 4 1 i
802.1X 4
H1F % |usera
N .

ongs. Ping the IP address of that VLAN interface.

O Passed O Failed
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4.5 Syslog Server

Test Item Name: syslog server
Work Hour:
Test Topology:

20 min

-

Syslog Server DUT

Test Process:
1. Configure the NMS VRF interface on DUT, and specify the source interface of
syslog as VRF interface

Configure syslog server on DUT

Shutdown other Port on DUT and check whether the server can receive the log

Expect Results:

1. Interface up/down log is shown on the server

Actual Result:

1. Open the 3CD on computer and choose syslog Server

3CDaemon = 5]
File View Help

Jan 22 10:14:12
Jan 22 10:14:12
Jan 22 10:10:24
Jan 22 10:10:24

192.168. 40 local7.info
192.168.207.140
local

local

SHELL CMD: -

92.168.207.46

TFI? Server  Time [ 1P Address | Msg Type | Message
FI? Server Jan 22 102333 192.168.207.140 local7.warn  Jan 4 01:02:26 2013 5560x-ei-1 %%10SHELL/4/SHELL CMD_MATCHFAIL: -User=""-IPAddr=""; Command und info-center sou
S ——— Jan 22 10:23:30 192.168.207.140 localZ.info 2013 5560x-ei- SHELL/6/SHELL_CMD: -Line=aux0-IPAJd **: Command is qu
Jan 22 10:23:26 3 5560x-¢i- SHELL/6/SHELL_CMD: -Line=aux0-1PAdd
Jan 22 10:23:20 local7.info SHELL/6/SHELL_CMD: -Line=aux0-IPAddr="*
Jan 22 ¢ local7.notice CFGMAN/S/CFGMAN _EXIT_FROM_CONFIGURE: -Line=aux0-IPAddr="*-User=""; Exit frc
Jan 22 10:23:16 local7.info SHELL/6/SHELL_CMD: -Line=aux0-1PAddr=""-User=""; Command is qu
Jan 5 local7.info SHELL/6/SHELL_CMD: -Line =aux0-1PAddr=" **; Command is und info-center sor
Jan 22 10:20:46 192.168.207.140 local7.info SHELL/6/SHELL_CMD: -Line=aux0-1PAdd Command is qu
Jan 22 10:14557 192.168.207.140 local7.info SHELL/6/SHELL_CMD: -Line=aux0-1PAdd Command is und dot1x
Jan 22 10:14:45 192.168.207.140 local7.info SHELL/6/SHELL_CMD: - **; Command is shu
Jan 22 10:14:41 192.168.207.140 local7.info SHELL/6/SHELL_CMD: **; Command is di th
Jan 22 10:14:39 192.168.207.140 local7.info SHELL/6/SHELL_CMD: - - **; Command is int g 1/0/5
Jan 22 10:14:28 192.168.207.140 local7.warn SHELL/4/SHELL_CMD_MATCHFAIL: -Us =**; Command int in view system f

Line=aux0-1PAdd ser=""; Command is info-center loghost

/SYSLOG_RESTART: System restarted -- H3C Comware Software.

TFTF Client <

<Device>system-view

2. Configure syslog server on DUT
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B 3cpaemon
File View Help

[Device]info-center enable

computer serves as syslog server)

[Device]info-center loghost 192.168.207.46------- this is the computer’s ip (this

3. Shutdown other Port on DUT and check whether the server can receive the log

=] X

TFIP Server

FTP Server

Syslog Server

Jan 22 10:14:12
Jan 22 10:14:12
Jan 22 10:10:24
Jan 22 10:10:24

6 192.168.

6 192.168.207.14

19,

192.168.207.140
40
40

192.168.20

192.168.207.1

192.168.207.140
192.168.207.140

1 192.168.207.140
9 192.168.207.14

192.168.207.
192.168. 40
192.168.207.140
local

local

arn
local7.in
local7.info
local7.info
local7.notice
local7.info
local7.info
local7.info
local7.info
local7.info
local7.info
local7.info
local7.warm
local7.info
local7.info
user.info

user.info

5560x-ei-
5560x-ei-1
5560x-ei-1
5560x-ei-1
5560x-ei-1
5560x-ei-1
2013 5560x-ei-1
2013 5560x-ei-1
2013 5560x-ei-1
2013 5560x-ei-1
2013 5560x-ei-1
2013 5560x-ei-1
2013 5560x-ei-1

610SHELL/6/SHELL_CMD:
610SHELL/6/SHELL_CMD:
610SHELL/6/SHELL_CMD:

10SHELL/6/SHELL CMD
SHELL_CMD:

168.207.46
Listening for Syslog messages on IP address: 10.10.10.2

Listening for Syslog messages on IP address: 1

L_CMD_MATCHFAIL

610CFGMAN/S/CFGMAN _EXIT_FROM_CONFIGURE: -Line:

SHELL_CMD: -Line=aux0-IPAddr
SHELL_CMD: -Line=aux0-IPAddr
SHELL_CMD: -
/SHELL_CMD: -
SHELL_CMD: -
SHELL_CMD_MATCHFAIL: -
'SHELL_CMD: -Line=aux0-IPAddr
SLOG_RESTART: System restarted -- H3C Comware Software

ommand und info-center sou

Command is qu

Command is int g 1/0/5
er=""; Command i
=aux0-1PAddr=""-User="" Exit frc
Command is qu

Command is und info-center sor

Command is qu
Command is und dotix
Command is shu

Command is di th

Command is int g 1/0/5

*; Command int in view system

-User=""; Command is info-center loghost

TFTF Clieat <

O Passed

O Failed

4.6 FTP backup

Test Item Name: FTP backup of software and configuration file

Work Hour: 20 min

Test Topology:

-

PC

DUT

Test Process:

1. Save the current configuration file named test.cfg.
2. Start the FTP service software on the PC, create a user, set the user name to "user"

and the password to "test”, and make sure that there are switch application files
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in the directory where the service is set

3. Enter the command in the user view for FTP connection, and enter the correct
user name and password to log in, you can get the result 1.

4. Ensure that there is a configuration file in Flash, execute the put command to
upload the configuration file to the PC, and the expected result is 2.

5. Use the "display boot-loader" command to view the currently used software.

6. According to the startup software queried in the previous step (there may be
multiple bin files), use the put command multiple times to upload the software
file, and the expected result is 2. (Note to use binary transmission method to
download)

7. Enter the quit command or the bye command to log out, Expected result 3.

Expect Results:

1. Login successful.

2. File upload completed.
3. Log out and disconnect.

Actual Result:

1. Save the test.cfg.

[5560x—ei—1]save
he current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name (¥ cfg) [flash:/j1x+m. cfg]

(To leave the existing filename unchanged, press the enter key) :test.cfg
alidating file. Please wait...

aved the current configuration to mainboard device

[5560x—ei—1]

2. Start the FTP service software on the PC.
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T B scoaemon - o X

Fle View Help

TFIF Server Start Time Peer | Bytes | Status

Server Jan 22, 2021 11:05:59 local 0
Jan 22,2021 11:05:59 local ]
Jan 22, 2021 11:05:59 local 0

Syslog Server

TFIF Client |

Open the FTP server softer ware on computer, create a user, set the user name to "user"
and the password to "test"

3. Enter the command in the user view for FTP connection, and enter the correct

user name and password to log in.

<5560x—ei—-1>ftp
Press CTRL+C to abort.
to (
220 3Com 3CDaemon FTP Server Version 2.0
User ( 2 ( )): user
331 User name ok, need password

Password:

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files
ftp>

4. Execute the put command to upload the configuration file to the PC.
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Ftp> ?
[Commands may be abbreviated. Commands are:

delete s quit rmdir
debug mkdir reget status
dir newer rstatus system
open rhelp user
get passive rename verbose
help put reset ?
pwd restart

ftp> put test. cfg
227 Entering passive mode (192,168, 207, 46, 218, 195)
125 Using existing data connection

226 Closing data connection; File transfer
4696 bytes sent in 0.002 seconds (2.26 Mbytes/s)
ftp>

5.

Use the "display boot-loader" command to view the currently used software.
5560x-ei—-1>dis boot—loader

oftware images on slot 1:

urrent software images:
flash:/s5560x_ei—cmw710-boot—f6517.bin
flash:/s5560x_ei—cmw710-system—t6517. bin
flash:/s5560x_ei—cmw710-freeradius—f6517.bin
flash:/s5560x—ei—cmw710—escan—f6517.bin

ain startup software images:
flash:/s5560x_ei—cmw710-boot—f6517. bin
flash:/s5560x_ei—cmw710-system—t6517. bin
flash:/s5560x_ei—cmw710-freeradius—f6517.bin
flash:/s5560x—ei—cmw710—escan—f6517.bin

Backup startup software images:

6. Use the put command multiple times to upload the software file.
5560x—ei-1>ftp
Press GTRL+C to abort

to ( ).
20 3Com 3CDaemon FTP Server Version 2.0
ser ( 2 )): user
31 User name ok, need password

sing binary mode to transfer files.

tp> put s5560x_ei—cmw710-devkit—f6517.bin

27 Entering passive mode (192, 168, 207, 46, 219, 184)
125 Using existing data connection

-26-b]éé}ﬁé.aé{é-connection; File transfer .
8455168 bytes sent in 10.227 seconds (807.34 Kbytes/s)
tp>

7. Enter the quit command or the bye command to log out.

tp> bye
P21 Service closing control connection

5560x—ei-1>
syslog appears in the FTP server.
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3CDaemon

File View Help

[ TFIP Server ] [ start Time __ Bytes| Status

Jan 22, 2021 11:26:24 192.168.207.140 8455168 221 Servic

Jan 22, 2021 11:17:00 192.168.207.140 4696 221 Service closing control connection

Jan 22, 2021 11:05:59 local 0 Liste ss: 192.168.207.46, Port 21
Jan 22, 2021 11:05:59 local 0 Listening for FTP requests on IP address: 10.30.48.123, Port 21
Jan 22, 2021 11:05:59 local 0 Listening for FTP requests on IP address: 10.10.10.2, Port 21

O Passed O Failed

4.7 TFTP backup

Test Item Name: TFTP backup of software and configuration file
Work Hour: 20 min

Test Topology:
3 <

PC DuT

Test Process:

1. Save the current configuration file, named test.cfg.

2. Open the TFTP server program on the PC and set the file transfer path.

3. Ensure that there is a configuration file in Flash, execute the put command to
upload the configuration file to the PC, and the expected result is 1.

4. Use the "display boot-loader" command to view the currently used software.
According to the startup software queried in the previous step (there may be
multiple bin files), use the put command multiple times to upload the software
file, and the expected result is 1. (Note to use binary transmission method to
download)

Expect Results:

1. File upload completed.
2. File upload completed.
Actual Result:

1. Save the test.cfg.
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[56560x—ei—-1]save
he current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name (*. cfg) [flash:/j1x+m. cfg]

(To leave the existing filename unchanged, press the enter key) :test.cfg
alidating file. Please wait...

aved the current configuration to mainboard device

[5560x—ei—1]

2. Open the TFTP server program on the PC and set the file transfer path.

Start Time | Peer | Bytes | Status

Jan 22, 2021 11:30:40 local 0 Listening for TFTP requests on IP address: 192.168.207.46, Port 69
Jan 22, 2021 11:30:40 local 0 Listening for TFTP requests on IP address: 10.30.48.123, Port 69
Jan 22, 2021 11:30:40 local 0 Listening for TFTP requests on IP address: 10.10.10.2, Port 63

3CDaemon Cenfiguration X

General Configuration TFTP Configuration | FTP Profiles | Syslog Configuration

Create directory names in incoming file requests? &
Allow overwrite of existing files? W

Upload/Download D:Aboof\ ‘

Per-packet timeout in seconds 5

put flash:/test. cfg

% Total % Received % Xferd Average Speed Time Time Time CGCurrent
Dload Upload Total Spent Left Speed
100 4696 0 0 100 4696 0 B780) —g=—r=—= =—r=—3=— =—p=—¢=— THLE

5560x—ei—1>

4. Use the "display boot-loader" command to view the currently used software.

<5560x—ei-1>dis boot—I|oader

Software images on slot 1:

Current software images:
flash:/s5560x_ei—cmw710-boot—t6517.bin
flash:/s5560x_ei—cmw710-system—f6517.bin
flash:/s5560x_ei—cmw710-freeradius—f6517.bin
flash:/s5560x—ei—cmw710-escan—f6517.bin

Main startup software images:
flash:/s5560x_ei—cmw710-boot—f6517. bin
flash:/s5560x_ei—cmw710-system—T6517.bin
flash:/s5560x_ei—cmw710—freeradius—f6517.bin
flash:/s5560x—ei—cmw710-escan—t6517. bin

Backup startup software images:

<5560x—ei—-1>

5. Use the put command multiple times to upload the software file.

<5560x—ei—1>tftp put s5560x_ei—cmw710-devkit—f6517.bin
Press GTRL+C to abort.
% Total % Received % Xferd Average Speed Time Time Time GCurrent

Dload Upload Total Spent Left Speed
0 8257k 0 0] 0 12800 0 2458 0:57:19 0:00:05 0:57:14 2490

O Passed O Failed
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4.8 SNMPv2c

Test Item Name: SNMPv2c
Work Hour: 10 min

Test Topology:
6.1.1.2 Port 1@
6.1.1.1

PC DUT

Test Process:

1. Enable the SNMP agent.

2. Enable all SNMP versions.

3. Create an SNMP read-only community named public and read-write community
named private.

4. Onthe MIB browser of the PC, use SNMPv2c to access the DUT and request the

value of MIB object sysObjectID. Result 1 is expected.

Expect Results:

1. The MIB browser can obtain the value of sysObjectID through SNMPv2c
successfully.

Actual Result:

1. Enable the SNMP agent

[DUT]snmp-agent

2. Enable all SNMP versions

[DUT]snmp-agent sys-info version all

3. Create an SNMP read-only community named public and read-write community

named private
[DUT]snmp-agent community read public
[DUT]snmp-agent community write private
4. On the MIB browser of the PC, use SNMPv2c to access the DUT and request
~the value of MIB object sysObjectID. Result 1 is expected

£8 MIB Browser 2020/11/13 9:24 HEEA= 3 KB

. All rights reserved Page 190 of 244




C

H3C S5560X-EIl Product Test Procedures

Femote address: 192.168.207.194 port: 161 transport: IP/UDP

Local address; 192168 200 port: 64113 transport: IP/UDP
Protocol versionSNMPv2c
1: spsUpTimelnstance (timeticks] 53 days 00k 28rm: 04z, 34th [458088434)

Remate SNMP agent Split
‘192.158,207.‘1 94 W | @E_ [vertical
SNMP Protocol Preferences A —_

SHMP protocol version
() SNMP1 (®) SNMPv2c () SNMPy3
General Get-Bulk settings
Read communit £ Use Get-Bulk
0 Mon repeaters
>t community Max repetitions
SHMPv3 secunty
Timeoutls] [5 || | User secuity name ‘
Retransmits |4
Securty level
Part number
Load user profile... Edit uzer...
[T] &dd to agent profiles I Cancel

ERTHIE

i Contact
i walk

#m Prompt For OID...
#% Multiple Variable Bindings...

& Expand
¥ Collapse

51 Find
Copy OID

Query result
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Find Object In Mib Tree...

pet

. |
ERABN):

[ B MNP

|
mE=Szr ) =l

L ESGHIS(0)

-] MIB Tree
+-(C] ccitt
=[] iso
+-(C] td
+-(_] member-body
-] org
&3 dod
2] intemet
-~ directory
=1-(_ mgnmt
S mib-2
£ system
@ sysDescr
it £ <ysObiectiD Il
-5 sysUpTime
@ sysContact
& sysName
@ sysLocation
@ sysServices

Bli&

Om|tu) @AETFD)

[ Passed

O Failed

4.9 SNMP Traps

Test Item Name: SNMP Traps

Work Hour: 10 min
.6.1.1.2

Test Topology:
PC

Port 1
6.1.1.1

DUT

Test Process:
1. Enable SNMP Trap.

2. Configure DUT to support SNMPv1 access.
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3. Create an SNMP read-only community named public and read-write community
named private.

4. Configure the SNMP 2 Trap receiver.

5. Simulate to generate Trap event, result 1 is expected.

Expect Results:
1. The trap information could be seen on MIB Brower.
Actual Result:

1. Enable SNMP Trap.
[DUT]snmp-agent

DUT]snmp-agent trap enable
2. Configure DUT to support SNMPv1 access.
[DUT]snmp-agent sys-info version vl

3. Create an SNMP read-only community named public and read-write community
named private.

[DUT]snmp-agent community read public

[DUT]snmp-agent community write private

4. Configure the SNMP Trap receiver.
[DUT]snmp-agent target-host trap address wudp-domain 192.168.207.17 udp-port 16

B params securityname publicl vl

5. Simulate to generate Trap event, result 1 is expected.
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File Edit View SNMP Action Tools Window Help

081 T Ea s Da BEId

Query  MIB Pina

MIB Browser Preferences *
i - General Notification Port Preferences
o | B Transport
- MIB Registered notification ports
=- Result
‘_ Quegi nh:: ¢ Port Transport Status =lile
Formatting 162 [Default) IP/UDP Do Edi...
- Set 162 [Default) IPvE/UDP Transport Mot Installed Delete
Info 36280 (Default) 1P Transport Mot Installed
-~ Discavery |
E T:ab:;a';:lew &% Select SNMP Agent Port And Tran... — O X
Agent Compare
=- Trace Port
_ - Wpduws Transport
=I- Trap Ringer
i Ports
" SNMPv3 1
Default Cancel
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Query MIE  Ping

RBemote SNMFP agent Split
1192.168.207.134 v \ Bz Ovetical
SNMP Protocol Preferences X —

SHMP protocol version

® SNMPv1 (O SNMPv2c O SNMPy3

General Get-Bulk settings
ead community Use Get-Bulk

public v ‘ 1] MNon repeaters

et community 10

l Max repetitions

private

SHNMPv3 security

Timeout [g] |5 User security name
Retransmits |4

:

Load user profile... Edit user...

[[] &dd to agent profiles Cancel

ault pr

Remote address: 192.168.207.194 port: 1671 ransport: IP/UDP
Local address: 192.168.207 17 port: 62261 tansport: IP/UDP

Praotocol versionm
1: sysUpTimelnstance Thmeticks) 53 days 0Th:0m:14s.47th [458287441)

6. Shutdown a port, result 1 is expected.
[DUT-Ten-GigabitEthernetl/0/49]shutdown

O8O iTEan LB
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B BB Orause

No Time  Notfi. Version Mess. Desti. Desti. Trans
41 1745 Speci. SNM.. Trap(. 1030. 168  IP/UDF
&2  1745. Speci. SNM.. Tiap(. 1030.. 168  IP/UDF ©
&3 1745. Gener. SNM.. Tiap(. 1030.. 168  IP/UDF &
&4 1745 Gener. SNM.. Trap(. 1030.. 168  IP/UDF
A5 1745 Speci. SNM. Trapl. 1030.. 168 IP/UDF

1745 Speci. SNM. Trapl. 1030 168 IP/UDHHSENENY
A7 1745 Speci. SNM.. Tiap(. 1030.. 168  IP/UDF
&8 17:45.. Speci. SNM.. Trap(.. 1030.. 168 IP/UDF
479 1745. Speci. SNM.. Tiapl. 1030.. 168  IPAIDF| -8
410 1745.. Speci. SNM.. Tiap(. 1030.. 168  IP/UDF
411 1745.. Speci. SNM.. Tiap(. 1030.. 168  IP/UDF
412 1745.. Gener. SNM.. Trap(. 1030.. 168  IP/UDF .
413 1745.. Speci. SNM.. Trap(. 1030.. 168  IP/UDF £
414 1745.. Gener. SNM.. Trap(. 1030.. 168  IP/UDF L
#15 1745 Speci. SNM.. Twp(. 1030. 18  wpwor|
4716 1745 Speci. SNM.. Trap(. 1030. 168  IP/UDF
417 1745 Speci. SNM.. Trap(. 1030.. 168  IP/UDF

=&

=4 Specific: 1

Message reception date: 2021/1/22
Message reception time: 17:45:53.732
Time stamp: 53 days 07h:45m:08s. 25th
Message type: Trap (v1)
Pratocol version: SNMPv1
Transport: IP/UDP
Agent

Addiess: 192.168.207.194

Port: 22344
Manager
0.48.94

SNMPy1 agent address: 192.168.207.194

Enterprise: syslogMsgMib

Specific Trap MIB Lookup Results

A7 Name: x25Restart, Module: RFC1382-MIB. Enterprise: x25

47 Name: fDLCIStatusChange. Module: RFC1315-MIB, Enterprise: frame-relay

A7 Name: bopE stablished, Module: RFC1269-MIB, Enterprise: bap

4 Name: newRoot, Module: BRIDGE-MIB, Enterprise: dot1dBridge

Bindings (11)

@ Binding #1: syslogMsgF acility. 366 = (int32) user(1)

@ Binding #2: syslogMsgSeverity. 966 = (int32) en(3)

@ Binding #3: syslogMsgVersion 966 ™ (gauge32) 1

@ Binding #4: syslogMsgTimeStamp. 366 * octels) 2013-2:23 7:44:57.0,.0:0 [07.DD.02 17.07.2C.3.00.00.00.2.00.00 [hex]]
@ Binding #5: spslogMsgHostName. 366 “ (octets) DUT [44.55.54 (hex))

‘@) Binding HE: syslogMsgApph ame. 966 ** (octets) IFNET [49 46 4E 4554 (hex]]

@ Binding #7: syslogMsgProclD.966 * [actets) - [2D [hex])

& Binding #8: syslogMsgMsglD. 966 * (octets) PHY_UPDOWN [50.48.59 5F 55.50.44 4F 57.4E (hex]]

‘@) Binding H3: syslogMsgSDParams 966 ~* (gauge32] 1
‘@) Binding #10: syslogMsgMsg 966 ~ octets) Eh;sical state on the interface Ten-GigabitE themet1/0/43 changed to down. l

@ Binding #11: syslogMsgSDParamiValue.966.1.12.83.121.115.76.111.99.64.50.5353.48.54.4. 83 108.111.116 ™ [octets] 1 [31 [hex)]

[ Passed

| O Failed

5 QACL
51 L2ACL

Test Item Name: Layer 2 ACL

Work Hour: 20 min

Test Topology:

Port 1

Port 2

DUT

Tester

Test Process:
1. Configure MAC ACL.
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2. Send packets with source mac-address 0001-0001-0001 to Port 1 of DUT 1.

Result 1 is expected.

3. Apply inbound packet-filter to Port 1. Result 2 is expected.
4. Clear the configuration on the Port 1.
5. Apply outbreak packet-filter to Port 2. Result 2 is expected.

Expect Results:
1. Port 2 can receive the traffic

2. Port 2 can’t receive the traffic
Actual Result:

Configuration on DUT:
1. Configure MAC ACL. Deny the packets with the source MAC address 0001-

0001-0001
[DUT]acl number 4000

[DUT-acl-mac-4000]rule O deny source-mac 0001-0001-0001 ffff-ffff-ffff

2. Send packets with source mac-address 0001-0001-0001 to Port 1 of DUT. Result

1 is expected.

Add raw stream

& Untitled tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help
DEH B (@ Chassis ~ | | 3 Apply = 00:00:00 | G [B Technologies... [ Perspective ~ Sequencer | 2] Reporter

=[5 Spirent TestCenter B Add +| ) Generate Stream Block »( Delete |7 Edit... -[{ Copy Wizard...

2§ TestInfo B® Add Bound Stream Block(s)...
== All Devices (Hosts, Routers, ...)

ii All Multicast Groups

Utilization (%): 10

s Add Raw Stream Block...

5’ All Traffic Generators Burst Size: ll Duration Mode: | Continuous v
% All Stream Blocks O Load per Stream Block Inter Frame Gap:
‘a All Traffic Analyzers Advanced Interleaving

=@ Al Ports Inter Frame Gap Unit: bytes Advanced... Port Load. ..

= @ Port /1/8 [74:85:C4:F6:21:08/Gig (O Manual Based

= Device
l }Trafﬁc Generator -

Scheduling mode graphical example

A Traffic Analyzer Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx Port
 Capture
- @ Port //1/9 [74:85:C4:F6:21:08/Gig
@ Settings
<
< > Displaying Stream Blocks 0 - 0 | Total Stream Blocks: 0
Interesting Traffic Results 1
Streams > Stream Threshold Results ' Change Result View ~ @Li“ Select ~ 10of 1 Streams > Interesting Stream Results ' Change Result View
Dropped Count Avg Latem:y (us) Avg Jitter (us) > | Avg Interarrival No Filter (No Resu  ~ Tof 1 Change (
Rx Port Name | Errors >0 (Frames) > 0 >2 Time (us) > 250 FCS Er| - - !
Basic Counters Errors Basic Sequencing Advanced Seq
Port //1f8 I74.. _____ﬂ
Count
Port //1/9 [74... | 0 Rx Port Name | Stream Index (Frames) Rx Rate (b
< > || £

Delete the IPv4 header.
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@ untitled.tcc - Spirent TestCenter

File Edit View Tools Actions Diagnostics

. StreamBlock Editor - Port //1/8 [74:85:C4:F6:21:08/GigabitEthernet1/0/1] : StreamBlock 1 X
D& | B ¥ G2y GaChass - || 3 Apph fter
Test Configuration | General Groups RxPort Preview -
B i?cr-ernt:':s:enher ' Add ~ Previ &

|5 TestIn y
Show AllField Allow Invalid Packets
= AllDevices (Hosts, Routers, ...) Schedul & snowAllFields [ Alowinvalideac
z{_: All Multicast Groups @ro r Name Value .
5’ All Traffic Generators Frames alr
=l Frame
£ All Stream Blocks Oto Create new Frame > ;
’a All Traffic Analyzers Save Frame as @ EthernetIl
=@ AlPorts Template... Preamble (hex) 55555555555555d5
= :85:C4F6:21: M, Fi : .
58 ;‘fr;” 1B [P485:CHFG:2L08/S0 QMg || Manage Frame | | Destination MAC 00:00:01:00:00:01
evices i
s) Traffic Generator — At i Source MAC 00:10:94:00:00:02 3
J Traffic Analyzer Status i % EtherType (hex) <auto> Internet IP |
& Capture n Add Header(s).. ENpTPr—— .
@ @ Port //1/9 [74:85:C4:F6:21:08/Gig Link Modifiers/VFDs.. ] Add Header(s)...
Settings Delete IPv4Header | Verd Link Modifiers/VFDs...
Heac
< Fil - ToS/
< > Displaying | BeandAl Total length (int) <auto> calculated L
Interesting Traffic:Results 1 CoRapseAl - Identification (int) 0
- | =
Streams > Stream Threshold Results ' Change Result £+ Control Flags ew
Dropped Count | A i~ Reserved (bit) 0 ige C
Rx Port Name  Errors > 0 (Frames) > 0 S | v =
Port //1/8 [74... | 0 0 il Hex Editor 3
Port //1/3 [74.. 0 0 0| 0000 85 55 55 55 55 55 55 DS 00 00 01 00 00 01 00 10 UUUDUUUS. ... ... fe (by
| YRR PRIl 25 00 00 14 00 00 00 00 FF EDNEESSEEN E....... $ L
35 54 €O 55 01 02 CO 00 00 01 S_AU. A L
< | &
| Interesting Traffic:Results 1 | Interestine Trafff oK Cancel —
Annliad N nhiert rhanaelc)
Change the source MAC to 0001-0001-0001
StreamBlock Editor - Port //1/8 [74:85:C4:F6:21:08/GigabitEthernet1/0/2] : StreamBlock 3 X
General Frame Groups RxPort Preview

Preview:

Ethernetll [ showallFields [] Allow Invalid Packets

| Name Value

Frames

Create new Frame >

é}- Ethernetll
Save Frame as
Template... - Preamble (hex) 55555555555555d5
Manage Frame S x \EEFEEFEE:
Templates... - Destination MAC A AR A AR AR AR
- Source MAC 00:01:00:01:00:01 |
Actions
- EtherType (hex) <auto> 8885
Add Header(s)..
Link Modifiers/VFDs..
Others
Expand All
Collapse Al

Start the traffic
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& Untitled tec - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help
DEH B ¥ G @ @chasis- | |Syaeply | & B 5 | B EL oxo00 | &G < Bl Technologies... [ Pe
Test Configuration
&[S Spirent TestCenter B~ Add ~ <) Generate Stream Block %¢ Delete [57 Edit... Copy Wizard...
5§ TestInfo
'1; All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
%, All Multicast Groups Port Baged o
s* All Traffic Generators ® Burst Size: !
% All Stream Blocks O Load per Stream Block : Inter Frame Gap: 12
ﬂ All Traffic Analyzers Advanced Interleaving ‘
B ' All Ports Group ID will be set in the stream block grid Inter Frame Gap Unit: bYtES
= @ Port /18 [74:85:C4F6:21:08/Gig () Manual Based schedule...
== Devices B¢ Add Bound Stream Block(s)...
B Traffic Generator _ ok Add Raw Stream Block... 1
ﬂ Traffic Analyzer Status Active Name Tags x Delete atte
& capture . ¥ |StreamBlo... | Clickt ]
@ Port //1/9 [74:85:C4:F6:21:08/Gig 4%  CutStreamBlock Ctrl+X
Settings 53 Copy StreamBlock Ctrl+C
1 Paste Ctrl+V
<
< > Displaying Stream Blocks 1- 1 | Total Stream) Duplicate... ELEl
Interesting Traffic:Results 1 f\oato Ripasedl Toperies [
- - &  Edit Tags... -
Streams > Stream Threshold Results ' Change Result View » &)  Select ~ | 04 < 2stil
User Defaults »
DroppedCount | Avg Latency (us) | Avg Jitter (us) > | A -
RxPort Name | Errors > 0 g
(Frames) > 0 > 250 5 L= Edis 5
Port //1/8 [74...| @ 7 ¢ ( Start
Port j[1/9 [74.. @ 0 0 0 B cron s
ARP/ND »
L2Learning »
( @, Find..
L - —
Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Validation Errord Fill Custom...
Applied 0 object change(s) G5 Preview..
Port 2 can receive the traffic
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\a) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

53 (zz=l Chassis - Apply | iF &a : 001 Xp nologies erspective ~ | [I=] Sequencer | (2] Reporter
1 Ch ly | & > a 00:00:05 | &3 Technol P S R
(=) Spirent TestCenter A BFAdd ~ “Jf Generate Stream Block Delete @ Edit... @Copy Wizard...
[Z TestInfo
== Al Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10
B AnTraffic Generators ® Port Based
% All Stream Blocks ort Dase: Burst Size: l:] Duration Mode: | Continuous ~
@ Al Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 1
= @ Al Ports Advanced Interleaving
- @ Port [[1/8 [74:85:C4:F6:21:08, Inter Frame Gap Unit:  byfes Advanced... PortLoad...
= Devices ,
E) Traffic Generator O Manual Based Schedule... Scheduling mode graphical example
B Traffic Analyzer
;<’ Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx P
S @ po s esscirsaley | A I
= Devices

E Traffic Generator
A Traffic Analyzer

¢ Capture v €
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Result View ~ gﬂ (1] Tof 1 Streams > Interesting Stream Results = Change Result Vie
i 1of 1 [0  Change Counter Mode: Basic |
Basic Counters  Errors Triggers Protocols Undersize/Oversizp/Jumbo PFC Counters User Defined Advan © > || Basic Counters Erors Basic Sequencing Advanced Seque
Port Name ‘ps) Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name  Stream Index ?xﬁf'::zg Rx Ra
Port //1/8. 10,810,787 86,486,296 84,459 o
Port //1/9... o o 0 84,459
< > ||| <«

3. Apply inbound packet-filter to Port 1. Result 2 is expected.
[DUT]interface GigabitEthernet 1/0/1

[DUT-GigabitEthernetl/0/1]packet-filter mac 4000 inbound

Port 2 can’t receive the traffic

wb Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

DEH B & & (=l Chassis = roply | & B} E EL 00:01:20 | &4 B Technologies... | [ Perspective + | [[5] Sequencer | &
B (& .SDlrentTestCenher A u‘ﬁdd - Generate Stream Block Delete @ Edit ... @Copy Wizard...

[Zg TestInfo

= All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10

B aiTraffic Generators

P ize: .
= All Stream Blocks @ Port Based Burst Size: Duration Mode: | Continuol

.:a All Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 12
=- @ AllPorts Advanced Interleaving _

B @ Port //1/8 [74:85:C4:F6:21:08, v Inter Frame Gap Unit:  bytes Advanced... PortLi

= Devices (O Manual Based Schedule ) )
- : Scheduling mode graphical «

s; Traffic Generator Scheduling mode graphical |
ﬂ Traffic Analyzer
;{ Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port

= Devices
B Traffic Generator
B Traffic Analyzer

¢ Capture v L *
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10f 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Resutt View = 29 4 1of 1 Streams > Interesting Stream Results = Chang
J 1of 1 » |8 - Change Counter Moc
Basic Counters  Errors Triggers Protocols Undersize/OversizefJumbo PFC Counters  User Defined Advan - > | Basic Counters Errors Basic Sequencing Adva
Port Name 'ps) Generator Rate (Bps) | Generator Rate (bpg Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name  Stream Index ?::;::g
Port //1/8... 10,810,814 86,486,512 84,459 o
Port /{1/9... 0 0 0 ]
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4. Clear the configuration on the Port 1 .Apply outbreak packet-filter to Port 2.

Result 2 is expected.

[DUT-GigabitEthernetl/0/1]undo packet-filter mac 4000 inbound
[DUT-GigabitEthernetl/0/1]interface GigabitEthernet 1/0/2

[DUT-GigabitEthernetl/0/2]packet-filter mac 4000 outbound

Port 2 can’t receive the traffic

i) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

J =3 H ﬁ % Ea (@= Chassis ~ Apply ﬁ r‘, 00:03:55 q‘l; m Technologies. .. ] Perspective ~ Seque
Test Configuration
= [ Spirent TestCenter A BFAdd - e Str Delete - [Z7 Edt... [ Copy Wizard...
5 TestInfo
= All Devices (Hosts, Routers, ...) Scheduling Mode Bandwidth Utilization (%): 10

B Al Traffic Generators

& Al Traffic Analyzers O Load per Stream Block Inter Frame Gap: 12
= @ AllPorts Advanced Interleaving
S @ Port J/1/8 [74:85:C4:F6:21:08, Inter Frame Gap Unit:  bytes Advanced...
= Devices M | Based echedile
& Traffic Generator O ManalBase m— Scheduling mode ¢
’a Traffic Analyzer
_<" Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type
= Devices
Ef Traffic Generator
‘a Traffic Analyzer =
K Capture v
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ -l‘_']j 1of 1 Streams > Interesting Stream Result:
1of 1 Change Cc
Basic Counters  Errors Triggers Protocols Undersize/Oversizepomsa—RE = e e 3 | Basic Counters FErrors Basic Sequenci
Port Name 'ps) @ Generator Rate (Bps) @ Generator Rate (bps| Generator Sig Rate (fps) = Rx Sig Rate (fps) Rx Port Name | Stream Index ?:r;:
Port f/1/8 10,810,823 86,486,589 84,459 o
Port //1/5... 0 0 0 0
< >l <

O Passed O Failed

5.2 L3ACL

Test Item Name: Layer 3 ACL
Work Hour: 20 min
Test Topology:
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Port 1 g > Port 2

DUT

Test Process:

1. Configure IPv4 ACL.

2. Send packets with source IP address 10.10.10.20 to Port 1 of DUT 1. Result 1 is
expected.

3. Apply inbound packet-filter to Port 1. Result 2 is expected.

4. Clear the configuration on the Port 1.

5. Apply outbreak packet-filter to Port 2. Result 2 is expected.

Expect Results:

1. Port 2 can receive the traffic
2. Port 2 can’t receive the traffic
Actual Result:

Configuration on DUT:

1. Configure IPv4 ACL.
[DUT]acl number 2000

[DUT-acl-ipv4-basic-2000]rule 0 deny source 10.10.10.20 0
2. Send packets with source IP address 10.10.10.20 to Port 1 of DUT 1. Result 1 is

expected.

Add raw stream.
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\5 Untitled.tcc - Spirent TestCenter
File Edit View Tools Actions Diagnostics Help
DQEH B ¥ G @ cchesss- | |Syapply |8 & B B | B B 00:00:01 | & B Technologies... | [P Perspe
Test Configuration
El-[Z Spirent TestCenter <H Generate Stream Block ¢ Delete |7 Edit... [§3 Copy Wizard...
5 TestInfo ock(s)
= All Devices (Hosts, Routers, ... ilizati .
. ‘ (H ) e Add Raw Stream Block... Hkh Utilization (%): 10
%, All Multicast Groups Burst Soes By
s/ All Traffic Generators urstsizes d
=3 All Stream Blocks O Load per Stream Block Inter Frame Gap: 12
’-'a All Traffic Analyzers Advanced Interleaving ‘
=] ' All Ports Group ID will be set in the streamn block grid Inter Frame Gap Unit: bYTES ¢
= @ Port//1/8 [74:85:C4F6:21:08/Gia () Manual Based Schedule... o
= Device =
. .i Traffic Generator .
W Traffic Analyzer Status Active Name Tags Index ControlledBy | Traffic Pattern
& Ccapture
©- @ Port //1/9 [74:85:C4:F6:21:08/Gig
Settings
<
< > Displaying Stream Blocks 0 - 0 | Total Stream Blocks: 0
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results ' Change Result View ~ gg s B 04 4 10of1 Streams > Interesting S
(] Mo Filter (No Resu ~ [
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PPFC Counters User De:~ > || Basic Counters Error:
Port Name Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps)  Rx Sig Rate (fps) ~ Rx Port Name  Strean
Port f/1/8 [ o [ o
Change the source IP address to 10.10.10.20
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General Frame Groups RxPort Preview

StreamBlock Editor - Port //1/8 [74:85:C4:F6:21:08/GigabitEthernet1/0/2] : StreamBlock 4

Preview:
m [ showallFields [] Allow Invalid Packets
. Name Value A
Frames
- ToS DiffServ tos (0x00)
Create new Frame >
Save Frame as - Total length (int) <auto > calculated
Template... Identification (int) 0
Manage Frame
Templates... & Cpntrol Fiags
. Reserved (bit) 0
Actions :
i~ DF Bit (bit) 0
Add Header(s).. i
L. MF Bit (bit) 0
Link Modifiers/VFDs.
- Fragment Offset (int) 0
Others - Time to live {int) 255
Expand All - Protocol (int) <auto > Experimental
Collapse Al - Checksum (int) <auto> 59085
- Source 10,10.10.20
Destination 192.0.0.1
Header Options
Gateway 192.85.1.1
W
Hex Editor
$5 55 55 55 55 55 55 DS 00 00 01 00 00 01 00 10 TUUUUOUS. ... ...
94 00 00 02 08 00 45 00 00 14 00 00 00 OO FF FD  ...... E....... ¥y
E6é CD OA OA OA 14 CO 00 00 01 el .. A ..
Navigatestreamblods: 14 4 |:| of 1 P b oK Cancel
Start the traffic
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b Untitled.tcc - Spirent TestCenter
File Edit View Tools

JL.jH % # 53 [ (@ Chassis ~

Actions

duapply | & B BB B 00001 |G G

Diagnostics  Help

B Technologies... | Perspec

Test Configuration
=[5 Spirent TestCenter
5§ TestInfo
= All Devices (Hosts, Routers, ...)
{_E All Multicast Groups
B AilTraffic Generators
% All Stream Blocks
ﬂ All Traffic Analyzers

B Add - 'g Generate Stream Block 3¢ Delete @ Edit... Copy Wizard...

Scheduling Mode Bandwidth Utilization (%): 10
(@ Port Based Burst Size:
(0) Load per Stream Block Inker Frame Gap: 12

Advanced Interleaving
S S Inter Frame Gap Unit:  bytes

.

by

E ' A"POrE 1L be set in the stream bloc
= @ Port /f1/8 [74:85:C4:F6:21:08/Gig (O Manual Based Schedule... .
== Devices B+  Add Bound Stream Block(s)... =ch¢
B Traffic Generator ) df  Add Raw Stream Block... A
,_a Traffic Analyzer Status Active Name Tags x Delete ern
L{ Capture L /] StreamBlo... | Clickto a m
E- @ Port /f1/9 [74:85:C4:F6:21:08/Gig #  CutStreamBlock Ctrl+X
Settings 53  Copy StreamBlock Ctrl+C
L Paste Ctrl+V
<
< > Displaying Stream Blocks 1-1 | Total Stream Bl Duplicate.. e

Add to Exposed Properties
&  Edit Tags...
User Defaults »

FFC Coun M rrors

B stan

Interesting Traffic:Results 1

I

Port Traffic and Counters > Basic Traffic Results = Change Result View ~ E@ rp L
(L

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo

Port Name Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) |F - Stop ream
Port //1/8 0 0 0 4 ARP/ND »
Port //1/9.. | |0 0 ) 0 L2Learning ’
< Q Find..
Fill Custom... ——

1 Interesting Traffic:Results 1 | Interesting Traffic:Results 2 | Validation Errors

Preview...

Bl

Applied 0 object change(s)
PRECRSTEE

Port 2 can receive the traffic
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\’i) Untitled.tcc - Spirent TestCenter
Fle Edt View Tools Actions Diagnostics Help

DEG % $ G2 Gl Chassis ~ | | 3% Aoply |y &3 B r. 00:00:36 | <3 [l Technologies... | [y Perspective - | [[E] Sequencer | ) Reporter }
Test Configuration
=) [ Spirent TestCenter

A~ BNAd - <ff Generate Stream Block ¢ Delete [S7 Edt... [§5)Copy Wizard...
5§ TestInfo

== All Devices (Hosts, Routers, ...)
B Al Traffic Generators

T All stream Blocks @ Port Based Burst Size: Duration Mode: Continuous v

Scheduling Mode Bandwidth Utilization (%): 10

B Al Traffic Analyzers QO Load per Stream Block Inter Frame Gap: 12
= @ AllPorts Advanced Interleaving
= @ Port //1/8 [74:85:C4:F6:21:08, Inter Frame Gap Unit:  bytes Advanced... Port Load...
= Devices (O Manual Based Schedule... _
‘, Traffic Generator Scheduling mode graphical example
B Traffic Analyzer
;( Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx Port

= Devices
ﬁ Traffic Generator
’-'ﬂ Traffic Analyzer

o <
K Capture e
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results = Change Result View ~ gj [T Tof 1

Streams > Interesting Stream Results = Change Result View ~
1of 1 | Change Counter Mode:  Basic Mode

Basic Counters Errors Triggers Protocols Undersize/OversizelJu p < > f| Basic Counters Errors Basic Sequencing Advanced Sequencing

Port Name ‘ps) Generator Rate (Bps) Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name  Stream Index ?:mc;::; Rx Rate (br
Port j/1/8 10,810,813 86,486,504 84,459 o
Port /f1/9... 0 0

0 84,459

3. Apply inbound packet-filter to Port 1. Result 2 is expected.
[DUT]int GigabitEthernet 1/0/1

[DUT-GigabitEthernetl/0/1]packet-filter 2000 inbound

Port 2 can’t receive the traffic

& Untitled.tcc - Spirent TestCenter

Fle Edt View Tools Actions Diagnostics Help

DEWIBH ¥ & @Chassis - || Ay | & BB B, 00:01:16 | &G [§ll Technologies... | [P P ~ | [ESs 3] Reporter | Tg Wizards

Test Configuration

B[y Spirent TestCenter A [@MAdd + ) Generate Stream Block 3¢ Delete [ Edt... [ Copy Wizard...
|5 TestInfo
= All Devices (Hosts, Routers, ...)
B A Traffic Generators

% All Stream Blocks (@ Port Based Burst Size: Duration Mode: | Continuous ~

Scheduling Mode Bandwidth Utilization (%): 10

g All Traffic Analyzers (O Load per Stream Block Inter Frame Gap: 12
=@ Al Ports Advanced Interleaving
S @ Port [/1f8 [74:85:C4F6:21:08, Inter Frame Gap Unit: | bytes Advanced... PortLoad...
; $:f::zeneramr O Manual Based Schedule Scheduling mode graphical example
B Traffic Analyzer ==
;( Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx Port Rx Port Gre
- @ Port [/1/9 [74:85:C4:F6:21:08,

N N T N 2 S
= Devices

E' Traffic Generator
F Traffic Analyzer

. <
& Capture v
< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 10of 1
Interesting Traffic:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Result View ~ gj | Tof 1

Streams > Interesting Stream Results | Change Result View ~ {9
Tof 1 b (Change Counter Mode:  Basic Mode

Basic Counters Errors Triggers Protocols Undersize/OversizdJumbo  PFC Counters  User Defined  Advan Basic Counters  Ermrors  Basic Sequencing Advanced Sequencing  Histc

Port Name 'ps) @ Generator Rate (Bps) | Generator Rate (bpq) Generator Sig Rate (fps)  Rx Sig Rate (fps) Rx Port Name | Stream Index ?FXHC:::; Rx Rate (bps)
Port /{1/8... 10,810,826 86,456,608 84,460 0
Port //1/9... 0 0 0 0

4. Clear the configuration on the Port 1. Apply outbreak packet-filter to Port 2.

Result 2 is expected.
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[DUT]interface GigabitEthernet 1/0/1
[DUT-GigabitEthernetl/0/1]undo packet-filter 2000 inbound

[DUT-GigabitEthernetl/0/1]interface GigabitEthernet 1/0/2
[DUT-GigabitEthernetl/0/2]packet-filter 2000 outbound

Port 2 can’t receive the traffic

& Untitled.tcc - Spirent TestCenter
Fle Edit View Tools Actions Diagnostics Help

RR=A" % » Ea () Chassis ~ | | 3 Apply B r‘, 00:10:30 | &G [l Technologies... [P Perspective ~ [[E] Sequencer
Test Configuration
=) [ Spirent TestCenter A @ Add - Jf Generate Stream Block ¢ Delete [5F Edt... [ Copy Wizard

[5p Testinfo

5]

== All Devices (Hosts, Routers, ...)

Scheduling Mode Bandwidth Utilization (%): 10
B A1 Traffic Generators
% All Stream Blocks (@) Port Based Burst Size: Duration Mode: Con
B Al Traffic Analyzers O Load per Stream Block Inter Frame Gap: 12
- @ Al Ports Advanced Interleaving
S @ Port [f1/8 [74:85:C4:F6:21:08, Inter Frame Gap Unit:  bytes Advanced... F
E ::a\nf;:i;enerator O Manuel Based S Scheduling mode grap!
"~'a Traffic Analyzer
< Capture Status Active Name Tags Index ControlledBy | Traffic Pattern Type Tx

5 @ rou i Passcersaion S AN 2 N L

= Devices
B Traffic Generator
B Traffic Analyzer

% Capture v <

< > Displaying Stream Blocks 1-1 | Total Stream Blocks: 1 | Selected 1of 1

Interesting Traffic:Results 1

Port Traffic and Counters > Basic Traffic Results | Change Resut View = 25 Tof 1 Streams > Interesting Stream Results |

1of 1 Change Counte
Basic Counters  Errors Triggers Protocols  Undersize/Oversize/Jumbo PFC Counters  User Defined Advan ¢ > || Basic Counters Emrors Basic Seguencing

Port Name 'ps) Generator Rate (Bps) Generator Rate (bps) | = Generator Sig Rate (fps) | Rx Sig Rate (fps) Rx Port Name | Stream Index ?:rac’:g;';
Port //1/8 10,810,826 86,486,608 84,460 0
Port /f1/9... 0 0 0 0

[J Passed | O Failed

5.3 Traffic Classification

Test Item Name: Traffic Classification
Work Hour: 50 min
Test Topology:

DuT ) Tester

Test Process:
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1. Configure traffic classifier to match the traffic with VLAN ID 100, configure
traffic behavior to remark it to 200, and configure the corresponding QoS policy.
Configure Port 1/2 as trunk mode and permit VLAN 100 and 200 to pass.

Send packets with VLAN 100. Result 1 is expected.

Apply QoS policy to Port 1. Result 2 is expected.

ok~ N

Configure traffic classifier to match the traffic with COS 3, configure traffic
behavior to remark it to 6, and configure the corresponding QoS policy.

Send packets with COS 3. Result 3 is expected.

7. Apply QoS policy to Port 1. Result 4 is expected.

o

8. Configure traffic classifier to match the traffic with DSCP 3, configure traffic
behavior to remark it to 6, and configure the corresponding QoS policy.

9. Send packets with DSCP 3. Result 3 is expected.

10. Apply QoS policy to Port 1. Result 4 is expected.

Expect Results:

1. Port 2 can receive the traffic with VLAN tag 100.

2. Port 2 can receive the traffic with VLAN tag 200.

3. Port 2 can receive the traffic with COS 3.

4. Port 2 can receive the traffic with COS 6.

5. Port 2 can receive the traffic with DSCP 3.

6. Port 2 can receive the traffic with DSCP 6.

Actual Result:

1. Configure traffic classifier to match the traffic with VLAN ID 100, configure

traffic behavior to remark it to 200, and configure the corresponding QoS policy.

[DUT]traffic classifier 1
[DUT-classifier-1]disp1ay this

traffic classifier 1 operator and
if-match service-vlan-id 100

EDUT]traffic behavior 1
[DUT-behavior-1]display this

'raffic behavior 1
remark service-vlan-id 200

2. Configure Port 1/2 as trunk mode and permit VLAN 100 and 200 to pass.

. All rights reserved Page 208 of 244




fbﬁT—Ten—Giéagiiﬁfﬁernetl/0/49]display this
#

interface Ten-GigabitEthernet1/0/49

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 100 200

#
[DUT-Ten-GigabitEthernetl/0/50]display this
#
interface Ten-GigabitEthernet1l/0/50
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100 200
#

3. Send packets with VLAN 100. Result 1 is expected.

Actions | Diagnostics Help

H3C S5560X-EIl Product Test Procedures

| Device:

I} Stat ARP/ND

’_J Chassis ¢ \ fﬂl Port Reservation. I
Extemal Device @ Add Offline Ports.
&y Apply F9 Reserve 192.168.207.244/1/8 1/9 4/5 4/6

Reserve 192.168.207.244/4/7
Reserve 192.168.207.244/4/5 4/6
Reserve 192.168.207.244/4/54/6 4/7 4/8
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= Connect/Create ~ |[v] Show Port Groups Show Ports:  All Ports

Connection Name

=- <[] Slot 4

=-< [] slot 5

~E@ porte
D Port 7
L[] Ports

- {E8[] Port 1
D Port 2
_---D Port 3
-fE8[] Port 4
-G

-{Z8[] Port 7
-fg8[] Ports

(Group 6)
(Group 7)
(Group 8)

(Group 1)
(Group 2)
(Group 3)
(Group 4)
(Group 5)
(Group &)
(Group 7)
(Group 8)

~E@ Port1  (Group 1)
==l

Madel

Link Down, Spee...
Link Down, Spee...
Link Down, Spee...
HYPERMETRICS ...
Link Up, Speed 10G
Link Up, Speed 10G
Link Down, Spee...
Link Down, Spee...
Link Up, Speed 10G
Link Up, Speed 10G
Link Up, Speed 10G
Link Down, Spee...
HYPERMETRICS ...
Link Down, Spee...

Licensed Speeds

10G

10G

Status A~
Available

Available
Available

Available - 84:09:31:CA:51
Available - 84:09:31:CA:5I
Available
Available
Reserved by y23198@y23
Reserved by y23198@y23
Available - AC:74:09:28:3)
Available

Available

i

Firmware Version: 4.95.6666

Summary
Available: 45
Ports: 59

Unavailable: 3

Chassis: 1

Reserved by User. 4

Test Modules: 8

Reserved by Other: 7

| Add Offline Ports... |

= [ Spirent TestCenter
[5 TestInfo

% All Stream Blocks
=@ AlPorts

= Devices

& Capture

== Devices

& Capture

ﬂ Al Traffic Analyzers

i E? Traffic Generator
g Traffic Analyzer

Add Default Traffic: | No

= All Devices (Hosts, Routers, ...)
q_'ﬂ All Multicast Groups
- E‘ All Traffic Generators

[ . Traffic Generator

i ﬂ Traffic Analyzer

(= @ Port /f4/5 [AC:74:09:2B: 3A:BA/Ten-GigabitEthernet1/0/43]

- @ Port [/4/6 [AC: 74:09: 28: 3A:BA Ten-GigabitEthernet 1/0/50]

~ |[BF Add ~|J Generate Stream Block 3¢ Delete

.

Add Bound Stream Block(s)...

Add Raw Stream Bloc]

(O) Load per Stream Block # [

Advanced Interleaving

Group ID will be set in the straam black grid

(O Manual Based

Status Active Name
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= [ Spirent TestCenter
[ TestInfo
= All Devices (Hosts, Routers, ...)
&;ﬂ All Multicast Groups
B 2 Traffic Generators
=5 Al Stream Elocks
ﬂ All Traffic Analyzers
=- @ Al Ports
= @ Port [/4/5 [AC:74:09:28: 3A:BA/Ten-GigabitEthernet1/0/49]
= Devices
WY i et |
gl Traffic Analyzer
-6 Capture
@ Port //4/6 [AC: 74:09:28: 3A:BATen-GigabitEthernet1/0/50]
= Devices
i sf Traffic Generator
i f Traffic Analyzer
& Capture

m

General Frame Groups RxPort Preview

Preview:

Ethernetll

Frames

Create new Frame >

Save Frame as
Template...

Manage Frame
Templates... £ Sourg

Add Header(s).-

Add Header(s)...
Link Modifiers/VFDs...
Insert VN Tags

Etherl
Actions

Delete Ethernetll

A B Add ~| ) Generate Stream Block 3¢ Delete
.\ Add Bound Stream Block(s).

(O Load per Stream Block

Advanced Interleaving
Group ID will be set in the stream block grid b

(O Manual Based Schedule...

Status Active Name

[] showAllFields [] Allow Invalid Packets

Value

Link Modifiers/VFDs...
Insert VN Tags
InsertVlans

Delete Ethernetll

Others

Expand All
Collapse All
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General Frame Groups RxPort Preview

Preview:
EthernetIl

Frames

Create new Frame >

Save Frame as
Template...

Manage Frame
Templates...
Actions

Add Header(s)..
Link Modifiers/VDs..

Others

Expand All
Collapse Al

Hex Editor

0000 FB 55 55 55 55 55
0010 9S4 00 00 02 €1 00 00 &4 8g BS

= Frame
-} EthernetIl

- Destination MAC

- Source MAC

- Vians

E Vian

- Type (hex)
Priority (bits)
CFI (bit)

L. ID {int)

- EtherType (hex)

55 D5 00 00 01 00 00 01 00 10

[] showAllFields [ ] AllowInvalid Packets

Value

00:00:01:00:00:01
00:10:94:00:00:02

8100

000

0

100

<auto> 8885

| 0K I Cancel
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B Add Bound Stream Block(s)...

qp Add Raw Stream Block...

X Delete !

&  Cut StreamBlock Ctrd+X

=3 Copy StreamBlock Ctr+C

o, Paste Ctrd+V
Duplicate... Alt=l
: Add to Exposed Properties B
laying Stream Blocks 1- 1 £ EXTags..

User Defaults [

161 [P Pe B Ed..

ters > Agg
TV oo ~ s [ Seie

Port Name e (fps) Generator Rate (fps) Generator Rate (Bps)  Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)

Port [/4/5... 544,594 108,108,088 864,864,704 844,504 0
Port //4/6... 0 0 0 ddmes

Note: when capturing, click start and after several seconds click stop, then choose

[ [y Spirent TestCenter Release [ View... [l -~ 3 Copy Wizard...

5 TestInfo
= Al Devices (Hosts, Routers, ...) ¢ State: Running Frames captured: 0 Elapsed time
q,i All Multicast Groups General Pattern Definition Qualify Events Start Events Stop Events
B AlTraffic Generators
a All Stream Blocks Filter Modes Capture Modes
B AlTraffic Analyzers Frame Content Mode ngine Mode
& @ AlPorts Fike: Regular Mode
= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/49] e Captures the entire frame - d
= Devices Byte Offset And Range Mode Signature Mode
‘) Traffic Generator F i e Captures signature in 16-bytq
J Traffic Analyzer Gl IEEE 802.11 Sniffer Mod
\{ Capture Dedicated Radio. Press F 11t
= @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50] (C) IEEE 802.11 Regular Mo
G= Devices Shared Radio. Press F1forh
B Traffic Generator
affic Analyz: S Modes Capture Source: TxRx M
Tx Mode - [control plane traffic or
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= | Spirent TestCenter A &G Start
5 TestInfo
= All Devices (Hosts, Routers, ...)
(i All Multicast Groups
B Al Traffic Generators

; Stop Release

& State: Ready

- - View Pai
Pattern Definition  Qualify-=

General

% All Stream Blocks Filter Modes
B Al Traffic Analyzers (® Frame Content Mode
= @ AllPorts E protocol f

= @ Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/43]
= Devices
s) Traffic Generator
‘ﬂ Traffic Analyzer

& Capture
= @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]
= Devices
B Traffic Generator
Traffic Analyzer
:9 i Slice Modes
g Capture
=1 @k Dnrt lal? Slice Mode: | Disabled v
27766 6.032873 Performa_00: iXerox_00: 0x88b5 128 Local Experimental Ethertype 1
27767 ©.032874 Performa_ee: Xerox_ee: @x88b5 128 Local Experimental Ethertype 1
27768 6.032876 Performa_06: Xerox_00: 0x88b5 128 Local Experimental Ethertype 1
27769 ©.032877 Performa_ee: Xerox_ee: @x88b5 128 Local Experimental Ethertype 1
27770 6.032878 Performa_06: Xerox_00: 0x88b5 128 Local Experimental Ethertype 1
27771 ©.032879 Performa_ee: Xerox_ee: @x88b5 128 Local Experimental Ethertype 1
27772 ©.832880 Performa_00: Xerox_00: ox88b5 128 Local Experimental Ethertype 1
27773 ©.032882 Performa_ee: Xerox_ee: @x88b5 128 Local Experimental Ethertype 1

> Frame 27766: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \\.\pipe\view_capture_192-168-207-244 4 6_61212021 190410, id 0

Ethernet II, Src: Performa ee 94:00:00:02), Dst: Xerox_00:00:01 (00:00:01:00:00:01)

Priority: Best Effort (default) (o)
= DEI: Ineligible

.... 6000 0110 0100 = m
Type: Local Experimentd ertype 1 (ox88bs)

» Data (11@ bytes)

4. Apply QoS policy to Port 1. Result 2 is expected.

(- [ Spirent TestCenter

5 TestInfo —
== All Devices (Hosts, Routers, ...) ke Runing
43 All Multicast Groups General Pattern Definition Qualify Events Start Events  Stop Events
B AlTraffic Generators
% All Stream Blocks Filter Modes Capture Modes
B AlTraffic Analyzers Frame Content Mode
=@ AlPorts Regular Mode
= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet 1/0/49]

= Devices Byte Offset And Range Mode
s) Traffic Generator F
ﬂ Traffic Analyzer
( Capture
= @ Port //4/6 [AC:74:09:28:3A:BATen-GigabitEthernet1/0/50] (C)
= Devices
B Traffic Generator

02.11 Frame Filter Mode (N/A
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=\ Spirent TestCenter
5§ TestInfo
= All Devices (Hosts, Routers, ...)
43, Al Multicast Groups
5" All Traffic Generators
E All Stream Blocks
"a All Traffic Analyzers
@ AllPorts
- @ Port //4/5 [AC:74:09:28:3A:BA /Ten-GigabitEthernet1/0/43]
= Devices
&' Traffic Generator
w'a Traffic Analyzer
{ Capture
= @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]
G= Devices
B Traffic Generator
ﬁ Traffic Analyzer
g Capture

—l.. @k Dnrt llal7

A Kp Start

General Pattern Definition

Filter Modes

(® Frame Content Mode

Slice Modes

Slice Mode: | Disabled

Qualify-w =

Port Name |e(fps) | Generator Rate (fps) | Generator Rate (Bps) | Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)
Port [/4/5 844,594 108,108,088 864,864,704 844,594 0
Port [/4/6... 0 0 2 422500

28726 0.034011 Performa_e0:00:02 100: 0x88b5 128 Local Experimental Ethertype 1

28727 0.034012 Performa_00:00:02 Xerox_00:00:01 0x88b5 128 Local Experimental Ethertype 1

28728 0.034013 Performa_00:00:02 Xerox_00:00:01 0x88b5 128 Local Experimental Ethertype 1

28729 0.034014 Performa_00:00:02 Xerox_00:00:01 0x88b5 128 Local Experimental Ethertype 1

28730 0.034016 Performa_00:00:02 Xerox_00:00:01 0x88b5 128 Local Experimental Ethertype 1

22721 0 _a21017 parfarma Aa:00:0) Yarov 000001 ovashs 192 10,2l Fvnarimantal Ethartuna 1

Frame 8613: 128 bytes on wire (1024 bits), 128 bytes captured (1624 bits) on interface \\.\pipe\view capture_192-168-207-244 4 6 01212021 191715, id @
Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:01 (00:00:01:00:00:01)
B8210 Virtual TAN, PRI DEL: 0, 10: 200 ]

900. ... ... ... = Priority: Best Effort (default) (@)

B e e e = DEI: Ineligible

.... 000E 1100 1000 = ID:

Type: Local Experimental ertype 1 (@x88b5)

Data (110 bytes)

5. Configure traffic classifier to match the traffic with COS 3, configure traffic

behavior to remark it to 6, and configure the corresponding QoS policy.
[DUT]vlan 1060

[DUT-vlanl00]interface Ten-GigabitEthernet 1/0/49
[DUT-Ten-GigabitEthernetl/0/49]display this

interface Ten-GigabitEthernetl/0/49
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 100

gos trust dotlp

;etu“n
[DUT-Ten-GigabitEthernetl/0/49]interface Ten-GigabitEthernet 1/0/50
[DUT-Ten-GigabitEthernetl/0/50]display this

interface Ten-GigabitEthernetl/0/50
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 100

gos trust dotlp
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[DUT]traffic classifier 2
[DUT-classifier-2]display this

traffic classifier 2 operator and
if-match service-dotlp 3

return

[DUT-classifier-2]traffic behavior 2
[DUT-behavior-2]display this

traffic behavior 2
remark dotlp 6

return

[DUT-behavior-2]qos policy 2
[DUT-qospolicy-Z]display this

dos policy 2
classifier 2 behavior 2

=I- | Spirent TestCenter
[Z§ TestInfo
== Al Devices (Hosts, Routers, ...)
43 Al Multicast Groups
ﬂ' Al Traffic Generators
5 Al Stream Blocks
fa All Traffic Analyzers
=1 @ Al Ports
=-- @ Port [/4/5 [AC:74:09:28: 3A:BA/Ten-GigabitEthernet1/0/45]
= Devices
(Y vofic Generaor |
*iﬂ Traffic Analyzer
¢ Capture
= @ Port [/4/6 [AC: 74:09:28; 3A:BA/Ten-GigabitEthernet1/0/50]
== Devices
E‘ Traffic Generator
ﬂ Traffic Analyzer

X Capture

6. Send packets with COS 3. Result 3 is expected.

H3C S5560X-EIl Product Test Procedures

~ |B°Add ~ | Generate Stream Block

BF Add Bound Stream Block(s).

Add Raw Stream Block ...

(O Load per Stream Block

Advanced Interleaving

(O) Manual Based

Status Active Name

width Utiliz
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General Frame Groups RxPort Preview

Preview:

Ethernetll

Frames

Create new Frame >

Save Frame as
Template...

Manage Frame
Templates...
Actions
AddHeader(s)..

Link Modifiers/VFDs...
Insert VN Tags
InsertVlans

Delete Ethernetll

Others
Expand All
Collapse All

[] showAllFields [] Allow Invalid Packets

Value

Add Header(s)...
Link Modifiers/VFDs...
Insert VN Tags

102

Delete Ethernetll
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Preview:
EthernetIl

Frames

Save Frame as
Template...

Manage Frame
Templates...

Actions
Add Header(s)..

Others
Expand All
Collapse All

Hex Editor

000
0010

Create new Frame >

Link Modifiers/VDs..

'Name Value
=  Frame
5. EthernetTl
- Destination MAC 00:00:01:00:00:01
-~ Source MAC 00:10:54:00:00:02
= Vians
E Vian
Type (hex) 8100
Enonty (bits) or |
- CFI oit) 0
B0 00|
- EtherType (hex) <auto > 8885

FB 55 55 55 55 55 55 D5 00 00 01 00 00 01 00 10 ATUUUUUd
S4 00 00 02 81 00 &0 €4 &8 BS

Navigate streamblocks: 14 of 1 P b

[] showAllFields [] AllowInvalid Packets
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B Edt..

1of 1 | D i

Port Name e (fps) | Generator Rate (fps) | Generator Rate (Bps)

Port //4/5...

Port //4/6... o 0 0

E-[& Spirent TestCenter
5§ TestInfo
= All Devices (Hosts, Routers, ...)
a;: All Multicast Groups
B AuTraffic Generators
53 All Stream Blocks
'ﬂ All Traffic Analyzers
=@ AlPorts
= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/49]
1= Devices
B Traffic Generator
i ﬂ Traffic Analyzer
« Capture
@ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50] (C)
i~ G= Devices
B Traffic Generator

m

=l [ Spirent TestCenter
5 TestInfo
= All Devices (Hosts, Routers, ...)
Q,': All Multicast Groups
B Al Traffic Generators
= Al Stream Blocks
‘a All Traffic Analyzers
=@ AllPorts
= @ Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/43]
= Devices
B Traffic Generator
g Traffic Analyzer
& Capture
@ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]
G= Devices
B Traffic Generator
“J Traffic Analyzer

]

m

B Add Bound Stream Block(s)...

op Add Raw Stream Block...

X Delete !

&  Cut StreamBlock Ctri+X .

=3 Copy StreamBlock Ctr+C

1 Paste Ciri+V
Duplicate... Alt=U .
Add to Exposed Properties -

laying Stream Blocks 1- 1 f| T Tok.. ]

User Defaults [

ters > Agg
b, Stat | H
o - s— R

Generator Rate (bps)

- Slice Modes
g covr | |
=l @k Dart 1al7 Slice Mode: Disabled v

Generator Sig Rate (fps)

Rx Sig Rate (fps)

Release | View

il - B3 Copy Wizard...

Frames captured: 0

¢ State: Running Elapsed time

General Pattern Definition Qualify Events Start Events Stop Events

Filter Modes Capture Modes
Regular Mode
Captures the entire frame - d
Signature Mode
nature in 16-byts
IEEE 802.11 Sniffer Mod
Dedicated Radio. Press F1ft
IEEE 802.11 Regular Mo

Shared Radio. Press F1forh

R Capture Source: TxRx M
Tx Mode - | ol plane traffic or
A & Stat W Stop Release =

& State

Ready
Pattern Definition  Quali

G I iew Pa

Filter Modes
(® Frame Content Mode
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Ho.

<

Tine Source Destination Protocol Length Info

29991 0.035508 192.85.1.2 192.0.0.1 IPVA 128 Unknown (253)
29992 0.035509 192.85.1.2 192.0.0.1 IPV4 128 Unknown (253)
29993 .035511 192.85.1.2 192.0.0.1 IPV4 128 Unknown (253)
29994 0.035512 192.85.1.2 192.0.0.1 IPV4 128 Unknown (253)
29995 ©.035513 192.85.1.2 192.0.0.1 IPv4 128 Unknown (253)
29996 0.035514 192.85.1.2 192.0.0.1 IPv4 128 Unknown (253)
29997 ©.035515 192.85.1.2 192.0.0.1 IPv4 128 Unknown (253)
29998 0.035517 192.85.1.2 192.0.0.1 IPv4 128 Unknown (253)
29999 0.035518 192.85.1.2 192.0.0.1 IPv4 128 Unknown (253)
30000 0.035519 192.85.1.2 192.0.0.1 IPv4 128 Unknown (253)
20001 @ 025520 102 ”S 12 192 0 a1 ToVA 128 tinknawn (253

> Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \\.\pipe\view capture_192-168-207-244 4 6_01222021 124631, id @
> Ethernet II, Src¢: Performa ©0:00:02 (00:10:94:00:00:02), Dst: Xerox _00:00:01 (00:00:01:00:00:01)
v 802.1Q Virtual LAN, DEI: 0, ID: 100

iority: Critical Ap-phcatmns (3) |
. DEI: Ineligible

+... 0000 0110 0100 = ID: 100

Type: IPv4 (0x0800)

Trailer: 686c5680

o11.

> Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
> Data (86 bytes)

7. Apply QoS policy to Port 1. Result 4 is expected.

=

= |7 Spirent TestCenter

=@ AllPorts F

5 TestInfo Po— = 5
= All Devices (Hosts, Routers, ...) ate: unning rames captured
ki All Multicast Groups General Pattern Definition Qualify Events Start Events Stop Events
B AlTraffic Generators
D‘:’:ﬁ All Stream Blocks Filter Modes Capture Modes
‘ﬂ Al Traffic Analyzers Frame Content Mode
=@ AlPorts

Regular Mode

= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet 1/0/49]
= Devices
B Traffic Generator
ﬂ Traffic Analyzer
( Capture
= @ Port //4/6 [AC:74:09:28:3A:BATen-GigabitEthernet1/0/50] (C)
= Devices
Traffic Generator

Slice Modes

[ Spirent TestCenter A % Start

5 TestInfo

= All Devices (Hosts, Routers, ...)
m‘: All Multicast Groups General Pattern Definition Quali
B Al Traffic Generators

& Al Stream Blocks Filter Modes

ﬂ All Traffic Analyzers (® Frame Content Mode

View Pai

=1 @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet 1/0/43]
= Devices
B Traffic Generator
< Traffic Analyzer
& Capture
= @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]
Ga= Devices
B Traffic Generator
J Traffic Analyzer
<
—.. @k Dart 11417 Slice Mode: | Disabled v

Slice Modes
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o. Tine Source Destination Protocol Length Info
27369 0.032404 192.85.1.2 192.0.0.1 IPva 128 unknown (253)
27370 0.032405 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
27371 0.032406 192.85.1.2 192.0.0.1 Ipva 128 Unknown (253)
27372 0.032407 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
27373 0.032408 192.85.1.2 192.0.0.1 IpPva 128 Unknown (253)
27374 9.032410 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
27375 0.032411 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
27376 0.032412 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
27377 ©.032413 192.85.1.2 192.0.0.1 IPva 128 unknown (253)
27378 ©.032414 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
27270 8 029115 107 25 1 9 107 a0 TovA 198 tnknawn (252)

<

Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \\.\pipe\view capture 192-168-207-244 4 6_01222021 124808, id @
Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:01 (00:00:01:00:00:01)
~ 802.1Q Virtual LAN, [PRI: 6} DEI: @, ID: 100
110 tene ean e =[Priority: Internetwork Control (6)]
P = DEI: Ineligible
.. 0000 0110 9100 = ID: 100
Type: IPv4 (0x080@)
Trailer: d3ad4647
Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
Data (86 bytes)

8. Clear the configuration and configure traffic classifier to match the traffic with

DSCP 3, configure traffic behavior to remark it to 6, and configure the

corresponding QoS policy.
[DUT]acl advanced 3000
[DUT-acl-ipv4-adv-3000]display this
#
acl advanced 3000
rule © permit ip dscp 3
#
return
[DUT-acl-ipv4-adv-3000]traffic classifier 3
[DUT-classifier-3]display this
#
traffic classifier 3 operator and
if-match acl 3000
#
return
[DUT-classifier-3]traffic behavior 3
[DUT-behavior-3]display this
#
traffic behavior 3
remark dscp 6
#
return
[DUT-behavior-3]qos policy 3
[DUT-qgospolicy-3]display this
#

ﬁos policy 3
classifier 3 behavior 3
e

9. Send packets with DSCP 3. Result 3 is expected
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= (L Spirent TestCenter A B Add ~| ) Generate Stream Block 3¢ Delete
F Testinfo B¢ Add Bound Stream Block(s).
= All Devices (Hosts, Routers, ...) = =
&;ﬂ All Multicast Groups
B Al Traffic Generators
D'ZZ? All Stream Blocks (O Load per Stream Block 1
'g All Traffic Analyzers Advanced Interleaving
=- @ Al Ports Group ID will be set in the stream black grid I
- @ Port [f4f5 [AC: 74:09: 2B: 3A:BA/Ten-GigabitEthernet1/0/43] (O Manual Based oy
= Devices
Y i e
- <f Traffic Analyzer Status Active Name
-6 Capture
- @ Port [/4/6 [AC: 74:09:28: 3A:BA/Ten-GigabitEthernet1/0/50]
== Devices
i sf Traffic Generator
i f Traffic Analyzer
& Capture
General Frame Groups RxPort Preview
Preview:
EthernetIl | [] showAllFields [] Allow Invalid Packets
Name Value -~
Frames
= Frame
Create new Frame > T
Save Frame as T EthernetIl
Template... - Preamble (hex) fb555555555555d5
Manage Frame .
Templates... - Destination MAC 00:00:01:00:00:01
- Source MAC 00:10:94:00:00:02
Actions
i EtherType (hex) <auto> Internet IP
Add Header(s)..
) - =~ IPv4 Header
Link Modifiers/VFDs...
Insert Modifier.. - Veersion (int) <auto> 4
-~ Header length (int) <auto> 5
Others diffServ (0x18) l
Expand All . heculated
Collapseall | Custom Editor X
Quality of Service
(O Tos
Value
QoS Byte DSCP (Dec)
0c | { E ' | v
Hex Editor 4
7000 FB © DSCP Diffserv Codepoint oous .
0010 94 0 CodepuintNarnE[D:E ] P _EN____._. Y!;'
0E0 33 default :BestEffort v| @--3
A Class Selector [ 0:2 ] OR 1
000000 : default A
Navi Drop Precedence [ 3:4] Per-Hop-Behavior [ Cancel
1+ 1 as | | Asfault : Reat Fffart
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B Edt..

1of 1 | D i

Port Name e (fps) | Generator Rate (fps) | Generator Rate (Bps)

Port //4/5...

Port //4/6... o 0 0

E-[& Spirent TestCenter
5§ TestInfo
= All Devices (Hosts, Routers, ...)
a;: All Multicast Groups
B AuTraffic Generators
53 All Stream Blocks
'ﬂ All Traffic Analyzers
=@ AlPorts
= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/49]
1= Devices
B Traffic Generator
i ﬂ Traffic Analyzer
« Capture
@ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50] (C)
i~ G= Devices
B Traffic Generator

m

=l [ Spirent TestCenter
5 TestInfo
= All Devices (Hosts, Routers, ...)
Q,': All Multicast Groups
B Al Traffic Generators
= Al Stream Blocks
‘a All Traffic Analyzers
=@ AllPorts
= @ Port //4/5 [AC:74:09:2B:3A:BA/Ten-GigabitEthernet1/0/43]
= Devices
B Traffic Generator
g Traffic Analyzer
& Capture
@ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]
G= Devices
B Traffic Generator
“J Traffic Analyzer

]

m

B Add Bound Stream Block(s)...

op Add Raw Stream Block...

X Delete !

&  Cut StreamBlock Ctri+X .

=3 Copy StreamBlock Ctr+C

1 Paste Ciri+V
Duplicate... Alt=U .
Add to Exposed Properties -

laying Stream Blocks 1- 1 f| T Tok.. ]

User Defaults [

ters > Agg
b, Stat | H
o - s— R

Generator Rate (bps)

- Slice Modes
g covr | |
=l @k Dart 1al7 Slice Mode: Disabled v

Generator Sig Rate (fps)

Rx Sig Rate (fps)

Release | View

il - B3 Copy Wizard...

Frames captured: 0

¢ State: Running Elapsed time

General Pattern Definition Qualify Events Start Events Stop Events

Filter Modes Capture Modes
Regular Mode
Captures the entire frame - d
Signature Mode
nature in 16-byts
IEEE 802.11 Sniffer Mod
Dedicated Radio. Press F1ft
IEEE 802.11 Regular Mo

Shared Radio. Press F1forh

R Capture Source: TxRx M
Tx Mode - | ol plane traffic or
A & Stat W Stop Release =

& State

Ready
Pattern Definition  Quali

G I iew Pa

Filter Modes
(® Frame Content Mode
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<

Wo. Tine Source Destination Protocol Length Info
23176 0.027439 192.85.1.2 192.0.0.1 IPva 128 Unknown (253)
23177 ©.027440 192.85.1.2 192.9.0.1 IPva 128 Unknown (253)
23178 ©.027441 192.85.1.2 192.90.0.1 Ipv4 128 Unknown (253)
23179 0.027443 192.85.1.2 192.0.0.1 Ipva 128 Unknown (253)
23180 ©.027444 192.85.1.2 192.9.90.1 Ipv4 128 Unknown (253)
23181 0.027445 192.85.1.2 192.0.0.1 Ipva 128 Unknown (253)
23182 ©.027446 192.85.1.2 192.90.0.1 Ipv4 128 Unknown (253)
23183 0.027447 192.85.1.2 192.90.0.1 Ipva 128 Unknown (253)
23184 9.027448 192.85.1.2 192.0.0.1 IpPv4 128 Unknown (253)
23185 0.027450 192.85.1.2 192.90.0.1 Ipva 128 Unknown (253)
72124 0 027451 107 85 1 > 102 a0 1 TowA 128 linknown (752

v Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.8.0.1
0100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
v Differentiated Services Field: (DSCP: Unknown, ECN: Not-ECT)
0000 11.. = Differentiated Services Codepeint: Unknown (3)
...... ©@ = Explicit Congestion Notification: Not ECN-Capable Transport (@)

Port //4/5... 894,594 108,108,078

Port //4/6... o o o

[=- [y Spirent TestCenter
5 TestInfo
== All Devices (Hosts, Routers, ...)
43 All Multicast Groups
B AlTraffic Generators
% All Stream Blocks
B AlTraffic Analyzers
=@ AlPorts
= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet 1/0/49]
= Devices
s) Traffic Generator
ﬂ Traffic Analyzer
( Capture
= @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50] (C)

= Devices
B Traffic Generator

=l |y Spirent TestCenter

5§ TestInfo

= All Devices (Hosts, Routers, ...)

3, All Multicast Groups

s" All Traffic Generators

E.‘?’ All Stream Blocks

'ﬂ All Traffic Analyzers

=@ AllPorts

= @ Port //4/5 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/49]
= Devices
8’ Traffic Generator
‘g Traffic Analyzer
« Capture

= @ Port //4/6 [AC:74:09:28:3A:BA/Ten-GigabitEthernet1/0/50]
G= Devices
s/ Traffic Generator
F Traffic Analyzer

=l @k Dart /lal7

864,864,624

> Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \\.\pipe\view capture 192-168-207-244 4 6 01222021 101526, id @
> Ethernet II, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox 00:00:01 (00:00:01:00:00:01)

10. Apply QoS policy to Port 1. Result 4 is expected
[DUT-Ten-GigabitEthernetl/0/49]qos apply policy 3 inbound

Port Name e (fps) | Generator Rate (fps) @ Generator Rate (Bps) @ Generator Rate (bps) Generator Sig Rate (fps) | Rx Sig Rate (fps)

State: Running Frames captured: 0

General Pattern Definition Qualify Events Start Events Stop Events

Filter Modes Capture Modes

Frame Content Mode

Regular Mode

= " View Pa:
General Pattern Definition Qualify-=

Filter Modes
(® Frame Content Mode

Slice Modes

Slice Mode: |Disabled v
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He. Time Bourse Destinaticn Frotocol Length Info

31783 0.037630 192.85.1.2 192.6.0.1 IPv4 128 Unknown (253)
31784 ©.037631 192.85.1.2 192.6.0.1 IPv4 128 Unknown (253)
31785 0.037632 192.85.1.2 192.6.0.1 IPv4 128 Unknown (253)
31786 ©.037633 192.85.1.2 192.6.0.1 IPv4 128 Unknown (253)
31787 09.037635 192.85.1.2 192.0.0.1 IPvd 128 Unknown (253)
31788 0.037636 192.85.1.2 192.0.0.1 IPvd 128 Unknown (253)

<

Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface \\.\pipe\view capture 192-168-207-244 4 6 01222021 101648, id @
Ethernet II, Src: Performa_60:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:01 (00:00:01:00:00:01)
v Internet Protocol Version 4, Src: 192.85.1.2, Dst: 192.0.0.1
0100 .... = Version: 4
.. 8101 = Header Length: 20 bytes (5)
Differentiated Services Field:(DSCP: unknown, ECN: Not-ECT)

O Passed O Failed

5.4 QoS

Test Item Name: QoS
Work Hour: 40 min
Test Topology:

Port 3 C

Test Process:

1. Configure IPv4 ACLs, traffic classes, traffic behaviors, and QoS policies.

2. Send packets with source IPv4 addresses 10.10.10.20 and 10.10.10.21 to Port 1
of DUT 1 at a rate of 500 Mbps. Result 1 is expected.
Apply QoS policy pl to Port 1. Result 2 is expected.

4. Send packets with source IPv4 address other than 10.10.10.20 and 10.10.10.21
to Port 1 of DUT 1. Result 3 is expected.

5. Configure IPv6 ACLs, traffic classes, traffic behaviors, and QoS policies.

6. Send packets with source IPv6 addresses 2001:1::1 and 2001:1::2 to Port 1 of
DUT 1 at a rate of 500 Mbps. Result 4 is expected.

7. Apply QoS policy pl to Port 1. Result 5 is expected.

8. Send packets with source IPv4 address other than 2001:1::1 and 2001:1::2 to
Port 1 of DUT 1. Result 3 is expected.

Expect Results:
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1. Port 2 receives all packets with source IPv4 addresses 10.10.10.20 and
10.10.10.21.

2. Port 2 receives packets with source IPv4 addresses 10.10.20 and 10.10.10.21 at
a total rate of 3072 kbps.

Port 2 receives packets at wire speed.

4. Port 2 receives all packets with source IPv6 addresses 2001:1::1 and 2001:1::2.
Port 2 receives packets with source IPv6 addresses 2001:1::1 and 2001:1::2 at a
total rate of 3072 kbps.

Actual Result:

1. Configure acl
#

acl advanced 3001

rule O permit ip source 10.10.10.20 0
#

acl advanced 3002

rule O permit ip source 10.10.10.21 0
#

2. Configure traffic classifier and traffic behavior
#

traffic classifier 1 operator and

if-match acl 3001

#

traffic classifier 2 operator and

iIf-match acl 3002

#

traffic behavior 1

car cir 1024 cbs 64000 ebs 0 green pass red discard yellow pass
#

traffic behavior 2
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car cir 2048 cbs 128000 ebs 0 green pass red discard yellow pass

#

3. Configure QOS policy to bound them
#

gos policy 1

classifier 1 behavior 1
classifier 2 behavior 2

#

4. Change the scheduling mode to load per stream block

EUntitIed.tcc - Spirent TestCen

File Edit View Tools Actions Diagnostics Help
D E W B % Sa @ w=chassis - || 3% apply | & B B 00:00:04 | % [ Technologies._. |[FyPerspective ~ | [E Sequencer |,

Test Configuration

B EP"rent TestCenter B* Add - “8l Generate Stream Block 3 Delete Edit. . CDpy Wizard. r,
[ Test Info
= All Devices (Hosts, Routers, ...]
B Al Traffic Generators Scheduling Mode Bandwidth Utilization (20 :
i Al stream Blocks () Port Based Burst Size: 1 Duration Mode:@

B Al Traffic Analyzers (@) Load per Stream Block : Baser v .
G.@ AlPorts p : Inter Frame Gap: |12
5 @ Port [/1/5 [FC:60:98:96:A¢ - -

“rame Gap Ur bytes

= Devices

B Traffic Generator () Manual Based Schedule... scheduling mode graphical example
A Traffic Analyzer
& Capture Status Active Name Tags Index Controlled By | Traffic Pattern Type T Por
- @ Port //1/6 [FC:60:9B:96:A¢
== Devices @ StreamB... Click to... | @ generator Pair Port Port /
% I:gﬁ g:g;rza;ror @ StreamB... |Click to... | 7 generator Pair Port Port /4
& Capture
5. Create traffic with source IP 10.10.10.20 and 10.10.10.21
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i‘—'ﬁ\.

StreamBlock Editor - Port //1/5 [FC:60:9B:96:A4:CC/GigabitEthernetl/0/1] : StreamBlock 6 I 28 |
e — S — o i

|| | General | Frame | Groups | Rx Port | Preview|

Active Mame: StreamBlock &

Frame size (Bytes)(With CRC and signature field)

(@) Fixed Size: 9216
() Increment Step: |1 (power of 2)
() Decrement Min:
© Max:

JMLX Downstr « Edit...

Streamblock load option
Load mode: Fixed hd
() Percent (%) 50
() Frames/sec (fps) 6767

Inter-Burst Gap (bytes) |9248
Inter-Burst Gap (msec) |0.073984
Inter-Burst Gap (nsec) |73984

) bps 500000000

() Kbps 500000

AL

| General | Frame | Groups | Rx Port | Preview|

(@) Mbps 500
() L2 Rate (bps}) 498917280
| Refresh rates
|
[StreamBlock Editor - PoEIREIEC GO OB 06 A CC [GaaDHETRerneT 70/ 1] SRk X

Previe

EthernetIl m

[[] Show All [[] Allow Invalid

—aide [

Hame

Create new Frame = F:rame-

= [ Ethernetnl

Save Frame as . - Destination MAC
Template... - Source MAC

- EtherType (hex)

Frames

Manage Frame

Templates...
= IPv4 Header
Actions - ToS/DiffServ tos (0x00)
Add Header(s)... - Tatal length (int) <auto> calculated
Link - Time to live (int) 255
Modifiers/VFDs... | |
i <auto> i
Insert IPv4 Protocol (int) auto E“)?erlmenta
- Destination 192.0.0.1
Othe
rs - Header Options
Expand Al - Gateway 192.85.1.1
Collapse All

Value

00:00:01:00:00:01
00:10:94:00:00:02

<auto> Internet IP
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StreamBlock Editor - Port //1/5 [FC:60:9B:96:A4:CC/GigabitEthernet1/0/1] : StreamBlock 7

1 | General| Frame |Groups | Ry Port | Preview|
1 Previe
thernetr gl [ Show All 7] Allow Invalid
Era Name Value
Create new Frame = F:rame
= [+ Ethernetnt
Save Frame as - Destination MAC 00:00:01:00:00:01
Tempiate... . - Source MAC 00:10:94:00:00:02
Manage Frame
Templates... - EtherType (hex) <auto> Internet IP
[=} IPwv4 Header
Actions - ToS/DiffServ tos (0x00)
Add Header(s)... - Total length (int) <auto> calculated
Link - Time to live (int) 255
Modifiers/VFDs...
-+ Protocol (int) <auto> Experimental
Others - Source 10.10.10.21
Expand All - Destination 182.0.0.1
Collapse all - Header Options
- Gateway 192.85.1.1

6. Start the traffic

) Untitled.tcc - Spi
File Edit View Tools Actions Diagnostics Help

DEH & % B8 & m=Chassis - |[AyApply |8 & E B L 00:01:32 | &} g B Technologies

- Spirent TestCenter B Add - 8 Generate Stre«ﬁrrJ Start Eriafﬁc ol all_ports l 3 Copy Wizard

[54 Test Info

== Al Devices (Hosts, Routers, ...]
B Al Traffic Generators Scheduling Mode Bandwidth Utilization (100

=% Al Stream Blocks ) Port Based | Burst Size: 1

nt TestCent

7. All the traffic is received on Port B

Traffic Aggregate View:Results 1

Port Traffic and Counters > Basic Traffic Results | Change Result View - 23 [0 [L 04 4| 101 [ b B0
Basic Counters | Errors | Triggers | Protocols | Undersize/Oversize/Jumbo | PFC Counters | User Defined | Advanced Sequencing | FEC Counters |

Port Total Tx Rate Total Rx Rate Generator Rate Generator Rate Generator Rate Generator Sig Rate | Rx Sig Rate
Name (fps) (fps) (fps) (Bps) (bps) (fps) (fps)

Port /{1... 81,275 1 81,275 123,374,907 986,999,256 81,275 a

Port //1... |0 81,275 a 0 4] 0 81,275
Port //1.. |0 81,275 a 0 g 0 81,274

8. Apply the qos policy on Port 1
#
interface GigabitEthernet1/0/1
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port link-mode bridge

gos apply policy 1 inbound
#

9. The traffic speed is limited to around 3072kbps

Traffic Aggregate View-Results 1

Port Traffic and Counters > Basic Traffic Results | Change Result View - =3 [0 [ 84 4| 1of1 | [ [0
Basic Counters | Emors | Triggers | Protocols | Undersize/OversizefJumbo | PFC Counters | UserDefined | Advanced S

PNEE e I gt?;sal) RxRate {ﬁ}g Count ?ﬁ(ng Count Tx L1 Rate (bps) | Rx L1 Rate (bps)
Port //1... 4 984 508,175,561,376 | 618,056 999,993,289 1,144

Port //1... 3,072,200 0 161,497,112,520 | 0 3,078,921

Port //1... 3072768 0 161,496,521,416 | 0 3079542 |

10. Change the source IP for the traffic

File Edit View Tools Actions Diagnostics Help
O E H B % B % c=Chassis - | [dyApply | & B B | B FL 00:08:07 |5 <5 B Technologies... |[FjPerspectiv

Test Configuration

E-[Z Spirent TestCenter B~ Add ~ 8 Generate Stream Block 3¢ Delete Edit... Copy Wizard...
----- [E Test Info
----- == All Devices (Hosts, Routers, ... _ o
..... B Al Traffic Generators Sc_heduﬁng Mode Bandwidth Utilization (100 )
""" 5 All Stream Blocks Port Based Burst Size: 1 Duration Mode:
----- All Traffic Analyzers @ [ -
[—:g Al Ports tyz (@) Load per Stream Block :Basel ¥ | | Inter Frame Gap: |12
: P [] Advanced Interleaving L
=@ POFE);!]JS [FC:60:98:96:A¢ Group 10 will be set in the skream block grid, ‘rame Gap Ur bytes & Advanced...
----- == Devices -
..... B Traffic Generator ©ManualBased [ schedu... | | Seheduling moc
----- <8 Traffic Analyzer
""" « Capture Status Active MName Tags Index Controlled By | Traffic Pattern

=@ Port //1/6 [FC:60:9B:96:A¢

----- = evcs
..... B Traffic Generator p StreamB. .| Click 1o B¢ Add Bound Stream Block(s)...
..... g TC;af:Er,:naryzer gk Add Raw Stream Block...
- @ Port f}l?].j'? [FC:60:9B:96:4¢ X Delete
- #  Cut StreamBlock Ctri+X
53  Copy StreamBlock Ctri+C
& Paste Ctrl+V
Duplicate. .. Alt+l
Add to Exposed Properties
# Edit Tags... |
User Defaults '
" Edit .
b ’ll'b Start :
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—
StreamBlock Editor - Port //1/5 [FC:60:9B:96:A4:CC/GigabitEthernet1/0/1] : StreamBlock 6 h g
- ———————
| | General| Frame | Groups | Rx Port | Preview|
[l Pprevie .
Ethernetr [FL28 O Show All [ Allow Tnvalid
== Name Value
Create new Frame = F:rame
= [+ Ethernetll
Save Frame as ! i Destination MAC 00:00:01:00:00:01
Template... - Source MAC 00:10:94:00:00:02
Manage Frame
Templates... EtherType (hex) <auto> Internet IP
[=} IPv4 Header
Actions - ToS/DiffServ tos (0x00)
Add Header(s)... - Total length (int) <auto> calculated
Link - Time to live (int) 255
Modifiers/VFDs... y i |
cautos
Insert IPva Protocol (int) : auto> Experimenta
- Destination 192.0.0.1
rs - Header Options
Expand Al - Gateway 192.85.1.1
Collapse All
11. The traffic is no longer limited
Port Traffic and Counters > Basic Traffic Results | Change Resutt View = =3 B Fa | 1of1

L

#

#

#

#

Name (bps) (bits) (bits) Tx L1 Rate (bps)
Pot/R.. 510 563,256,852,576 | 719,440 55952212
Portffl... 4_';3,_‘;14’030 a 165395'341’430 0 .........................................
Port //1... 498,912,568 a 165,300,082,632 0

12. Then check IPv6 gos function

Configuration for IPv6:

acl ipv6 advanced 3003
rule O permit ipv6 source 2001:1::1/128

acl ipv6 advanced 3004
rule O permit ipv6 source 2001:1::2/128

traffic classifier 3 operator and
if-match acl ipv6 3003

traffic classifier 4 operator and

Basic Counters |Ermrs | Triggers I Protocols | Undersize/Oversize/Jumbo I PFC Counters | User Defined I Advanced 5

Part e Total Rx Rate Tx L1 Count Rx L1 Count R L1 Rate (bps)

io

499,996,896
499,995,328
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if-match acl ipv6 3004
#

traffic behavior 3

car cir 2048 cbs 128000 ebs 0 green pass red discard yellow pass
#

traffic behavior 4

car cir 1024 cbs 64000 ebs 0 green pass red discard yellow pass
#

gos policy 2

classifier 3 behavior 3

classifier 4 behavior 4
#

13. Create traffic with IPv6 source 2001:1::1 and 2001:1::2

StreamBlock Editor - Port //1/5 [FC:60:9B:96:A4:CC/GigabitEthernet1/0/1] : StreamBlock 8 ‘ -
- e ——

|| | General | Frame | Groups | Rx Fort | Previewl

Active Mame: StreamBlock 8

Frame size (Bytes)(With CRC and signature field) Streamblock load option
(@) Fixed Size: 9216
(7) Increment Step: |1 (power of 2) () Percent (%) 10
_ Frames/sec (fps) 84450

(7) Decrement | Min: 128
Inter-Burst Gap (bytes) |1344

() Random Max: |256
_ Auto avg: [192 Inter-Burst Gap (msec) |0.010752
) iMIX R - e Inter-Burst Gap (nsec) |10752
() bps 100000000
() Kbps 100000
(@) Mbps spo
(0) L2 Rate (bps) 86486486

Refresh rates
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StreamBlock Editor - Port

| General | Frame | Groups | Rx Port | Preview |

:CC/GigabitEthernetl/0/1] : StreamBlock

Previe
EthernetIl | IPv4

[] Show All

—oran

[] Allow Invalid

 Hame

Erdies

Save Frame as
Template...

Manage Frame
Templates...
Actions

Add Header(s)...
Link
Modifiers/VFDs...
Others

Expand All
Collapse all

=

- Destination MAC
- Source MAC

. EtherType (hex)
E} IPv4 Header

- ToS/DiffServ

- Total length (int)
- Time to live (int)
- Protocol (int)

- Source

- Destination

- Header Options

- Gateway

Value

00:00:01:00:00:01
00:10:94:00:00:02

<guto> Internet IF

tos (0x00)

<auto> calculated
255

<auto> Experimental
192.85.1.2

192.0.0.1

192.85.1.1
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Create New Fram

(@) Quick Select

(") Advanced

[ ] Allow Invalid Pack

Nata |ink | awver
| Mone

(7)) Other

'@ Ethernet II

(718022
(7)802.3 Raw

) Ethernet Snap
(7)802.1 ah

] VLAN(S) # @
|:| PPPoLZTPv2ZoIPv4
|:| PPPOLZTPvZoIPVE

] MPLS
1 PPERF
Upper Layer Protocols I

() 1Pva ) None
() IPv4 aver IPv6 () ARP
@) IPVE (C) Other

() IPv6 over IPv4

Upper Layer Protocols I

Category

e |

Mame

- | Category:

- Category: Access
L2TPv2
L2TPv3
LZTPv3 over LIDP

- | Category: Basic
BIER
Custom
Custom with Repeat

- Category: GRE
GRE
GRE with Checksum
GRE w/o Checksum
GRE/TPv4
GRE w/o Checksum/IPv4
GRE with Checksum/IPv4
GRE with Checksum/IPva
GRE w/o Checksum/IPvG
GRE/IPvE

o

11

OK

|| cancel |
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IrStream Block Editor -

—
Port 5 :60:

| General | Frame | Groups | Rx Port | Preview|

:96:A4:CC/GigabitEthernet1/0/1] : StreamBlock

| StreamBlock Editor - Port

| General | Frame | Groups | Rx Port | Preview |

Previe
Show All Allow Invalid
Ethernetll m g . O .
Era Name Value
Create new Frame a F:rame
> [+ Ethernetll
Save Frame as . i Destination MAC 00:00:01:00:00:01
Template... - Source MAC 00:10:94:00:00:02
Manage Frame
Templates... EtherType (hex) <auto> IPve
=+ IPv6 Header

Actions - Traffic Class (hex) 00
Add Header(s)... - Payload length (int) <auto> calculated
Link - Next header (int) <auto> IPv6-Nohbxt
Modifiers/VFDs...

- Hop limit {int} 255
Others | Source Address 2001:1::1
Expand All - Destination Address 2000::1
Collapse All - Gateway 0

:96:A4:CC/GigabitEthernet1/0/1] : StreamBlock

Previe
Ethernetl | IPvE

[] Allow Invalid

[

Frames

Create new Frame
>

Save Frame as
Template...

Manage Frame
Templates...
Actions

Add Header(s)...
Link
Maodifiers/VFDs...
Others

Expand All
Collapse All

Name
= Frame
£+ Ethernettl

. - Destination MAC
- Source MAC
i EtherType (hex)
E| IPv6 Header

- Traffic Class (hex)
-- Payload length (int)
- Mext header (int)

00:00:01:00:00:01
00:10:94:00:00:02
<guto> IPvb

an
<auto> calculated

<guto= IPvE-NoNxt

14. Start all the traffic

-~ Hop limit (int) 255

| Source Address 2001:1::2 |
- Destination Address 2000::1

- Gateway ::0

. All rights reserved

Page 235 of 244



H3C S5560X-EIl Product Test Procedures

Untitled.tcc - Spi

File Edit View Tools Actions Diagnostics Help
DEH & ¥ 8 & m=Chassis - || Apply | &8 E 5 00:01:32 | & B Technologies

Bl:? Spirent TestCenter BF Add - Generate StreearrJ Start Eriafﬁc o0 a!_ports l & Copy Wizard

[ Test Info
== Al Devices (Hosts, Routers, ...]
B Al Traffic Generators Scheduling Mode Bandwidth Utilization (100

=% Al Stream Blocks ) Port Based | Burst Size: 1

15. All the traffic is received

Port Traffic and Counters > Basic Traffic Results | Change Result View = 23 [ W 4| 11 | b W
Basic Counters | Errars I Triggers I Protocols | Undersize/Oversize/Jumbo | PFC Counters I User Defined | Advanced Sequencing I FEC Counters |
Port i Total Rx Rate Tx L1 Count Rx L1 Count Tx L1 Rate Rx L1 Rat
Name (bps) (bits) (bits) LdEiRatedbpo)Rl RxiLTiRatebps) (Percent) (Percent)
Port /{1... 2 Q 692,521,084,032 | 1,750,680 999 999, 995 a 100 a
Port //1... 931,345,556 a 274.486,979.376 |0 1,000,000.518 a 100
Port //1... 931,346,200 a 274.295,914.664 | @ 51,000,001,397 a 100
16. Apply the qos policy on Port 1
#
interface GigabitEthernet1/0/1
port link-mode bridge
gos apply policy 2 inbound
#
17. Traffic is limited
Traffic Aggregate View:Results 1
Port Traffic and Counters > Basic Traffic Results | Change Result View - 23 [ M 4| 10f1 [p M
Basic Counters | Errors | Triggers | Protocols | Undersize/OversizejJumbo | PFC Counters | UserDefined | Advanced S
Port e Total Rx Rate Tx L1 Count Rx L1 Count
Name (bps) (bits) (bits) Tx L1 Rate (bps) | Rx L1 Rate (bps)
Port //1... 4 1,568 803,486,828.640 1,426,296 999,994,450 1,725
Port //1... 3,072,440 0 302,493,437.456 |0 3,079,162
Port //1... 3,072,760 0 302,492,848.640 0 3,079,536

18. Change the source IP
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StreamBlock Editor - Port

| General | Frame | Groups | Rx Port | Preview|

:CC/GigabitEthernet1/0/1] : StreamBlock

Add Header(s)... - Payload length (int)

<auto> calculated
<guto> IPvE-NoMxt
233

Previe

Ethernetll m [ Show Al [ Allow Tnvalid
Era Name Value

Create new Frame = F:rame

= [+ Ethernetll

Save Frame as . i~ Destination MAC 00:00:01:00:00:01
Template. .. - Source MAC 00:10:94:00:00:02
Manage Frame

Templates... EtherType (hex) <auto> IPvE

[ IPv6 Header
Actions - Traffic Class (hex) 0o

2000::1
0

Link. - Next header (int)

Modifiers/VFDs... i

Insert IPv6 - Hop limit (int) |

Modfer... g sourceaddress _______ booxit
- Destination Address

Others
- Gateway

Expand all

Collapse All

p— -
StreamBlock Editor - Port

| General | Frame | Groups | Rx Port | Preview|

:CC/GigabitEthernetl/0/1] : StreamBlock

Previe
Ethernetil m [7] Show All [ Allow Invalid
Fra Name Value
Create new Frame | = F:rame
= [ EthernetTl
Save Frame as © i~ Destination MAC 00:00:01:00:00:01
Template... - Source MAC 00:10:94:00:00:02
Manage Frame
Templates... EtherType (hex) <auto> IPve
=+ IPv6 Header
Actions - Traffic Class (hex) 00
Add Header(s)... - Payload length (int) <auto> calculated
Link - Next header (int) <auto> IPvG-Nolxt
Modifiers/VFDs... Hop limit fint
Insert IPv6  Hop limit (int) |
- Destination Address
rs - Gateway ]
Expand All
Collapse All
19. Traffic is no more limited
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Port Traffic and Counters > Basic Traffic Results | Change Result View - £ 10of1

Basic Counters | Erors | Triggers | Protocals | Undersize/Oversize/Jumbo | PFC Counters | User Defined | Advanced Sequencing | FEC Counters \
Port e Total Rx Rate Tx L1 Count Rx L1 Count Tx L1 Rate Rx L1 Rat
Name (bps) (bits) (bits) DdblRate(bp=)RliRd iR ate(brs) (Percent) (Percent)
Port /1. 8 o 863,016,986,368 | 1,496,736 1,000,005,897 0 100.001 o
Port //1... 997,844,192 a 326,714,588,288 |0 1,006,009,762 o 100.001
Port //1... 997,840,720 o 326,532,820,920 |0 1, 0,006,228 o 100.001

[J Passed | O Failed

5.5 SP+WRR queuing

Test Item Name: SP+WRR queuing
Work Hour: 45 min
Test Topology:

Port 3 c

Test Process:

1. Configure Port 1, Port 2, and Port 3 as trunk ports, and assign them to vlan 3

2. Configure the priority trust mode as dotlp on Port 1 and Port 2, and configure
SP+WRR on Port 3. Queue 6 and queue 7 are SP queues. Queues 0 to 5 are
WRR queues, with scheduling weights as 1, 2, 3, 4, 5, and 9, respectively.
Make Port 3 learn the MAC address 1-1-1.

4. Send traffic from Port A and Port B, with dot1p increasing from 0 to 7, with
expected result 1.

Expect Results:

1. Port 3 receives all packets of queue 6 and queue 7. Other packets share the
remaining 40% of bandwidth according to their scheduling weights. No traffic
loss on SP queue
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E:::WKNHWE = B Copy Wizard...
- s
@ Port /1 [50:08:88:15 | Temeiete Fater | Custom Fiers | ristogiams | ping Block Samping | CoS Settings | Advanced
= Devess 165 St s 064 1 o1
§ Trafic Generator 132t riar et swsam 0 it o onsr Sovdl [ s e
 Teafic Anaiyzer 1
X Capture — e e Mask i Ve Max Value
@ izl || o, | I
i Filer > -
affc Generator
BT reer ||| S P4 neater
< " | Manage Fiter
= @ pot//3a[soseeay || po T
Devices. o
Fes Sumimary
P4 Header:ToS/DISer = difSery (0xFF) M Valie = dffSery (0x00) Max Vaue = dfsery (0xef)
. ] '
sprv 6520 Results 1 x
Port Traffic and Counters > Basic Traffic Results Streams > Fitered Stream Results | Change Resull View = 53 Select Fiters. . 13 | Show  Por/33[5034 < Changs Counter Mods:  Basic Wade
Chonge Rasult View - 13 Tof L Basic Countors | Emars | Bask Sequencing | Advanced $equsncing | Histograms (Latency)
‘Bosic Couers | Enom | Tiggem | Proiocoi. | UndemsizaiOy * * - Susm  RxcCount  [SequenceRun | Dropped Cout  Dropped  |mn-orderCount | Reordered Count
i Counters [ Trggers | Pretocols | mxeniOn DSCP (it} - Difserv ECN ECH (bits) R Stream Id (Frames)  Length {Frames) Frame per... (Frames) (Frames)
Part  lorRate | Generator Sig Rate | R Sig Rate
Hame () i) £ G7-DSPSE  WotECT 00 I 75,766 75,766 0 o000 |#es o a
Port /3. 99,89 4,250,000 F] 55 57 - DSCP 56 Not-ECT o8 45535 14 39,766 39,766 0 2000 79,766 a o
Port /3. 00232 6,250,000 @ 48 OS5 - DSCP 48 WNot-ECT 09 131073 I 39,766 39,766 ] a.000 39,766 9 a
Forif3... o 8446151 “ 5054 |MortECT 09 65537 15 38,766 38,766 0 o000 |m76 [ 1
W £ -05P 45 NoeEcT 00 0 12 39,756 9,756 0 o000 |mae o o
|4 £F-05cP 45 NoeECT 00 65538 G 39,766 39,766 o o000 |s7e o o =
40 OS5 - DSCP 40 Mot-ECT 00 131075 13 39.766 39,766 o 0000 79,756 a o
<40 OS5 - DSCP 40 Not-ECT 20 55539 17 39,766 39,766 o 0.008 | 79.766 a 2
34 AFdL - DSCP 34 WNoi-ECT 00 131076 1 16713488 4 7218412 30.162 16,713,488 a L
£ AF1-DSCPH |MotECT 00 65540 s 15607137 |1 8324773 4785 | 1560737 o i
£ A3 -DSPI5|MorECT 09 077 2 16710217 4 7220812 0472 16727 o o
2 A3 DS |MLECT 09 ss541 3 15609411 7 8322627 277 15609411 o o
18 AF21 - DSCP 18 Mot-ECT 00 131078 3 16,713,156 4 Z218.785 30.163 16,713,156 a o
18 AF21 - DSCP 18 Not-ECT 20 5542 7 15607476 5 8,324,456 34.783 15607475 a 2
10 AFLL - DSCP 10 Not-ECT 00 131079 4 16711845 2 7220392 Jo.i70 16,711,845 @ 9
I acri. nerp i | amecer an FIE) 3 1€ Eno oA 3 CEIEPTSS 34 70 1€ cng P00 " a "
5 @ MPots g q
5 @ Port/f3/1 [SO:9BBE:LT Tempiate Fiter | Custom Filters | Hstogroms | High Resokution Por Samping | High Reslubion Stream Block Sampiing | QoS Settings | Advonced
S Deviees 32 Bt Fikers Us=i0 of 1 . "
§ i Gl Bzt
F Traffic Analyzer
X Copure = < e Fitor  Mask. bin Vakuo Max vl
@ @ Rt 0 || rrove -~ "~
L Fiher > © Ethemet
e
B T Ay sormess © Tvd Header
M E .
S @ Port i [socomiBetf || poreseTler
Devices -
Fiter Summary
1Pv4 Header Tos/DifSery = dffsery (0XFF) M Vaue = dffserv (0x00) Max Value = dffsery (0xE0)
X Capture
Settngs -
i »
520 Reslts 1
ot Tralfic and Countess > Basic Traffic Results Streams > Fltered Streaim Results | Change Fesut View - 19 Select Fiers 1] Show.  Pon//3[509: + Chongs Gounter Mods:  Bisic Mods
‘hange Result View = 13 { ofl | B ) Basic Counters. | Enors | Beswc Sequencing | AQVOnTed Sequencing | Hstogrms (Latency)
Bosc Comters | Enors | Trgers | Proteois | Lnasmizain ' || BPOTpeconnpme = Ny UM RNCOUN SSueNcERUN | DMOpped ot DIopped | Inorder Count | Redrdered Count | Dughiate Count |1
Name Inde Length Fi Per... (Frames) Frames] |
Pot  lorRate  Generator SigRate |RxSRate ~ S e R Lot — ! i) =]
Hame fs) () L
PO/, 99,720 | 6.249.999 o POt /3/3... 48 C6-0SP 48| NOCECT 00 [ 39,298 19649 o 0.000 19,643 3 18,605
Part 3... 00,024 5,250,000 o Port /[3f3... 46 EF - DSCP 46 Not-ECT o0 7 79,298 19,649 o 0.000 19649 4 19,605
Port if3... @ 8,446,152 Port /f3/3... |40 S5 -DSeP 40 Wot-ECT a0 8 39,298 19643 [ 0.000 19,643 ad 15,605 |
port //3/3... | 34 AFL-DSP34 |orECT 00 b 15,970,267 |4 ¢ 0.000 5,256,576 2L o
Port [f3(3... | 26 AF3I - DSCP 26 | VOH-ECT o e 15,9274 2 2 0.000 8257393 2712881 o .
Port /f3/3... | 18 AFZI - DSCP 18 | Not-ECT a0 1 159720277 |3 o 0.000 8255417 7711560 2
Port /373...| 10 AFLL-DSCPI0 |MotECT 60 2 15970281 |3 ¢ 0.000 6257514 7712767 o
Fort 33... | 0 Defsut 05RO |WoECT a0 ] i59m281 |2 i 0.000 5258519 7711,765 o .

Actual Result:

1. Configuration on DUT
#
vlan 3
#

gos map-table dotlp-Ip

import 0 export 0

import 1 export 1

import 2 export 2
#

interface Ten-GigabitEthernet1/0/25----
port link-type trunk

port trunk permit vlan 1 3

gos trust dscp
#

interface Ten-GigabitEthernet1/0/26-----port 2
port link-type trunk
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port trunk permit vian 1 3
gos trust dscp

#

interface Ten-GigabitEthernet1/0/27-----port 3
port link-type trunk

port trunk permit vian 1 3
gos trust dscp

gos wrr afl group 1 weight 1
gos wrr af2 group 1 weight 1
gos wrr af3 group 1 weight 1
gos wrr af4 group 1 weight 1
gos wrr ef group sp

gos Wrr cs6 group sp

gos Wrr cs7 group sp
#

2. Make Port 3 learn the MAC address 1-1-1.
3. Send traffic from Port A and Port B, with dotlp increasing from 0 to 7, with

expected result 1

interface Ten—GigabitEthernet1/0/27
port |ink-mode bridge

port |ink—type trunk

port trunk permit vlian 1 3
mac-address static 0001-0001-0001 vlan 3
gos trust dscp

qgos wrr afl group 1 weight 1

qos wrr af2 group 1 weight 1

qos wrr af3 group 1 weight 1

qgos wrr af4 group 1 weight 1

qos wrr ef group sp

qos wrr csb group sp

qos wrr cs7 group sp

Add 9 streams and edit

© Megafon sp wir 4.95.tcc - Spirent TestCenter - s} X
Fle Edt View Tools Actons Diagnostics Hep
D d B % A i Chassis ~ || 3% Aoply B8 [ R Bl Technologes... | Perspective + | [[E] Sequencer | @) Repoder | Ty Wizards + |3 Summary =
Test Configuration o
L Sprent TestCenter A B Add + | Generate Stream Bock ¢ Delete [ Edt.. [F9Copy Wizard. § 0.02500 % g
=5 TestInfo £
= Al Devices (Hosts, Routers, ...) bwidth Utilizatios 8
& Al Multicast Groups 3
B’ Al Trafic Generators Burst Sze 1 DuratonMode: | Continuous. H
13, All Stream Blocks Y1 | Inter Frame Gap: 9
T Al Traffic Analyzers ] ]
@ AlPorts Inter Frame Gap Unit: ytes Advanced...

@ Port /2/6 [74:85:C4:F6:21:08, ) Manual Based

N Trafc Analyzer

< 5

{ Ccaptre

atus
i
. Part /[2f7 [Pe8SCAFE:21:004 2 B s Ready 1 25 Mbps Fixed
= Devices
B Trafic G 2 %] 40 Ready 1 25 Mbps Fixed
raffic Generator
4 Ready 1 25 Mbps Fixed
B Traffic Analyzer @ & e o5 b
K Capture @ %) AF Ready 1 150 Mbps
@ Port //2/8 [74:85:C4:F6:21:08 @ %] Ready 1 150 Mbps Fixed
= Devices @ %) Ready 1 150 Mbps Fixed
B Traffic Generator 2 = Ready 1 150 Mbps Fixed
B Traffic Analyzer [ = Ready 1 150 Mbps
 capture

before configuring streams, choose Load per Stream Block
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B Add ~ < Generate Stream Block ¢ Delete Edt.. [ Copy Wizard.. B 0.02500 %
Scheduling Mode Bandwidth Utilization (%): 7.6

() Port Based Burst Size: Duration Mode: Continuous ~

-
| (@ Load per Stream Block | Rate Based [ Inter Frame Gap: =
] Advanced Interleaving
sroup ID will be set in the stre Inter Frame Gap Unit:  bytes Advanced...
O Manual Based S Scheduling mode graphical example
edit 9 streams
Status Active Name Tags Rx Port .é:ﬁu'; State ?;5:1'“ it ;r:;;e Length o

[N ¥ | 1-DSCP-CS7 Clickto ad Port //2/8. Ready 1 25 Mbps Fixed
@ M Cs6 Clickto ad Port [f2/8. Ready 1 Fixed
@ M 40 Clickto ad Port //2/8. Ready 1 2.5 Mbps Fixed
2, M 45 Clickto ad Port [f2/8. Ready 1 25 Mbps | Fixed
a M AF41 Clickto ad Port [f2/8. Ready 1 150 Mbps i Fixed
Y & a1 Clickto ad.. #:.. | Port /2. Ready 1 150 Mbps | Fixed
e & a1 Clickto ad... %2 | Port J/2/5. Ready 1 150 Mbps | Fixed
e & A Clicktoad... % | Port J/2/5. Ready 1 150 Mbps | Fixed
@ M 0 Clickto ad... #:.. | Port //2/8. Ready 1 150 Mbps i Fixed
T

take stream 1-DSCP-CS7 for example, right click and choose edit,

~ [BMAdd + 4 Generate Stream Block 3¢ Delete (57 Edit... [§% Copy Wizard.. B 0.02500 %
Scheduling Mode Bandwidth Utilization (%): 7.6

(O Port Based Burst Size: I:] Duration Mode: | Continuous v

(@) Load per Stream Block RateBased v

Inter Frame Gap: 12
[J Advanced Interleaving
- . Inter Frame Gap Unit: | bytes Advanced...
(O Manual Based Sched
= b Add Bound Stream Block(s)... Scheduling mode graphical example
g Add Raw Stream Block... )
Traffic Stream Frame Length =
Status Active Name % Dete Rx Port Group State e Load Load Unit Mode iMIX
Cut St Block Ctid+X
@ M Cs6 & reamiio * Port //2/8... Ready 1 Mbps Fixed
& M 40 53 Copy StreamBlock Ctri+C Port //2/8. Ready 1 Mbps Fixed
@ = |4 h Paste GV Port //2/8. Ready 1 25 Mbps Fixed
a M AF41 Duplicate... At+U Port [/2/8. Ready 1 150 Mbps Fixed
& M AF31 Addto Exposed Propetties Port //2/8. Ready 1 150 Mbps Fixed
@ ) AF21 7 EdtTags Port //2/8. Ready 1 150 Mbps Fixed
e 2 a1 Port /2/8. Rezdy 1 150 Mbps Fixed
User Defaults »
a M 0 Port //2/8. Ready 1 150 Mbps Fixed
£ Stan
B S
v LS ARP/ND , >
Displaying Stream Blocks 1-9 | Total Streaj L2Leaming N
choose Frame and choose ToS/Differv
& Megat G5 o
Fle Edt \Vew Tools Actions Diagnostics Help
DFEd R D (3l Chassis ~ ooy B EB % B 001835 | i Technologies.. | [ Perspective ~ | 5] Sequencer | 5 Repoter | T Wizards + |3, Summary. =
Test Configuration { L X
5 & Sprent TestCenter A BAK - FG e Stream Bock ¢ Delete [ Edt. 3 StreamBlock Editor - Port //2/6 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/25] : 1-DSCP-CS7 X
5§ Testinfo |
e All Devices (Hosts, Routers, ...) Scheduing Mode Bondwidth Utilization (%): ] O | Frame [Groups | RxPort | Previen
Al M
.i umr;::u Oprort Based Burst Size: Preview:
% AShea @ Load per Stream Block [RateB || p—— m [ showallFields [] Allow Invalid Packets
Al Traffic Analyzers [ Advanced Interieaving 1
@ AiPorts Inter Frame @ | o +|name Value -
= @ Port //2/6 [74:85:C4:F6:21:08 O Manual Based Shedie Craats waut Praie Xi‘l((t:;.) 2
= Devices > (o
Traffic Generator SaveFramess I
g A hdne i — s EtherType (hex) <auto> Internet IP =
& Capure Manage Frame = 1Pv4 Header
lates...
= @ Port /[2/7 [74:85:C4:F6:21:08) W ISP Version (int) <auto> 4
= Devices e g % Actions Header length (nt) <auto> §
g :"‘x ::"“‘" e g |% Add Header(s).- Frosnmse AffSery (0xED) ]
at vzer
4 Link r ~
 Capture e M8 a4 M;mhers/vﬁx_ Total length (nt)
5 @ Port [[2/8 [74:85:C4:F6:21:08, L [~ L Identfication (nt) 0
; Devices @ B |ara Others = 5 Control Flags o
Traffic Generator e B |am — =
F Traffic Analyzer e 8 o Hex Editor
(' Capture ¥FB 55 5§ §5 56 55 55 DS 00 01 00 01 00 01 00 10 GUUUUUUS. ... ...
I %4 0n 0A N3 81 0A NA N1 0 NA AC TA A 14 AR AA "

choose CS7 like the following picture,
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e
StreamBlock Editor

Custom Editor

Quality of Service

Format Notation:

@piffserv O Tos

X

Previe

General Frame Groups RxPort Preview

[ showaAllFields [] AllowInvalid Packets

Port //2/6 [74:85:C4:F6:21:08/Ten-GigabitEthernet1/0/25] : 1-DSCP-CS7

Hexadecimal v
Value 4 |Name Value A
Frames —
QoS Byte DSCP (Hex) CFI (bit) 0
Create new Frame
€ > D ) 3
Save Frame as
- Z - EtherT X <auto> Internet IP
DSCP Diffserv Codepoaint Template... ype (hex)
Codepoint Name [ 0:5 ] Manage Frame =+ IPv4 Header
[CS7_ (56) : Administrative Management Control i - Version (int) <auto> 4
Class Selector [0:2] OR Actions - Header length (int) <auto> 5
111000 : CS7 Control ~ Add Header(s).. diffServ (0xE0)
Drop Precedence [ 3:4] Per-Hop-Behavior Link = . Total length (int) auto> calculated
Modifiers/VFDs..
0 : Undefined v||Cs ificati
Insert Modifier... Identification (nt) o
s = =3
Early Congestion Notification == | J Control Flags h
ECN Setting [ Last 2-bits 6:7 ] Hex Editor
00 : not-ECT v FB 55 55 55 S5 55 55 DS 00 01 00 01 00 01 00 10 AUUUUUUO. . ... ...
94 00 00 02 81 00 00 03 08 00 45 CLMo0 14 00 00 ... - —
00 00 FF FD 38 B4 CO 55 01 02 CO 00 00 01 .-J¥8°AU. .A_ ..
;
Displaying Stream Blocks 1-9 | Total Stream Blocks: 9 | Selected )
Navigate streamblods: 14 [ 1} oK Cancel
?::t:f(ﬂm'fﬂ!ﬁ < 8 Copy Wizard
[ | Histograms | ping | Block Sempiing | GoS Settigs | Advanced
g::g“*'“w 1 32-br i ) Fitee on tnar 17 Shmr Al [ Ao el
Copture ' e Fer  Mask M Value Max Vale
5 @ port /32 [50:98: P
=~ s Filter > 4 Ethermetll
B Trafic Generator
| Qo o o Tva neader
« Capture 3
S @ Port //3/3 [s0:98E8:11 ;‘:”“:;;:f' -
= Devis
Fiter Surmmany
Py Header:Tos/DIfSery = dffServ (FF) M Value = dffSery (0x00) Max Vaue = difisery (0xEf)
=
Port Traffic and Counters > Basic Traffic Results Streams > Fitered Stream Results | Change Result View = 43 Selact Finers.. 13 10 4 1001 [ b B4 Show Pon/3/3(5098 - Changs Counter Mode:  Basic Mode
Chongs Result View - 13 B B+ 4 [ 1ot B W TG 5 [ = . .
— i ¢ Rx Port Swem | Rxcount uence Run | Dropped Count Inorder Count | Reordered count -
Basic Counlers| Erars | Trggers | Pretocols | UndersizeiOv Farat  |DSR(at) - Difserv [ EONRs)  Rxsveamid [FEST OO SEE (F’,‘;‘,',"’g el = rames) o
Pot  jorRate | Generator Sig Rate | Rx Sig Rate
Name (Fos) tfos) POt if3/3... | 56 €57 - DSCP $6 WotECT 00 3072 10 29,766 29,766 [ 0.000 79,756 0 2
Port /f3_. 99,896 6,250,000 a Port /[3/3... | 56 57 - DSCP 55 Wot-ECT 00 45535 14 39,766 39,766 2000 79,766 a r
Pt/ 00202 6,250,000 o Port /33| 48 55 - DSCP 48 NotET 00 131073 I 39,766 39,766 o a.000 39766 9 o
Portif3... 2 446,151 Portj13/3... | 48 C%5-DSP4 | MotECT 00 65537 5 39,766 39,766 0 o000 |97 o o
Portjf3/3... | 45 £F-DscP 45 noreT 00 o 12 EX 39,766 o o000 |mes o o
Portjf3/3... | 45 £F-DSCPaE NoeET 00 ss538 15 o6 39766 o o000 |6 o o |2
Port j[3/3... | 40 OS5 - DSCP 40 Mot-ECT 00 131075 13 39,766 39,766 o 0000 79,756 a o
Port /[3/3... | 40 (S5 - DSCP 40 Not-ECT 08 55539 17 39,766 39,766 0.008 | 79.766 a 2
Port jf3/3.. |34 AFd - DSCP 34 Nl -ECT 00 131076 1 16713488 4 7218412 30.162 16,713,488 a L
Port 1303, | 34 AF1-DSCPH |MotECT 00 65540 s 15607137 |1 8324771 4785 | 15607137 o o
Portjf3/3.. | 26 AF1-DSPI5 |MoteCT 00 0772 18710217 4 7220812 007z 18711217 ) o
POt jf3/3... 26 AF3L - DSCP 25 MH-ECT o0 65541 & iss0941i 2 8222627 34776 15,609,411 e o
Port /[3/3.. 18 AF21 - DSCP 18 Mot-ECT 00 131078 3 16,713,156 4 Z218.785 30.163 16,713,156 a o
Port jf3/3... |18 AF21 - DSCP 18 ot -ECT 20 5542 7 15607476 5 8,324,456 34.783 15607475 a 2
Portjf3/3.. | 10 11 -DSCPI0 |MotECT 00 5078 4 16711845 7 7220392 20170 | 16711845 @ o
. = 5 PR " AETT L PP a0 — o £ an ceeas s 1€ Eno oA 3 CEIEPTSS e R 1€ cng P00 " m' -

Same weight traffic for WRR queue
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H3C S5560X-EI Product Test Procedures

T = - - -
5 @ Port /31 [S0:98:88:1F o [ Hetogroms | High Semping Streom Block Sempling | Qa8 Settings | Advanced
= Derices 32 Bt Fikers Usai0 of 1 - .
B Trafic Generatar 1 il on oo 1P show abow Invald
@ Traffic Anabyzer -4
¢ Capture Filters Hame Fitor  Mask Min Vakie. Max Value
@@ Rtz sossesy || LU0 1
; mﬁn Filter > © Ethemnetn
nerator
Savo Fibar a5 + TPv Header
Befeanhoer ] e
plure F
S @ Port i [socomiBetf || poreseTler
Devices .
Fiter Summary

TP Header ToS/DffServ = difServ (0xFF) Min Value = dffSery (0x00) Max Vakie = dffSery (0xE0)

Capti
il Settngs =
m v
soarr8520 Results 1
‘ort Traffic and Counters > Basic Traffc Results Streams > Fitered Stream Results | Changs Rseut View + B Solact Filors. [ 14 4 b #0 Show Por/¥3[a38 - Cnangs Coumtor Mode Basic Mods
nange Resuit View - 11 B B #4 4 [0l1 | b b Bosic Countars | Erors | Boakc Sequencing | Advarwed Sequencing | Hstogroms (Lency)
I ol JRaport Stream  ReCount  SequenceRun | Dropped Count | Dropped  In-order Count | Reordered Count | Duplicate Count |1
a.::ﬂm«;;:.:;hxﬂ[xm “:::;T; Harme e fm) S e f= ECN(BIS) | ey (Frames)  Length (Frames) Frame Per...| (Frames) (Frames) (Frames) |
Hame 1os) )
P /3., 98,720 6249998 o a0 5 39,208 19649 2 .000 19,649 4 19,605 i
Port/f3... 00,024 6.250.000 o [ 7 38298 | 196% o 0000 19649 ] 19,605
Potif3... P Ga16.152 w0 ] o2 19608 o oo0 1950 “ 19,605 i
00 4 159720287 4 o 0.000 8,258,576 AAL7IE o
@ [ 1597274 |2 [ o000 8257393 7712881 o ]
o0 : 159277 |3 o om0 |szsmar 7718850 o \
o0 2 590281 3 o 0.000 |8.257,514 Z712.767 o .
Port /3/3. a0 3 15970284 |2 1 0.000 8.256.519 F.71I.765 0 .

[ Passed O Failed
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